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Audio is lagging behind
IN mstsc.exe.

& Remote Desktop Connection

| Remote Desktop
»¢) Connection

FIX IT PLEASE

Computer: | Example: computer fabrikam .com e

Username: Mone specified

The computer name field is blank. Enter a full remote computer
name.

\‘_' Show Options
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Audio and Video

We don’t have access to the mstsc.exe source code.
We are on our own (nobody’s going to help us).
We can use only publicly available materials.

We know nothing about mstsc.exe:
o What programming language it’s written in
° How it downloads, stores, and plays audio and video
° Why it’s getting out of sync

28.09.2024 SEEING BEHIND THE SCENES - ADAM FURMANEK



About me

Software Engineer, Blogger, Book
Writer, Public Speaker.

Author of Applied Integer Linear
Programming and .NET Internals
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Agenda

Debugging is not hard. But it's not easy either

Patterns: MMCSS, threads, locks, memory, IPC, network, and others
Tools: Debugging, Profiling, Tracing, Memory, Network, Metrics

Debugging demos
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Everyone knows that debugging is twice as
hard as writing a program in the first place.

So if you're as clever as you can be when you
write it, how will you ever debug it?

BRIAN KERNIGHAN
THE ELEMENTS OF PROGRAMMING STYLE, 2ND EDITION, CHAPTER 2
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It’'s wrong

We rarely debug just our code
° When writing the code, we made assumptions about everything around
> When debugging, we can verify these assumptions

Debugging is just a different skill
> | may not be the best cook in the world, but | can still recognize good and bad food

o Debugging happens after writing the code. During debugging, we often know what doesn’t work (which
side effect is incorrect)

Debugging requires different tools
> We code with IDEs (and all they bring like static code analysis, linters, etc.)
> We debug with debuggers, tracers, profilers, monitors, analyzers, etc.

Debugging is not harder than writing the code. Unfortunately, it’s not easier either. It’s just
different.
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How to Debug?

We hypothesize how things work.

To come up with reliable hypotheses, we need to know how people do things (or how things
work).

We check what’s going on.
o Without seeing (and reproducing on demand) it’s much harder.

In order to see things, we need to have tools.

Next, we confirm and reject our hypotheses.

To do that, we need to practice our skills.
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Patterns
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Patterns

The principle of least astonishment (POLA), also known as principle of least surprise, proposes
that a component of a system should behave in a way that most users will expect it to behave,
and therefore not astonish or surprise users

During coding, we make tons of assumptions. We rely on our knowledge about computers,
networks, hardware, infrastructure...

The more patterns we know, the more efficient we are. However, we need to set our
expectations right.

We need to know how others do things to be good engineers.
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We are not alone

AND THE TRUTH IS OUT THERE




Music makes your games slower

Multimedia Class Scheduler Service (MMCSS) enables multimedia applications to ensure that
their time-sensitive processing receives prioritized access to CPU resources.

https://learn.microsoft.com/en-us/windows/win32/procthread/multimedia-class-scheduler-
service

When playing music:
> 80% of your CPU is dedicated to multimedia activities (SystemResponsiveness)
o At most 10 non-multimedia network packets are handled each millisecond (NetworkThrottlingindex)

Do not listen to the music while playing online games.

28.09.2024 SEEING BEHIND THE SCENES - ADAM FURMANEK


https://learn.microsoft.com/en-us/windows/win32/procthread/multimedia-class-scheduler-service

Observing application makes it faster

Time quantum for Windows Server is set to 12 clock cycles (~180 milliseconds). For client edition, it’s
2 clock cycles (~30 milliseconds).

Default quantum for Linux varies. It can be 100 milliseconds. However, threads there get time slice
based on their load and can be even hundreds of milliseconds.

Foreground thread get a priority boost. Windows assigns 4 clock cycles (~60 milliseconds).

Keep the app faster by looking at it.

Other examples:

o Priority inversion — if a thread waits for a resource (like mutex), the OS will boost the priorities of other
threads holding the resource. Windows does that every 5 seconds.

° If a thread has been runnable for 4 seconds and hasn’t been given a chance to run, the OS will boost its
priority to avoid starvation. Windows does that every 1 second.
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foone
@Foone

YO U m U St k n OW b U gS So | learned of an amusing bug today:
i n t h e | n d u St ry Docker for Windows won't run if you have the Razer

Synapse driver management tool running.
Two common approaches:

With a system-wide lock identified by name But the reason is the funny part...

With a file

MODULES

Do not copy blindly from Stack Overflow

x.com/Foone/status/122964125837035 : | m

https://www.reddit.com/r/ProgrammerHumor
comments/fécsjp/so both these tools copied

from the same wrong/ 9) @ o »
) \\_ MOUSE
https://stackoverflow.com/questions/502303/h
ow-do-i-programmatically-get-the-guid-of-an-
lication-in-c-sharp-with-net/502323#502323
www.pcreview.co.uk/threads/assembl

guid.1394335/ : ¢ i
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28.0

| exist as recently as March of 2018.

50, both programs want to ensure you only run one copy of themselves. 5o they create a global mutex
using the GUID of their .NET assembly, right?

except! they do it wrong. And they both do it wrong in the same way. The code involved is something like
this:

string.Format("Global\{@}", (object) Assembly.GetExecutingAssembly().GetType().GUID);

The idea is to get the GUID of the assembly that's executing and to create a GUID based on that, o now
you can only run one copy of It

But it's wrong. The .GetType() part isn't supposed to be there. That gets the type of the assembly, not the
assembly itself. And that type is System.Reflection.RuntimeAssembly, part of .NET itself.

50 what happens is that both of them are creating a global mutex to ensure only one copy runs, but
instead of basing the GUID on their own code, they're both using the GUID of a part of NET itself. And
they're using the same one!

50 how'd that happen? Well, it turns out we can tell EXACTLY how that happened. Because the answer is...
STACK OVERFLOW

Back in 2009, the user "Mathan” asked how to get the GUID of the running assembly. Twelve minutes later,
"Cerebrus” answered. And that answer was wrong.

A year and a month later, it was pointed out (by "Yoopergeek") that it gives the wrong GUID. Three years
later, Cerebrus returns and fixes the answer. They can't delete it, because it was accepted

But because they made an error in replying to someone in 2009... this flawed code caused bugs that still
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Interactions can be
really surprising




DLL-injection is not hacking

Many applications use DLL-injection.

Windows provides multiple techniques for that:
° Hooks

o Loading libraries based on registry
o Creating threads in remote processes

Examples:
o ForceBindIP

o ConEmu
o Anti-viruses
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Keyloggers are first class citizens

React to keyboard handler
° Works inside our process only

Poll the keys every millisecond
> Works across RDP sessions

o Uses more CPU

Register for a hotkey with RegisterHotKey
° Sends WM_HOTKEY

° No polling required
° Some keys are reserved

Register a global handler for all processes with SetWindowsHookEx
o Requires DLL that will get injected

> Runs in the target process
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Use paradoxes to lock critical sections

You can lock non-existent part of a file to use it  Not-so-fancy solutions
as mutex: o Mutexes

o https://devblogs.microsoft.com/oldnewthing/20 > Semaphores
140905-00/?p=63

(¢]

Spin locks

This works between languages, machines, or > Existence of a file
even systems not connected directly but Open socket
sharing some resource (like SMB)

(¢]

(¢]

Shared memory with integer variable and
Compare-and-Swap
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https://devblogs.microsoft.com/oldnewthing/20140905-00/?p=63

TCP is not the only way to talk

Applications can communicate with

o

Object Linkin’q and Embedding (OLE) and Component
Object Model (COM)

Network sockets, Unix sockets, Windows sockets

Data Copy (WM _COPYDATA)

Dynamic Data Exchange (DDE)

Files and memory-mapped files

Pipes, mailslots

Signals

Serial ports and other devices

Clipboard

RPC with Microsoft Interface Definition Language (MIDL)

Others can run code in our programs
> Asynchronous Procedure Call (APC)

o

o

28.09.2024

CreateRemoteThread
Hooks, DLL-injection

Each thread may have a message loop
° Each message may contain additional data

> We pump messages with GetMessage, DispatchMessage,
TranslateMessage, PeekMessage

Anyone can send us a message
° PostMessage, PostThreadMessage, SendMessage

async/await may use the message loop (depending on
the synchronization context).

typedef struct tagMse {
HWMD hwnd ;
UINT message;
WPARAM wParam;
LPARAM 1Param;
DWORD time;
POINT pt;
CWORD 1Private;
T MsG, *PMSG, *NPMSG, *LPMSG;
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TCP optimizations break applications

Sockets after closing are in TIME_WAIT state for 2 minutes (can be changed).

Internet Protocol (IP) packages have TTL
o Changing TTL to higher value may enable tethering in some mobile carriers

Routing table is used for full-tunnel VPN-s
o Can be monitored automatically to prevent tunnel escapes

TCP connections can be routed over various channels
> DNS, ICMP, file systems, serial ports, sound, $3

TCP have many heuristics that may break performance
o TCP_NODELAY (Nagle’s algorithm) that reduces number of packets is one of them
o https://brooker.co.za/blog/2024/05/09/nagle.html

28.09.2024 SEEING BEHIND THE SCENES - ADAM FURMANEK
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Our code may be
changed dynamically




There is no file...

Many ways of storing configuration This gets really dirty
> INIfiles, registry, dotfiles, group policy, _ o C:\Windows\System
environment variables, databases, app configs - 16-bit x86 binaries on 16-bit and 32-bit x86

They can be redirected system

> Windows can run 32-bit applications on 64-bit > C:\Windows\System32
system with WoWe64 o 32-bit x86 binaries on 32-bit x86 system

o Files get redirected (C:\Windows\system32 to > 64-bit x86 binaries on 64-bit x86 system

C:\Windows\SysWoW64) > 64-bit ARM binaries on 64-bit ARM system
o Registry gets redirected (HKLM\Software to

HKLM\Software\Wow6432Node) ° C:\Windows\SysWoW64
, _ ° 32-bit x86 binaries on 64-bit x86 system
Windows supports many more techniques: > 32-bit x86 binaries on 64-bit ARM system
o WoW (to run 16-bit apps on 32-bit systems)

o C:\Windows\SysArm32

° ARM64EC > 32-bit ARM binaries on 64-bit ARM system

° ARM64X
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Compilers turn back time

C# null-check is not explicit (same in other languages).

Syscall parameters are verified implicitly by failing and
handling page fault.

JVM can remove the explicit null-check and add it back if
there was a NullPointerException.

Many things are just executed inside a try-catch block.

Compilers can create a time travel.
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public static void Foo(Class clazz){
clazz.Method();

¥

Class.Foo(Class)

push ebp

mov =bp, esp

mov eax, [ecx]

mov eax, [eax+@x28]
call dword ptr [eax+8x1@]
pop ebp

ret



https://devblogs.microsoft.com/oldnewthing/20140627-00/?p=633

We rarely run :. -
° ) 8l ec 34 12 @8 @@ sub esp,@xl234
8b 45 @8 mowv eax,DWORD PTR [ebp+8x8]
,just our code
89 ec mow esp,ebp
Frame pointer omission 5d pop  ebp
> We don’t save esp in ebp <3 ret

> We save one general register but we decrease eperformance, break
the stack traces, and break the exception handling

Devirtualization

° Instead of calling functions with callvirt, we call them directly since
we know if there is exactly one implementation

Volatile and double-checked-lock

o Compilers can cache values and break our code 81 ec 34 12 00 00 sub  esp,@x1234
8b 84 24 3c 12 09 @0 mov eax,DWORD PTR [esp+8x1234+0x8]

Undefined behavior in C++

o> Whole code blocks can be removed 81 c4 34 12 @0 @0 add  esp,0x1234

c3 ret
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CPU is a world on its own

Memory model
o Reads and writes can be reordered. Barriers must be used to stop that from happening (which
decreases performance)

Speculative execution
o CPUs may execute both code branches to improve performance

Branch prediction
° Processing an ordered array is faster than unordered one
o https://stackoverflow.com/questions/11227809/why-is-processing-a-sorted-array-faster-than-
processing-an-unsorted-array

o This can be exploited (Spectre, Meltdown)
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This is a super-super-super-user in
Windows

Kernel mode + user mode = RINGO + RING3 Mandatory Integrity Control
> This is how we typically think about security ° Low — Metro apps
RINGO + RING3 + + RING3 * Medium - regular code

(o]

High — after we elevate with UAC or (g)sudo
System — system services
TrustedInstaller — trusted installer service

o This is how we used to run virtual machines with
trap-and-emulate

(o]

(o]

Root Mode RINGO + RING3 +

+ RING3 User , levels”
° This is hpw we run VMs with VT-x. Can be nested o Regular user
with enlightened VMCS o Administrator
VTLO + VTL1 ° SYSTEM
o Virtual Secure Mode (VSM) with Virtual Trust Levels ° TrustedInstaller
(VTLs)

JobObjects, Silos, Server Silos
RING -1 + RING -2 + RING -3 o Solutions for Windows Containers

° Hypervisor + System Management Mode + Intel
Management Engine
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We all follow the crowd

When we don’t see the code, we can’t be sure how things are done.

Typically, there are many ,,good” ways to do every little thing in
software engineering.

However, we don’t reinvent the wheel every single time. We just
learn the , best practices” and ,,software patterns”.

Great minds think alike.
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Tools
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Seeing the Code

Visual Studio
> Visual Studio can decompile the code automatically starting with VS 2022 17.7 (since August 2023)

o https://learn.microsoft.com/en-us/visualstudio/debugger/decompilation?view=vs-2022#autodecompile-code
o Works for code exploration and debugging
° You need to disable ,, Just My Code”

dnSPY

o https://dnspy.co/
~200MB binaries
You can copy it on your production server
Works for code exploration and debugging
Uses ILSpy behind the scenes

o

o

o

o
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https://learn.microsoft.com/en-us/visualstudio/debugger/decompilation?view=vs-2022#autodecompile-code
https://dnspy.co/

Low Level Debugging

WinDBG, CDB, NTSD
° Generic debuggers with many extensions

o https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/debugger-download-tools

KD, NTKD
o Kernel debuggers

x64dbg
o More Ul-friendly than WinDBG
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https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/debugger-download-tools

W SystemEater.exe - PID: 12036 - Module: ntdll.dil - Thread: Main Thread 1780 - x64dbg — X
File Wiew Debug Tradng Plugins Favourites Options Help Aug 52024 (TitanEnging)
C9E 0 vt 9§ tulleESefe 2L BE
B cru | & Log [ Notes ® Breakpoints P MemoryMap [/ CallStack =@ sEH o Saipt %] Symbols <7 Source - References ' Threads B Handles
00007 FFDD4BCD 628 OF1F8400 00000000 nop dword ptr ds:[rax+rax],eax A Hide FPU
00007 FFDD4BCDE30 4C:8BD1 mov ril0,rcx rex:ZwbDeviceIoControlFile+14
00007FFDD4BCD 633 B8 07000000 mov eax,7? - vz ~
00007 FFDD4ECD 638 F60425 OS03FETF 01 |test byte ptr ds: [FFFEO308],1 RAX 000000000000D0LO2 L&
D0D007FFDD4BCDE40 | ~ 75 03 ine ntdl1.7FFDD4BCD645 I
00007 EFDD4BCD 642 OFOS RCX  OODOFFFDD4BCDG44 ntd11. 00007 FFDD4BCDE4-
00 FDD4BCD 644 o] ret RDX  0000000000000000
FFDD4BCD 645 <D ZE | S REP  OOODDOFLIALTELSS
00007 FFDD4BCD 647 3 ret RSE  0OODDOF19A17DDSS
00007 FFDD4BCD 648 OF1F8400 00000000 nop dword ptr ds:[rax+rax],eax RSI  OODDDOFL9A1TDEZS
00007 FFDD4BCD 650 4C:BBD1 mov ri0,rcx rex:ZwbDeviceIloControlFile+l4 RDI 0000000000000000

Fm———-

00007 FFDD4BCD 653
00007 FFDD4BCD 65 8
00007 FFDD4BCD 660
00007 FFDD4BCD 662
00007 FFDD4BCD 664
00007 FFDD4BCD 665
00007 FFDD4BCD 667
00007 FFDD4BCD 6638
00007 FFDD4BCD 670
00007 FFDD4BCD67 3
00007 FFDD4BCD 67 8
00007 FFDD4BCD 680

00007 FFDD4BCD 685
0D007FFDD4BCD 687
00007 FFDD4BCD 688
00007 FFDD4ECD 620
00007 FFDD4BCD 6933

00007 FFDD4BCD 6A8
00007FFDD4BCDGED
00007 FFDD4BCD6B3

DDDD%FFDD4BCDGC2
00007 FFDD4BCD 6C 4
00007 FFDD4BCD 6C5

FDD4BCD&CT
00007 FFDD4BCD 6C8
00007 FFDD4BCD 600
00007 FFDD4BCD 603
00007 FFDD4BCD 6D'8

ES 08000000
F&0425 0B803FETF 01

OF 1F8400 00000000
4C:8BD1

ES 09000000
F&0425 0803FEFF 01
75 03

OF05

c3

€D 2E

c3

OF1F8400 00000000
4C:BED1

B8 0ADODDO0DD

F&60425 0803FETF 01
75 03

OF05

OF1F8400 00000000
4C:B8BED1

EE OBOOOOOD

F&0425 0803FETF 01
75 03

OF 05

C3

<D 2E

3

0OF1F8400 00000000
4C:8BD1

B8 0CO00000

F&0425 0B03FETF 01

mov eax,s
test byte ptr ds:[7FFE0308],1
jne ntdll. 7FFDD4BCD6EES

nop dword ptr ds:[rax+rax],eax
mov rio,rcx

mov eax,?9

test byte ptr ds:[FFFE0308],1

i‘ne ntdl1. 7FFOD4BCDES5

ret

B

ret

nop dword ptr ds:[rax+rax],eax
mov rio,rcx

mov eax,A4
test byte ptr ds: [FFFE0308],1

i‘ne ntd11. 7EFDD4BCD6AS
|

nop dword ptr ds:[rax+rax],eax
mov rild,rcx

mov eax,B

test byte ptr ds:[7FFE0208],1
jne ntdll.7FFDD4BCD6CS

nop dword ptr ds:[rax+rax],eax
mov rio,rcx

mov eax,C

test byte ptr ds:[FFFE0308],1

rex;:ZnwoeviceloControlFile+ls
09: "Nt

rox:ZwoeviceIloControlFile+l4
0A: "n'

DeviceloControlFile+l4
i

rox:ZwDeviceloControlFile+ls
oCc: "WF*

RS 000000F19A17DDS 8
23] 000000F19A17ELS D
R10O 0000000000000000
R11 0000000000000246 L'E'

R1Z 0000000000000010
R13 000000000000001 4
R14 0000000000000010
R15 0000024BDBES 2520
RIP 00007FFDD4BCD 644 ntdl1. 00007 FFDD4BCD 64+
RFLAGS 0000000000000344

ZF 1 PF 1 AF O

OF O SF 0 DF O

CF O TF 1 IF 1

LastError 00000000 (ERROR_SUCCESS)
LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUNL

GS D02BE FS 0053
ES 002E DS 002E
€S 0033 S5 0028

5T(0) 00000000000000000000 X87r0 Empty O.0000000
ST({1) 00000000000000000000 XB7rl Empty O.0000000
ST(2) 00000000000000000000 XB7r2 Empty O.0000000
ST(3) 00000000000000000000 XB7r3 Empty O.0000000
5T(4) 00000000000000000000 XEB7r4 Empty O.0000000(w

£ >
+ |[5_E] O unlocked

Default (x64 fastcall)
1: rcx O0007FFDD4BCD644 ntdll. 00007 FFDD4BCDE44
2: rdx 0000000000000000 0000000000000000
3: r& 000000F19A17DD5E 000D000F19A17DDSSE

:r-—-— gggg;;:gg:gggggg @ 35:0?3 iﬂe ntd11. 7FFDD 4BCD6ES 4: r9 00D000OF19A17ELS9 OO0O00F19ALTELSS
| OoOonTEFDDAECDEES x — | %3 [rsp+28] 000000F19A17DDFE 0000DOFL3A17DDFE
H Srronancnece o ac S
.Lext:00007FFDD4BCD 644 ntd11.d11: $90644 #9CA44
] [00007 FFDD1894CE6| return to mswsock.QD007FFDD1834CEE Trom 777
@doump1l  @Ypump2 @ Dump3 @Y Dump4 @ Dump s @ watch 1 [x=]Locals 13 Struct 000002 4B00 30ESFO ~
0000000000000000
Address Hex b 0000000000000000
00007FFDD4B30000 [ 400 5A 90 00(03 00 00 00|04 00 00 OO[FF c 0000000000000000
00007FFDD4B30010| B8 00 00 00|00 00 00 00|40 OO0 OO0 00|00 c 00000D0F19A17DDES
00007FFDD4B30020| 00 00 00 00|00 00 00 00|00 OO0 OO0 00|00 oo c 000000F 1941700 88
41700 &8 | 0000000000012003
00007FFDD4B30030| 00 00 00 00|00 00 00 00|00 OO0 OO OO|ES OO OO0 0D op c c 000000E 124170020 || 000000E19A17DE2S
00007FFDD4B30040|0E 1F BA OE(00 B4 09 CD|21 BS 01 4C|CD 21 54 68..°.. .1t .LItTh A17 0000000000000014
00007FFDD4B30050| 69 73 20 70|72 6F 67 72|61 60 20 63|61 6E 6E 6F|1s program canno 00D00DOF19A17DEZS
00007FFDD4B30060| 74 20 62 65|20 72 75 6E|20 63 6E 20|44 4F 53 20|t be run in DOS 0000000000000010
00007FFDD4B30070| 60 6F &4 65(2E OD 0D 0A|24 00 00 00|00 OO0 OO0 OO(mode....$....... 00000000000009E4
00007FFDD4B30080| 07 A7 68 6A|43 C6 06 39|43 C6 06 39|43 C6 06 39| .5hjCL.9CL.9CE.9 0000000000000010
00007FFDD4B30090|57 AD 06 38|42 C6 06 39|57 AD 05 38|60 C6 06 39|W..BB£.9W..8 £.9 0000001000000014
00007 FFDD4B300A0 |57 AD 02 3B|C2 C6 06 39|57 AD 0B 38|5C C7 06 39|w..BAL. ow..8\C.9 0000024BDBES 2520
00007FFDD4B300B0|57 AD 03 38|58 C6 06 39|57 AD F9 39|42 C6 06 39|W..B8X£.9W.LIBE.9 0000000100000001
00007FFDD4B300CO|57 AD 04 38|42 C6 06 39|52 69 63 68|43 C6 06 39|W..B8B£.9Richck.9 o =
000000F12A17000DE | 000000F19A17DEZS
00007FFDD4B300D0| 00 OO0 00 00|00 00 00 00|00 OO0 00 00|00 00 00 00 000000F194170DED || 000000F19A17DEDO
00007FFDD4B300ED| 00 OO0 00 00|00 00 00 00|50 45 00 00|64 86 OA 0D 217 000002 4BDD 90ESFO
00007FFDD4B300F0| F2 B6 1B BA |00 00 00 00|00 OO 0O OO|FO OO 22 20 000000F19A17DECO
00007FFDD4B30100| 0B 02 OE 14|00 9A 11 00|00 &2 0D 00|00 00 OO0 OO 0000000000000000
00007 FFDD4B30110| 00 00 00 00(00 10 00 00|00 00 B3 D4 L 0000000000000010
00007FFDD4B30120| 00 10 00 00|00 02 00 00|0A OO OO0 OO[0DA OO OO0 OO 000000F 1341 70E08 | 000002 4BDD 50EBFO M
00007FFDD4B30130| 0A 00 00 00|00 00 00 00|00 80 1F 00|00 04 OO0 0O < S >
CC 4a IF 00/03 00 60 41100 00 04 00100 00 Q0 QO
Command: |Cormands are comma separated (like assembly instructions): |Deﬁuh v|
Bl | Time Wasted Debugging 05:22




W SystemEater.exe - PID: 12036 - Module: ntdll.dil - Thread: Main Thread 1780 - x64dbg — X

File Wiew Debug Tradng Plugins Favourites Options Help  Aug 5 2024 (TitanEnging)

cDE 20 ta 2§ tuwB i@ n s LB

ﬁ CPU st Log |+ Motes ® Breakpoints 8 Memory Map [} Call Stack &R SEH &2 Script %1 Symbols <2 Source +' References S Threads EI Handles

Thread ID Address To From Size | Party Comment ~
000000F19A17DD58 | 00007 FFDD1894CEG | 00D07FFDD4BCD644 | 140 B system | ntd11.ZwDeviceIoControlFile+l4
000000F19A17DEDS | 00007FFDD18A4DAD | 00007FFDD1894CEG | 90 B system | mswsock.00007FFDD1894CE6
000000F19A17DF28 | 00007FFDD189FDDE | 00007FFDD18A4DAD | 1DO B System |mswsock.Tcpip6_WSHGetwildcardSockaddr+4230
000000F19A17EDFS | OOD0O7FFDD305184A | 00007FFDD189FDDE | BO B system |mswsock.Tcpip4_WSHSetSocketInformation+SDB
000000F19A17ELAS | O0D07FFCABGL4EEC | OO0O07FFDD305184A (B Sl user ws2_32.sendto+EA
000000F19A17ELEO | O00000000000000C | 00007FFCABGL4EEC (B AL User 00007 FFCABG14EEC
000000F19A17ELES | 0000024BBC 6347 40 | 000000000000000C | 8 L User 000000000000000C
000000F19A1FELCO | O0D0024BBC 6947 80 | 0000024BBLC6I4740 (8 4L User 0000024BBCE347 40
000000F19A17ELCSE | 0000000000 000000 | 000002 4BBCE247 80 L User Q000024BBCE247 80
000000F19A8FFAES | 00007FFDD2474030 | 00007FFDD4BCEOB4 | 2FO B system | ntd11.NtwaitForMultipleobjects+14
000000F19A8FFDAS | 00007FFDOAF 60FE9 | 00007FFDD2474030 | CO . user kernelbase.waitForMultipleobjectsEx+Fo
000000F19A8FFEGS | 00D07FFDOAF 60EES | 00007FFDOAF 60FED | 60 4 user coreclr.MetaDataGetDi spenser+3A769
000000F19A8FFECS | 00007 FFDOAF 60D 3E | 00007FFDOAF 60EBS | 30 i user coreclr.MetaDataGetDispenser+3A665
000000F19A8FFEFS | 00D07FFDD4207 374 | 00007FFDOAF 60D 3E | 30 B system | coreclr.MetaDataGetDispenser+3A4EE
000000F19A8FFF28 | 00007FFDD4B7CC91 | O000FFFDD4207374 | 80 B System | kernel32.BaseThreadInitThunk+l4
000000F19ABFFFAS | 0000000000000000 | 00007FFDD4BFCCI1 L user ntdl1.RtluserThreadstart+21
000000F19A5FFADS | 00007FFDD4B7D 407 | 00007FFDD4BDOFF4 | 3200 B system | ntdl]l.NtwaitForworkviaworkerFactory+l4
000000F19A5FFDDS | 000D07FFDD4207 374 | 00007FFDD4B7D 407 | 30 B system | ntd11.TpReleaseCleanupGroupMember s+747
000000F19A5FFEDS | O0D07FFDD4B7CC91 | O0D0O7FFDD4207374 | B0 B System | kernel3z.BaseThreadInitThunk+l4
000000F19A5 FFESS | O000000000000000 | 00007FFDD4B7CCIL L user ntdl1.RtluUserThreadstart+z1

10548 - .NET ThreadPool Gate
000000F199D1F108 | 00007FFDD2474030 | 00D07FFDD4BCEOB4 | 2FO B system | ntd11.NtwaitForMultipleobjects+14
000000F199D1F3F8 | 00D07FFDOAE 95 87F | 00007FFDD2474030 | FO . user kernelbase.waitForMultipleobjectsEx+Fo
000000F199D1F4ES | 00D07FFDOAE 95 6F1 | 00007FFDOAE 95 87F | 80 . user coreclr.00007FFDOAE9587F
000000F199D1F568 | 00007 FFDOAE 95260 | 00D07FFDOAE956F1 | 180 . user coreclr.00007FFDOAE956F1
000000F199D1F6ES | D0007FFDOTFDEBAEA | 0000FFFDOAESS 260 | 60 L User coreclr.00007FFDOAESS 260
000000F199D1F7 48 | 00007FFDOFDEST BF | 00007FFDO7DEBAEA | 20 L User system. private. corelib.00007FFDO7DESAEA
000000F199D1F778 | O0D07FFDO7DFBEFL | DOOO7FFFDO7YDES7BF | 150 L User system. private. corelib.00007FFDO7DEY7 8F
000000F199D1FBCE | O0D07FFDOTFDEZEAF | O0007FFDO7DFEBEFL | 40 AL User system. private.corelib.00007FFDO7DFEEFL
000000F193D1F 308 | 00007 FFDOAFBAFD3 | 00007FFDO7DEZEAF | 40 L User system. private. corelib.00007FFDOTDEZEAF
000000F193D1F 9458 | 00007 FFDOAEBGDAC | 00007 FFDOAFBAFO3 | 20 4L User coreclr.coreclr_shutdown_z+16003
000000F199D1F90DE | ODDO7FFDOAF2CE53 | O0D07FFDOAEBEDALC | 60 4L User coreclr.00007FFDOAEBGDAC
000000F199D1FA3S | 00D07FFDOAE936F5 | 00007FFDOAFICS53 | EO L user coreclr.coreclr_execute_assembly+26723
000000F199D1FB18 | 00D07FFDOAE935FA | 00007FFDOAE936FS | AQ L user coreclr.00007FFDOAE936F5
000000F199D1FBES | 00D07FFDOAE93419 | 00007FFDOAE9I35FA | 60 L user coreclr.00007FFDOAE935FA
000000F199D1FC18 | 00D07FFDD4207 374 | 00007FFDOAES3419 | 30 B system | coreclr.00007FFDOAE93419
000000F199D1FC48 | 00D07FFDD4B7CCI1 | 00007FFDD4207374 | 80 B system | kernel3z.BaseThreadInitThunk+14
000000F1990 1FCCS | 0000000000000000 | 00007FFDD4B7CCI1 L user ntd11.Rt1userThreadstart+z1

14516
000000F19A77EEZS | O0D07FFDD247 4030 | D0007FFDD4BCEOB4 | 2ZFO B system |ntdll.NtwaitForMultipleobjects+14
O00000F19AF7F128 | ODD0O7FFDD2473F2E | O0007FFDD2474030 | 40 B system | kernelbase.waitForMultipleObjectsEx+FO
000000F19A77F168 | O0D07FFDOAF7385B | DOO0O7FFDD2473F2E | 280 S user kernelbase.waitForMultipleobjects+E
000000F19A77F3ES | O0D07FFDOAF737D0 | DO0O0O7FFDOAFT7385B | ZFO L User coreclr.MmetaDataGetDispenser+4D00B
000000F19A7 7FED S | ODD0O7FFDOAF7 3209 | O0007FFDOAFF3ITDO (7O L User coreclr.MetaDataGetDispenser+4CF80
O000O00FL9AT7F7 458 | ODDO7FFDD4207 374 | O0D07FFDOAF73209 | 30 B system | coreclr.MetaDataGetDispenser+4C989
000000F19A7 7F778 | 00D07FFDD4B7CC91 | 00007FFDD4207374 | 80 B system | kernel32.BaseThreadInitThunk+14
000000F19A7 7F7FS | 0000000000000000 | 00007FFDD4B7CCI1 f User ntd11.Rt1userThreadstart+z1

6076
000000F19A2FF958 | 00007FFDD4B7D 407 | 00007FFDD4BDOFF4 | 300 B system | ntd1].NtwaitForworkVviaworkerFactory+14
000000F19A2FFCSS | 00D07FFDD4207 374 | 00007FFDD4B7D 407 | 30 B system | ntd11. TpReleaseCleanupGroupmember s+747
000000F19AZFFCES | 00007FFDD4B7CC91 | O000FFFDD4207374 | 80 B System | kernel32.BaseThreadInitThunk+l4
000000F19A2FFDOS | 0000000000000000 | 00007FFDD4BFCCI1 L user ntdl1.RtluserThreadstart+21

13572
000000F19A47F948 | 00007FFDD4B7D 407 | 00007FFDD4BDOFF4 | 3200 B system | ntdl]l.NtwaitForworkviaworkerFactory+l4
000000F19A47FC45 | O0D07FFDD4207 374 | 00007FFDD4B7D 407 | 30 B system | ntd11.TpReleaseCleanupGroupMember s+747
000000F19A47FCT S | ODD0O7FFDD4B7CC91 | O0D0O7FFDD4207374 | B0 B System | kernel3z.BaseThreadInitThunk+l4
000000F19A47FCFE | O000000000000000 | 0000FFFDD4B7CCIL L user ntdl1.RtluUserThreadstart+z1

13300 - .NET Finalizer
000000F19AA7F538 | 00D07FFDD243920E | 00007FFDD4BCDSE4 | AQ B system | ntd11.NtwaitForsingleobject+14
000000F19AA7FSDS | 00D07FFDOAE 95 2E0 | 00007FFDD243920E | 60 i User kernelbase.waitForSingleobjectEx+8E
000000F19AA7F638 | 00007 FFDOAE942FD | 00007FFDOAE 95 2E0 | 40 i user coreclr.00007FFDOAE 95 2EQ
000000F19AA7F678 | 00D07FFDOAE94229 | 00007FFDOAE942FD | 30 . user coreclr.00007FFDOAE942FD
000000F19AA7F6AS | 00D07FFDOAE936F5 | 00007FFDOAES4229 | EO . user coreclr.00007FFDOAE94229
000000F19AATFFT 88 | 00007FFDOAES35FA | 0000FFFDOAES36FS | AD L User coreclr. 00007 FFDOAES36FS
000000F19AAFFB2E | O0D07FFDOAF7L1661 | DODOO7FFDOAES35FA | 110 L User coraclr.00007FFDOAEI3SFA
000000F19AAFF938 | ODD07FFDD4207 374 | 00007FFDOAF7L66L | 30 B system | coreclr.MetaDataGetDispenser+4AELL
000000F19AATF96E | O0D07FFDD4B7CC91 | O0D07FFDD4207374 | B0 B system | kernel3z,BaseThreadInitThunk+1l4
000000F19AAFFIES | 0000000000000000 | 00007 FFDD4BEFCCI1 L user ntdl1.RtlUserThreadstart+z1

10740 - .NET ThreadPool worker
000000F19AD7FB08 | ODDO7FFDD247683F | 00D07FFDD4BCD 684 | 60 B system | ntdl1.ZwRemoveloCompletiontlsd
000000F19AD7F868 | 00007FFDO7CCE641 | 00D07FFDD247683F | 100 f User kernelbase. GetqueuedCompletionstatus+4F
000000F19AD7F968 | 00D07FFDOYDFF255 | 00007FFDOFCCB641 | 70 L user system. private. corelib.00007FFDO7CCBE4L
000000F19AD7F9D8 | 00007FFDO7DFFOGF | 00007FFDOFDFF255 | 60 i user system. private. corelib.00007FFDO7DFF255
000000F19AD7FA3S | 00007FFDO7DFE483 | 00D07FFDO7DFFOGF | 110 . user system. private. corelib.00007FFDO7DFFOGF
000000F19AD7FB48 | 00D07FFDO7DEZEAF | 00007FFDOFDFE483 | 40 . user system. private. corelib.00007FFDO7DFE483
000000F19AD7FBES | 00007FFDOAFBAFO3 | 00007FFDOTDEZEAF | 40 L User system. private. corelib.00007FFDOTDEZEAF
000000F19AD7FBCSE | 000D07FFDOAEBGDAC | 00007FFDOAFBAFOD3 | 90 i_l User coreclr. coreclr_shutdown_2+16003 W

Commarid: |C Ol :rated (like assembly instructions): eax, ebx |Deﬁu|t i

| Paused | paused! |Tl||e Wasted Debugging 05:14




Decompilers

ILSpy
DotPeek

IDA
Ghidra

We can always use debuggers as decompilers
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¥ DA - SystemEater.exe C:\Users\afish\Desktop\msp_windowsinternals\SystemEater\ bin\Debug\net6.0\SystemEater.exe

File Edit Jump Search View Debugger Options Windows
EEH e-3-@QE 1 A-A@ ELO%-Dk © P [0 0o wndwsdebugger v| Tc|[c]  [E 5 3
g a4 | N 1]

Library function [l Regular function Il Instruction | Data [ Unexplored External symbol [l Lumina function

Help

‘m Functions | 4 IDA View-A m @ Hex View-1 |:| @ Laocal Types |:| % Imports |:| @ Exports |:|
TrererT—r
Function name Seg A ; Attributes: library function static B ll_exczptglé J/ owned by 1
ca abor
SetThronlmageBase .bex: ; woid _ fastcall BuildCatchObjectInternal  FrameHandler4 (EHExceptionRecord *pExcept, void *pRN, FH4::HandlerType4 *pCatch, const _s_CatchableType *pConv)| |BuildCatchObjectInternal__ Fr
—CxFrameHandler4 X BuildCatchObjectInternal__ FrameHandler4_ proc near
_ DestructExceptionObject Jtex I -
_CalMemberFunction0(void * const,void * const) e arg_o= quord ptr 8
_IsExceptionObjectToBeDestrayed e ar‘g_8= qword ptr  12h
_ AdjustPointer -text arg 16= gqword ptr 18h
__ FramelnwindFilter e -
__current_exception tex pExcept = rcx
__aurrent_exception_context Jdex PRN = rdx
_ std_exception_copy e pCatch = r8
_ std_exception_destroy e pConv = rd
_get_purecall_handler .hexj ; _unwind { // _ C_specific_handler
—purecall tex mov [rsptarg_8], rbx
_CxxThrowException e [ [r‘sp+ar‘g—8] rei
&1,
LELELLE LIS tex mov [rsp+arg_18], rdi
memmove Jdex push 14
__uncaught_exception Jdex sub rsp, 28h
3
memchr 'te"_ mov rdi, pConv
memset_repmovs tex = rl4, pExcept
memset -tex xor ebx, ebx
memcmp 'te"_ cmp [pCatch+4], ebx
—vert initialize e jge short loc 148015BA4
_ vert_uninitialize e —
_€C_spedfic_handler e 1
_ std_type_info_compare tex ’—*— ’—'—
_ veort_freefls = O =] O =]
_ vert_getptd e mov rsi, pRN
__vert_getptd_noexit Jtex jmp short loc_148815BAB| |loc_148815BA4:
__ vort_getptd_noinit tex mov esi, [pCatch+aCh]
_ vert_initialize_ptd = add rsi, [pRN]
_ vert_uninitialize_ptd e |
FrameHandler4::StateFromControlPc(FH4::FuncInfo4 *,... .tex ¥ [ ;
< >
: : : ® &
Line 364 of 521, /BuildCatchObjectinternal__FrameHandlerd_
: loc_148815BAB:
Graph overview 0 & x —
i 3 __try { // __except at $LN18_1
call BuildCatchObjectHelperInternal  FrameHandlerd_
sub eax, 1
jz short loc_148815BF1
§ I
[ e = 1
100.00% (110,4€) (1341,537) 00014F7C 0000000140015B7C: BuildCatchObjectInternal FrameHandler4  (Synchronized with Hex Wiew-1)

Output 0 & x
The decompilation hotkey is F5. ~
Please check the Edit/Plugins menu for more information.

Using FLIRT signature: Microsoft VisualC vl4 &4bit runtime

Using FLIRT signature: Microsoft VisualC 64bit universal runtime

Using FLIRT signature: SEH for vce4 7-14

Propagating type information...

Function argument information has been propagated

The initial autcanalysis has been finished. hd

Lo || |

AU: idle Down Disk: 13GB




B CodeBrowser. SystemEater:/SystemEater.exe
File Edit Analysis Graph Navigaticn

Search Select Tools

Window Help

Ble = PREPBR| ICIDULFVE- |[@d|®-

A /R EBGL0BSEHES|®

FI=EEIES

=) [F SystemEater.exe
[ Headers
E] text

.rdata

_RDATA
gy

.reloc.
Debug Data
tdb

EEDODDBE

Program Tree X

(1) USER32DLL

§  capture_previous_context

§f Catchlt<dass__ FrameHandler4>
[Swrdo_

f entry

[ ExFilterRethrow

C=F

§  Is_bad_exception_allowed

§  memcmp

§  operator_new

(O TypeMatchHelper <dass___FrameHandler
§  use_facet<s

[C58 ~_sentry_base

- [ Labels

(il [T Classes

[ [C5) Namespaces

ol (X%

Filter:

[BDDataTypeM... 4= - =p - | n2

|i® Data Types

W BultinTypes
-[LkesystemEater.exe
H-I05) basetsdh
53 cre

B0 otdefsh
=+
- DOs
503 ehdata.h

Demangler

[t

[E

[E

i

i

[

[E excpt.h

[ mbstring.h
[t PDE
&3 PE

e std

e stdiib.h

i time.h

[ wechar.h
[t winbase.h
[t WinDef.h
[t winnis.h

E winnt.h

E

wirran b

AE (s (B (@

% d.Ro| [ [ [l x

~
LAB 140015646 XREF[1]: 140015€00(3) |/* Library Function - Multiple Matches With Same Base Name
140015646 8h 44 43 10 MoV ER¥,dword ptr [RBX + EstablisherFrame*0x8 + 0Ox... protectad: wirtual ool _ cdecl std::ctype<unsigned short>::do_is(short,unsigned short)const
14001564a 85 c0 TEST ER¥,ERX __ptréd
14001564c 74 Oc Jz LAB_14001565a protected: virtual bool _ cdecl std::ctype<wchar t>::do_is{short,wchar_t)const _ ptréd
14001564e 48 3b f3 CMP RDI,RAX
140015651 75 24 JNZ LAB_140015877 Libraries: Visual Studic 2017 Release, Visual Studic 2019 Release */
140015653 45 85 db TEST R11D,R11D
140015656 75 2c JNZ LAB 140015684 oool do_is(longlong param 1,ushort param 2,wchar t param 3)
140015658 b 1d JMP LB 140015877
{
L2B_14001565a XREF[1]: 14001564c(j) ushort uvarl;
14001565a 8d 4€ 01 LER ERX, [RSI + 0x1]
14001565d bl 01 MOV ExceptionRecord, 0xl uvarl = _Getwctype (param_3, {_Ctypevec *) (param 1 + 0x10));
14001565F 41 39 47 48 MOV dword ptr [R15 + 0x48],ELX return (param 2 & uVarl)
140015663 44 b 44 MoV ContextRecord, dword ptr [RBX + EstablisherFram... }
d3 dc
140015668 49 3b 45 MOV EstablisherFrame,R13
14001566k 4d 03 cd DD ContextRecord,R12
14001566e 41 £f do CALL ContextRecord
140015671 44 3b Ob MOV DispatcherContext,dword ptr [RBX]
140015674 41 b c9 MOV ExceptionRecord, DispatcherContext
125 140015677 ¥REF[4]: 140015528 (1), 1400155£6(3),
140015651 (), 140015658 (3)
140015677 £f cé INc ESI
140015679 44 3k cl MOV ContextRecord, ExceptionRecord
14001567c 3b £l cMP ESI,ExceptionRecord
14001567e 0f 82 56 Jc LAB_1400155da
ff ff ff
12B_ 140015684 ¥REF[4]: 1400154£4 (1), 140015541 (3},
140015644 (1), 140015656(3)
140015684 b3 01 00 MOV ER¥, 0x1
a0 00
12B_140015689 KREF[1]: 1400155B£ (3)
140015689 4c 8d 5c LEA Rll=>local_28, [RSP + 0x40]
24 40
140015682 49 3b 5b 30 MOV RBY, qword ptr [R1l + local resg]
140015692 49 3b 6b 38 MOV EBE, qword ptr [R1l + local reslo]
140015696 49 2b 73 40 MOV R5I,qword ptr [R1l + local resls]
1400156%a 49 3b &3 MOV RSP,R11
14001565d 41 5% POP R1S
14001569f 41 Se POP R14
1400156al 41 5d POP R13
1400156a3 41 5c POP R12
1400156a5 5% POP RDI
1400156a6 c3 RET
L2B_1400156aT FREF[1]: 14002606 (¥}
1400156a7 cc INT3
FRRRAEEAR AR R AR AR AR R AR AR E AR KRR KA KRR AR KA RAR KRR AN RNk
 Library Fupction - Sipgle Match x Y S L

a g%

14000 1dd0 do_is PUSH RBX




Profilers

Visual Studio Diagnostic Tools Visual Studio Instrumentation

o CPU Profile

> You need to disable ,Show Just My Code” in the CPU Usage dotnet-trace

pane

> Shows flamegraphs DotTrace
> Memory snapshots Windows Performance Toolkit
° File reads and writes

ETW

o Database queries
o Async activities

° Events

> Counters

o https://learn.microsoft.com/en-
us/visualstudio/profiling/profiling-feature-
tour?view=vs-2022
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https://learn.microsoft.com/en-us/visualstudio/profiling/profiling-feature-tour?view=vs-2022

u File  Edit View Git Project Build Debug Test Analyze Tools Extensions Window  Help |Search (Ctrl+0) yel | WindowsInternals @ = Y
i@-0|@-wBEB|9 - -|[Dbu | ystemEater | P Continue - @ - O~ | BE MO E 2] 2| R A AW i @ Application nsights ~ R
i Process: |[119?_0] SystemEater.exe v| 71 Lifecycle Events = Thread: |[1?_996] Main Thread v| F@ -~ StackFrame |System.Net.NameResqutionPaI.TryGetAdn v| =

Mixed Platforms -|

SocketPal.cs & CPU Usage + > UETNERELINTT IR A Program.cs Diagnostic Tools

Current View: |Call Tree w| # Expand Hot Path |#= Show Hot Path| % L} Select Tools ¥ | [ Output | & Zoom In € Zoom Out ), Reset View

Function Name Total CPU [unit, %]~ 54 Diagnostics session: 13 seconds (3.96 s selected)

e TS RS | I |105

4 A= hostfxr.dll!0x00007fd 1f0885c3 1782 (96.27%)
4 Events

4 4= hostfxr.dIl0x00007ffd 1108eafd 1782 (96.27%) | E—
I

4t hosthrdIl0x00007#d 1090746 1782 (96.27%) -
4 o= hosthar dIL0:00007d 1108248 1782 (96.27%) 4 Process Memory (MB) GC VW Snapshot @ Private Bytes
4 i hosthe.dIll0x00007#d 11086800 1782 (96.27%) o
4t hostpolicy.dIlDx00007#d 1§02a3f7 1782 {96.27%)

4 = hostpalicy.dil!0x00007Fd1f029a5¢ 1782 (96.27%) 0

4 &= hostpalicy.dlll0x00007#d 15029726 1782 (96.27%) 4 CPU (% of all processors)

4 = corecldlli0x00007Fd1ddf6212 1782 (96.27%) oo

4 = coredr.dlli0x00007ffd1 dddeect 1782 (96.27%)

4 = coredrdilltx00007Fd1dddf105 1782 {96.27%) s e p—

4 U= coredrdll0x00007fd1dddf256 1782 (96.27%)

4 W= coredrdll0x00007ffd1dddfidT 1782 (96.27%) Summary Events Memory Usage CPU Usage

|
9) (0 Gl s T R T A, ® Record CPU Profile Open details.. ¥ Categories ™ | Y Threads ¥ | |'¢‘ Settings ¥

4 A= corecr.dll!i0x00007ffd1de3af03 1782 (96.27%) N Tob Five C .
4 i SystemEater.Program. Main(System.String[]) 1782 (96.27%) hostfxr.dili0x00007fd1f08e48a 1782 (96.27%) op Five Categories
= hosther.dill0x00007#d 1508300 1782 (96.27%)

sabueyy

ubelg

21350

4 &= SystemEaterDependency.ResourceHog.loop() 1782 (96.27%)

Ch\Users\afish\Desktop\msp_windowsinternals\SystemEaterDependency\ReseurceHog.cs:15 & (o e T KL AR T LR ()
4 [using-System.Text; &= hostpolicy.dill0x00007fd 1§02%a5¢c 1782 (96.27%)]

= it I 7 il
=namespace-SystemEaterDependency 4= hostpalicy.dil0:x00007ffd1f02972b 1782 (96.27%]
| { = coreclrdIl0x00007Hd 146212 1782 (96.27%)
T -public-static-class-Resourceliog #= coreclrdIl0x00007fd 1 dddeect 1782 (96.27%)

private-static-Random-random-=-new-Random(); &= coreclr.dll!0x00007ffd1dddf105 1782 (96.27%)
private-static-int-state-=-9; &= coreclrdll!0x00007ffd1dddf256 1782 (96.27%)

&= coreclrdil!0x00007ffd1dddf3d7 1782 (96.27%)
&= coreclrdll!0x00007ffd1dd58376 1782 (96.27%)

-‘\{rar-actionsc‘newList<Func<Task” 4= corecirdill0x00007fd1de3af03 1782 (96.27%)
------ResourceHog.HogCpu,
.-+ --ResourceHog.AccessRegistry, a= SystemEaterDependency.ResourceHog.Loop() 1782 (96.27%]

- -ResourceHog.AccessFile,
++«-...ResourceHog.CheckNetwork
R 4= System.Runtime.CompilerServices.AsyncMethodBuilderCore.Start<T=(T) 1497 (80.88%)

public-static-wvoid-Loop()

&= SystemEater.Program.Main(System.String(]) 1782 (96.273%)
&= SystemEaterDependency ResourceHog.CheckMNetwork() 1498 (80.93%)

hile- (t ) &= SystemEaterDependency.ResourceHog.CheckMetwaork() 1494 (80.71%)
--Whlle- rue
e f & system.net.sockets.dll!0x00007fd 1dc93c13 710 (38.36%)

W Kernel : 97.3% (1801)
v W Networkirg2.53/(46)

@ Mo issues found » Other,: 0.2% (4)

all Stack Breakpoints Exception Settings  Comn Window Immediate Window Output Autos Locals Watch1 Threads Tasks

5 (0.27%) 25 | ++eereseeeee-c-cactions[random.Next()-%-actions.Count](); & system.net.sackets.dll!0x00007Fd1dc250d0 556 (30.04%)

[ 1 Ready TL0/0 1® master g 5 Repositories &




w File  Edit View Git Project Build Debug Test Analyze Tools Extensions Window  Help |Search (Crl+ ) P| Windowslnternals @ = Y

@ - | 9 - B | R v| |DEb'.ICJ -| |l‘.lixe:l Platforms -| ysternEater '| P Continue ~ ¢§ - 0D v| ﬁ| il n . O| R | LR A ; ) Application Insights ~ _ &
i Process: |[11920] SystemEater.exe v| 71 Lifecycle Events = Thread: |[12996] Main Thread v| Fa Stack Frame: |System.Net.NameResqutionPaI.TryGetAdn v| =

SocketPal.cs @ LRIV SRR MameResolutionPal.cs @ Program.cs

Current View:

Mame Total CPU [unit, %] = Self CPU [unit, %]
4 SystemEater (PID: 11920) 1851 (100.00%) 0 (0.00%)
[ ntdll 1847 (99.78%) 123 (6.65%)

[» kernel32 1847 (99.78%) 12 (0.65%)

[» coreclr 1846 (99.73%) 107 (5.78%)

I» systemeaterdependency 1782 (96.27%) 8(0.43%)

[» hostfxr 1782 (96.27%) 0 (0.00%)

[» hostpolicy 1782 (96.27%) 0 (0.00%)

[» systemeater 1782 (96.27%) 0 (0.00%)

[» systemeater 1782 (96.27%) 0 (0.00%)

I» System.Private.CoreLib.il 1776 (95.95%) 2 (0.11%)
[
[
[
4
3
[
3

system.net.sockets 1545 (83.47%) 15 (0.81%)
system.io.pipes.il 1466 (79.20%) 12 (0.65%)
ws2_32 1385 (74.82%) 47 (2.54%)
[Unknown Code] 1362 (73.58%) 1362 (73.58%)
mswsoack 1277 (68.99%) 27 (1.46%)
system.net.nameresolution 709 (38.30%) 5(0.27%)
kernelbase 297 (16.03%) 23 (1.24%)

i} | 27014 91%) 24113050

Double-click a function to view available source information
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Window  Help | Search (Ctrl+Q) pol | Windowslnternals

” File  Edit View Git Project Build Debug Test Analyze Tools Extensions
@ - | 9 - B | R v| |DEb'.ICJ -| |I'.lixE:I Platforms | |SysternEater

'| Pgontinuevdvov|ﬁ|§_|

nmglot et

i Process: |[11920] SystemEater.exe v| 71 Lifecycle Events = Thread: |[12996] Main Thread

L

Stack Frame: |System.Net.NameResqutionPaI.TryGetAdu v| =

SocketPal.cs @ LRIV SRR MameResolutionPal.cs @

Current View: | Flame Graph v| =

Program.cs

Xt Flip Flame Graph

system.net.sockets.dlll0x00007fd 1dc93c13
system.net.nameresolution.dll!0x00007ffd 1e9354bc
system.net.nameresolution.dll!0x00007ffd 12935504
system.net.nameresolution.dll!0x00007d 12935129
systerm.net.nameresolution.dl!0x00007ffd1e9381dd

corecir.dill0x00007fd1de3af03
SystemEater.Program.Main{System.String[l)
SystemEaterDependency.ResourceHog.Loop()
SystemEaterDependency.ResourceHog.CheckNetwork()
System.Runtime.CompilerServices.AsyncMethodBuilderCore.Start<T>(T)
SystemEaterDependency.ResourceHog.CheckNetwork()
system.net.sockets.d|l!0x00007ffd 1dc95040
system.net.sockets.dll!0x00007ffd1dc7de92
system.net.sockets.dll!0x00007d1dc97e66
dynamicClass.IL_STUB_Plnvioke(00007FFCBEAFT180, byte®, int, 00007FFCBEAFEAS0, uint8[], int)
ws2_32.dII!0x00007ffdd305184a

| W | | ] & @ Application Insights ~ _

system.net.sockets.... | system.nets...

system.net.sockets.... || corecir.diliOx...
system.net.sockets.... || corecirdlll0...
system.net.sockets.... || corecir.dil!0...

dynamicClass.IL_5T...

I SystemEaterDependency.Resourc...
[ System.Runtime.CompilerServices...
I SystemEaterDependency.Resourc...
I system.private.corelib.dll!0x0000...
I system.private.corelib.dll!0x0000...
I system.private.corelib.dll!0x0000...
I system.private.corelib.dll!0x0000... [
| kemelbase.dIl0x00007fdd244... |

mswsock.dll!0x00007dd 18918
ntdlldlll 000007 ffdd4bcde44

dynamicClass.IL_STUB_Plnvoke(string, string, 00007FFCBE4FD6F0*, 00007FFCBEAFDGF0™)
ws2_32.dIIl0x00007ffdd3045eac

ws2_32.dI1!0x00007fdd304351b ws2_32.dIli0x00007ffdd30434da Oxffiff8076be12208

ws2_32.dlIl0x00007Hdd3044708 | ws2_32.dIN0...
ws2_32.dII10x00007Fdd304565e | ws2_32.dIII0...
ws2_32.dl110x00007fdd30457e0 ||| mswsockd... |
mswsockdlli0x00007fdd189... | | |||| ntdiLdlliOx.. | |
mswsockdll!0x00007fdd18... | | || |||
nidiLdil{0x00007ffdd4bce004 |

OxffffB076c02c226
Oufffff8076c02c0c6

ws2_32.dl110x00007Fdd304bf7a |
‘ / OxfFFHBOTT13759cF

ws2_32.dI0x00007fdd304bbbd

ws2_32.dI110x00007 ffdd304bc0c

ws2_32.dII10x00007ffdd304bal8
mswsock.dlll0x00007ffdd 189a60e

Oxfffff807713918c0
OuffFFfR0770259740
Oxfffffe076bc9141d

ws2_32.dIlI0x00007ffdd304c316 ‘ i
]

mswsock.dl!0x00...
mswsock.dl!0x00...

mswsock.dll!0x...

ntll.dlll0x0000... |

Oxfffff8076bel...

Oxffi8076c02c... |

Oxfifff8076c02...
Oxfifff8076c02...
Oxfffff8076bcd...

ws2_32.dIII0x000... “
mswsock.dll!x...
mswsock.dll... T
ntdLdlliOx0... |
OxfffFf8076... |
OxFFFBO0T6C... |

| OxfFfFB076c03e3cT

| Oxfif8076bc61024 |
| OxFEfFB076bcdads5 |
:[}xH‘FFFB[]?&Qa...I| |

ntdlldll!0x00007ffdd4bcfe34
Ouxfffff8076be12208
Oxfffff8076c0a923e
Oxffiff8076c03aaba
OxFFl'FFBOT-EcOBZSIW

Ch\Users\afish\Desktop\msp_windowsinternals\SystemEaterDependency\ResourceHog.cs:33

02 defaultVatue: -null
u3 J-as-string;
uy
us if-(nonExistentRegistry-!=-null)
us
u7 Console.WriteLine("Change-registry-key-path-;)");
us
49
56
51
52
196 (10.59%) 53
54
55
56
57
58
59
66
61 UdpClient-udpClient-=-new-UdpClient(];
62 byte[]-payload-=-Encoding.ASCII.GetBytes("Some-content");
63 udpClient.Send(payload, -payload.Length, - "www.google.com", -11880);
64
@ Mo issues found
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w File  Edit View Git Project Build Debug Test Analyze Tools Extensions Window  Help |Search (Ctrl+0) P| WindowsInternals @ = Y

@ - | 9 - B | R v| |Debl.|g -| |l‘-xlixec| Platforms -| ysternEater '| P Continue ~ ¢§ - 0D v| ﬁ| il mnmo | R H | | LR A ; ) Application Insights ~ _ &
i Process: |[3023] SystemEater.exe v| 71 Lifecycle Events = Thread: |[?568] Main Thread v| Fa Stack Frame: |System.Net.NameResqutionPaI.TryGetAdn v| =
Snapshot #2 H...er.exe (7.89s) & > Qi lutionPal.cs & Program.c - i

Managed Memory Compare With Baseline: |Snapshot #1 = r:"

Types Insights ﬁ
|Fi|tert)rpes P| Show Just My Code D Collapse small object types l:‘ Show dead objects  Generations: |All generations - 2
Object Type Count Diff. Size Diff. (Bytes) Inclusive Size Diff. (Bytes) Count Size (Bytes) Inclusive Size (Bytes) - 3
0@ Lowlevellock 0 0 0 3 144 336 tE
<}g‘u’alueTask+—‘u’aIueTaskSou rcefisTask+ <>c o 0 0 1 24 24 E
%z Comparelnfo 0 0 0 2 12 12 =
0@ Dictionary<Inttd, WeakReference< Assemblyload Context>» 0 0 0 1 216 240 2
0@ TplEventSource 0 0 0 1 33,872 47616
0@ RuntimeType+RuntimeTypeCache 0 0 0 2 22,056 24,936 -
<}gThreat:ili’ool\."-’ork{:lueue'l'hreadLocaIs -3 -168 -312 0 0 0
0@NonRandomizedStringEquaIityComparer+OrdinaIComparer 0 0 0 2 43 72
0@ThreadIntMPersistentCounter+ThreadLocaINodeFinaIizationHeIper -3 -72 -T2 0 0 0
0@ GenericArraySortHelper<Int32= 0 0 0 1 24 24
Og List<EventProvider+ Sessionlnfo> 0 0 0 2 240 240
0@ List<SysternEaterDependency.5omeBigObject> 0 +63,488 +21,434,096 1 65,592 22,418,328
0@ StartupHook+ <> c_ DisplayClass1_0 0 0 0 1 24 24
<)|$Threat:iPooIBoundHandle o 0 0 1 32 32
Og ExecutionContext 0 0 0 1 40 40
Og Task=VoidTaskResult> 0 0 0 1 72 72
0@ Dictionary<Int32, Task> 0 0 0 1 328 2,216
g Types <>c 0 0 0 1 24 24
2 Action<Action, Task> 0 0 0 1 64 64
Og DecoderReplacementFallback 0 0 0 4 120 120
0@ Microsoft.Win32.5afeHandles.5afePipeHandle 0 0 0 1 32 32
2 SocketsTelemetry 0 0 0 1 392 920

Total +5,134 +21,431,960 5,992 22,914,712 -

Select a single type to view its reference graph.
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Extensions ~ Window  Help | Search (Ctrl+Q) yel | WindowsInternals @ = Y

w File  Edit View Git Project Build Debug Test Analyze Tools

f@-o| -8 | 9 « & +|[Debug ~|[Mixed Platorms ~|[systemEater - B Continue - F-O-| B HGEBO| > 2T H| [ R 1 71 1] 2% @ Application Insights ~ _ B
i Process: | [3028] SystemEater.exe +| £ Lifecycle Events ~ Thread: | [7568] Main Thread - P Stack Frame: | System.Net.NameResolutionPal. TryGetAd: +| _
Snapshot #2 H...erexe (7.89) = X [ianiearle NameResolutionPal.cs & Program.cs - &
® Instances of List<SystemEaterDependency.SomeBigObject>
[Filter instances A
Instance Value Size (Bytes) Inclusive Size (Bytes) v

B

% 1F50DE44468> Count = 5394 65,592 22,418,328

Paths To Root Referenced Objects

Instance
2 List< SystemEaterDependency.SomeBigObject= [Static variable SystemEaterDependency.ResourceHog.bigObjects]

Exception Settings Command Window Immediate Window Output Autos Locals Watch 1 Threads Tasks
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w File  Edit View Git Project Build Debug Test Analyze Tools Extensions Window  Help |Search (Ctrl+0)

WindowsInternals

i@ - | 9 - B | R v| |Debl.|g -| |l‘-xlixec| Platforms -| ysternEater '| P Continue ~ ¢§ - 0D v| ﬁ| il mnm O| = b a7
i Process: |[3023] SystemEater.exe v| 71 Lifecycle Events = Thread: |[?568] Main Thread v| Fa Stack Frame: |System.Net.NameResqutionPaI.TryGetAdn v| =
Snapshot #2 H...er.exe (7.89s) + > JESI N NameResolutionPal.cs & Program.cs

® Instances of List<SystemEaterDependency.SomeBigObject>

| W | | ] & @ Application Insights ~ _

| Filter instances P|
Instance Value
i 1F5DDE44468> Count = 5394

Size (Bytes)

Inclusive Size (Bytes) -

Paths To Root Referenced Objects
Instance
4 62 List< SystemEaterDependency.SomeBigObjects [Static variable SysternEaterDependency.ResourceHog.bigObjects]
4 SystemEaterDependency.SomeBigObject(]
3 0@ SystemEaterDependency.SomeBigObject
3 0@ SystemEaterDependency.SomeBigObject
3 Olg SystemEaterDependency.SomeBigObject
3 0@ SystemEaterDependency.SomeBigObject
3 0@ SystemEaterDependency.SomeBigObject
3 0@ SystemEaterDependency.SomeBigObject
3 Olg SystemEaterDependency.SomeBigObject
3 0@ SystemEaterDependency.SomeBigObject
3 0@ SystemEaterDependency.SomeBigObject

Call Stack Breakpoints Exception Settings Command Window Immediate Window Output Autos Locals Watch 1 Threads

[ 1 Ready

Tasks

Inclusive Size (Bytes) -

22,418,328
22,412,296
4144
4144
4144
4144
4144
4144
4144
4144
4144
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w Eile Edit View Git Project Build Debug Test Apalyze Jools Extensions Window  Help |Search(CtrI+Q] P‘ ‘Windowslnternals @ - e

‘@ - “ = | [Debug - | [Mixed Platforms | [SystemEater -] B osystemeater - > - D - | B[ < ~
E Report202408...).diagsession” & X [ Program.cs o L
[l [ Output | & Zoom In & Reset Zoom %, Clear Selection E
E Diagnostics session: 16.081 seconds
1255 2.55 3755 . 3 ‘ 6255 755 875 woﬁ 1125 1255 . 1375 | 155 ‘ I 3
Add counters graphs from counter options panel below o
4 File Reacls (KB) @ Dsta Read o
82 o é
&
o
ol 0 <
4 Process Memory (MB) GC WSnapshot @ Private Bytes 2
- R o —_——— = ag a
ol aoaees —— e T
N R ——
jgp— - ] |
4 CPU (% of all processors) 2
100 100 #
[ eSS R e i, S e e ] 0
4 Queries Count
10 10
a 0
4 Events Over Time (K) (KUnit) Wl Windows Kernel, MSNT SystemTrace [l Microsoft-Windows-DotNETRuntime Ml System Net.NameResolution lKemelTraceControl MlSystem Runtime IMOther
313 313
= = = =0
-
Async Activities Counters FileReads File Writes Memory Usage CPU Usage Queries Events
Name A Min: Max Average: -
4 System.NetNameResolution
(] Average DNS Lookup Duration 0 072 040
() Current DNS Lookups 1] 1 075
(C] DNS Lookups Requested 1379 12622 7637.25
4 System.NetSockets
(] Bytes Received 0 0 0
(] Bytes Sent 16526 151452 91601
[C] Datagrams Received 0 0 0
) Datagrams Sent 1378 12621 764092
(] Incoming Connections Establi... 0 1] 0
(] Outgoing Connections Establi.. 0 0 0
4 System.Runtime
) % Time in GC since last GC 0% 8% 0.83%
(] Allocation Rate 7.98 K8 11045 Mg 71.58 MiB
() CPU Usage 0% 8% 517%
[J Exception Count 0 1571 1038.08
(] GC Committed Bytes 21 Mg 60 Mig 48 MiB
[T GC Fragmentation 023% 242% 0.76%
] GC Heap Size 12 MiB 63 Mig 40.83 MiB
() Gen 0 GC Count 0 2 458
) Gen 0 Size 248 248 248
[ Gen 1GC Count 0 3 117
] Gen 1Size 1.04 Mig 532 Mig 3.07 MiB
[C] Gen 2 GC Count 0 1 0.25
] Gen 2 Size 1.18 Mig 46.45 MiB 27.49 MiB
[ IL Bytes Jitted 2133Ki8 3590 KiB 33.28 KB
() LOH Size 317.72 KiB 317.72 KiB 31772 KB
(] Monitor Lock Contention Count 0 0 0 A
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0 file Edit View Git Project Buid Debug Test Analyze Jools Extensions Window Help | Search (Ctrl+Q) A | WindowsInternals (4 F]

- X
@ - | - & | RN v| |Debug v| |Mixed Platforms v| |SystemEater v| P SystemEater ~ [> L) v| ﬁl i &
E Report202408....diagsession™ + > [ELIGE g bR Program.cs -
g [® Output | &, ZoomIn € Reset Zoom 7, Clear Selection £
a Diagnostics session: 5.293 seconds -
I 500ms 1s 155 2s 2.5s 3s 3.5s 4s 455 55 I 3
4 CPU (% of all processors) @ Process CPU Usage 2]
100,0 100.0 g
3
=]
&
h-l
0.0 00 [
m
=3
&

Open details.. Y Filter ¥
Top Insights

Top Five Classes

Mo insights found.

Top Functions

Function Name Total [unit, %] Self [unit, %] ¥,
System.Action.Invoke() 1.915 (95.36%) T732.13ms (36.60%)
System.Met.Sockets.UdpClient.5end(byte[], int32, string, int32) 539.35ms (26.96%) 539.35ms (26.96%)
System.Met.Sockets.UdpClient.ctor() 513.28ms (25.66%) 513.28ms (25.66%)
Microsoft Win32.Registry.GetValue(string, string, System.Object) 06.59ms (4.83%) 06.59ms (4.83%)
System.DateTime.get_Now() 41.80ms (2.09%) 41.80ms (2.09%)
Hot Path
Function Name Total [unit, %] Self [unit, %]
&= Chlsers\afish\Desktop\msp_windowsinternals\SystemEater\bin\Release\neth.0NSystemEater.exe (PID: 4948) 2,005 (100.00%%) 0(0.00%)
4= SystemEaterDependency.ResourceHog.Loop() 2.00s (100.00%) 27.76ms (1.39%)
&= System.Action.lnvoke() 1.91s (95.36%) 732.13ms (36.60%)
# SystemEaterDependency.ResourceHog.CheckNetwork() 1.08s (53.83%) 2.99ms (0.15%)

W System.Met.Sockets.UdpClie...

M System.Action : 36.6% (732....
Microsoft Win32.Registry : ...

M System.DateTime : 2.2% [44...

M SystemEaterDependency.Re.. «
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i<t

Top 18@ Functions (Exclusive)

bl BN ARE al

SafeSocketHandle.DoCloseHandle(bool)

SocketPal.CreateSocket(value class System.Net.Sockets.AddressFamily,va
Socket.SendTo(unsigned int8[],int32,int32,value class System.Net.Socke
Missing Symbol

ResourceHog.ThrowException()

DateTime.get_Now()

RegistryKey.InternalOpenSubKeyCore(class System.String,bool)
SocketPal.SendTo(class System.Net.Sockets.SafeSocketHandle,value class
DateTime.get_UtcNow()

Socket.Dispose(bool)

EventSource.Initialize(value class System.Guid,class System.String,cla
Buffer._Memmove(unsigned int8&,unsigned int8&,unsigned int)
Program.Main(class System.String[])

CastHelpers.StelemRef Helper(class System.Object&,void*,class System.O
TimeZoneInfo.GetIsDaylightSavingsFromUtc(value class System.DateTime,i
IPAddress.TryParse(class System.String,class System.Net.IPAddress&)
Path.Join(value class System.ReadOnlySpan”1<wchar>,value class System.
__Canon].PopulateProperties(value class Filter,class System.RuntimeTyp
IculLocaleData.SearchCultureName(class System.String)
Socket.Serialize(class System.Net.EndPoint&)

__ Canon].Populate(class System.String,value class MemberListType,value
String.Ctor(wchar*)

AssemblylLoadContext.StartAssemblyload(value class System.Guid&,value c
_ Canon].Initialize(int32)
EventSource.CreateManifestAndDescriptors(class System.Type,class Syste
RuntimeType.GetMethodCandidates(class System.String,int32,value class
illInterop.GetRandomBytes(unsigned int8*,int32)
CustomAttribute.FilterCustomAttributeRecord(value class System.Reflect
Random+XoshiroImpl.Next()

ResourceHog.AllocateMemory()

Encoding.GetBytes(class System.String)

Path.GetFullPath(class System.String)

__Canon].get_Keys()

.cctor()

IPv4AddressHelper.ParseNonCanonical(wchar®,int32,int32&,bool)
OrdinalCasing.Index0Of(value class System.ReadOnlySpan” 1<wchar>,value c
Array.Resize(!!@[]&,int32)

CustomAttribute.GetCustomAttributes(class System.RuntimeType,class Sys
RuntimeType.GetFieldCandidates(class System.String,value class System.
__ Canon].PopulateFields(value class Filter)

_ Canon].PopulateProperties(value class Filter)
Attribute.GetCustomAttribute(class System.Reflection.MemberInfo,class
__ Canon].GetListByName(wchar*,int32,unsigned int8*,int32,value class M
__ Canon].PopulateLiteralFields(value class Filter,class System.Runtime
RuntimeType.GetPropertyCandidates(class System.String,value class Syst
RuntimeType.GetPropertyImpl{class System.String,value class System.Ref
Attribute.GetCustomAttributes(class System.Reflection.MemberInfo,class
RuntimeType.GetCustomAttributes(class System.Type,bool)
Type.GetProperty(class System.String,value class System.Reflection.Bin
_ Canon].Add(!e)

CustomAttribute.AddCustomAttributes(value class ListBuilder 1<class Sy
CustomAttribute.GetCustomAttributes(class System.Reflection.RuntimeMod
__Canon].GetMemberList(value class MemberListType,class System.String,
ManifestBuilder.CreateManifest()

StringBuilder.CopyTo(int32,value class System.Span” 1<wchar>,int32)
StringBuilder.AppendCore(class System.Text.StringBuilder,int32,int32)
CultureData.get_LCID()

CultureData.InitIcuCultureDataCore()

CultureData.InitCultureDataCore()

CultureData.CreateCultureData(class System.String,bool)
CultureData.GetCultureData(class System.String,bool)

.ctor(class System.String,bool)

CultureInfo.GetCultureByName(class System.String)
ManifestBuilder.StartEvent(class System.String,class System.Diagnostic
CultureInfo.GetUserDefaultCulture()
CultureInfo.InitializeUserDefaultCulture()
ManifestBuilder.CreateManifestString()
CultureInfo.get_CurrentCulture()
EventSource.GetCustomAttributeHelper(class System.Reflection.MemberInf
_ Canon].TryInsert(!®,!1,value class System.Collections.Generic.Insert
String.Compare(class System.String,int32,class System.String,int32,int
RuntimeType.GetMethods(value class System.Reflection.BindingFlags)
RuntimeParameterInfo.GetParameters(class System.IRuntimeMethodInfo,cla
RuntimeMethodInfo.FetchNonReturnParameters()
RuntimeMethodInfo.GetParameters()

Buffer.Memmove(unsigned int8&,unsigned int8&,unsigned int)
IculLocaleData.GetlLocaleDataNumericPart(class System.String,value class
RuntimeType.GetFields(value class System.Reflection.BindingFlags)
ManifestBuilder.GetTaskName(value class System.Diagnostics.Tracing.Eve
CultureData.IculLocaleNameToLCID(class System.String)

Socket.Finalize()

EventSource.DoCommand{class System.Diagnostics.Tracing.EventCommandEve
PathHelper.GetFullPathName(value class System.ReadOnlySpan” 1<wchar>,va
PathHelper.Normalize(class System.String)
FileSystem.FillAttributeInfo(class System.String,value class WIN32_FIL

Inclusive
49.16%
12.42%
12.12%
10.77%
7.4%
4.34%
3.24%
0.74%
0.23%
49.24%
0.28%
0.04%
50.46%
0.04%
.83%
.84%
.82%
.82%
.82%
.82%
.85%
.82%
.28%
.82%
.24%
.82%
.82%
.82%
.82%
.82%
.82%
.19%
.81%
.81%
.81%
.81%
.81%
.B6%
.81%
.81%
.82%
.B6%
.83%
.81%
.84%
.84%
.B6%
.B6%
.84%
.81%
.B6%
.B6%
.85%
.85%
.84%
.84%
.82%
.82%
.82%
.82%
.82%
.82%
.82%
.82%
.82%
.82%
.85%
.82%
.B6%
.82%
.82%
.82%
.84%
.84%
.84%
.84%
.82%
.81%
.82%
.82%
49.24%
0.24%
0.1%
1.17%
9.58%

Exclusive
49.16%
12.42%
11.36%
10.77%
7.4%
4.83%
3.24%
8.74%
8.23%
0.08%
0.04%
0.04%
0.04%
0.04%
0.03%
8.083%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.02%
8.01%
8.01%
8.01%
8.01%
8.01%
8.01%

Activate Windov
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0 Ele Edt View Gt Project Build Debug Test Anshze Tools Extensions Window Help [ search (cut+ £ | Windowsinternals o -

®@-0|ig-a

X
| . -| ‘Debug -‘ ‘M\xed Platforms -| ‘SystemEater -‘ P SystemEater ~ [> - -| ml i &

i SystemEater....4107.nettrace = X [B GRS Program.cs cu
k) =
[ (5 Cutput | “
8 Diagnostics session: 5.204 seconds o
I 250ms 500ms 750ms 1s 1255 155 175 25 2255 235 2.735 3s 3.235 3.35 3.75s 4s 4255 4355 4755 55 ‘ I =
4 CPU (% of all processors) @ Process CRU Usage o
100 100 =
5
&
[
0 0 bl
4 Events Over Time (K) (KUnit) M Microsoft-Windows-DotNETRuntime Il Microsoft-Windows-DotNETRuntimeRundown Il Microsoft-DotNETCore-EventPipe B
97 E

0

CPU Usage Events
Reset Filters  Show Just My Code  Show Native Code

O The count of displayed events is limited to 20,000. This view has 136,086 total events, which have been clipped in the table. Please add more filters to reduce the event count. Don't show again x
Provider Name/Event Name Y Text Timestamp (ms) = A IS
Microsoft-Windows-DotNETRuntime/Exception/Start [ExceptionType, System.E: ion], [Excepti , Fancy Exception), [ExceptionEIP, Ox7ffoaf9c92cf], [ExceptionHRESUL.. 775

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Start [EntryEIP, 140,718,961,544 585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 75

Microsaft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] 775

Microsoft-Windows-DatNETRuntime/Exception/Stop Microsoft-Windows-DetNETRuntime|Exception/Stop [pid:7228] tid:2200] 75

Microsoft-Windows-DotNETRuntime/Exception/Start [ExceptionType, System.Exception], [ExceptionMessage, Fancy Exception], [ExceptionEIP, Ox7ffbaf3c92cf], [ExceptionHRESUL.. 75

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Start [EntryEIP, 140,718,961,544,585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 775

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] e

Microsoft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windows-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] 75

Microsaft-Windows-DotNETRuntime/Exception/Start [ExceptionType, System ion], [Excepti . Fancy Exception], [ExceptionEIP, Ox7ifbafdcd2cf], [ExceptionHRESUL.. 775

Micrasaft-Windows-Doth ETRuntime/ExceptionCatch/Start [EntryEIR, 140,718 261,544 585], [MethodID, 140,718,961,008,080], [MethodName, void [System EsterDependency] Systema.. 775

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] 75

Microsoft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windows-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] 775

Microsaft-Windows-DothETRuntime/Exception/Start [ExceptionType, System.Exception], [Excepti . Fancy Exception], [ExceptionEIP, 0x7fbaf0c02cf], [ExceptionHRESUL.. 775 :i;:ii‘é‘l’i’:‘:‘ap:xet:"if;j
Microsoft-Windows-DotNETRuntime/ExceptienCatch/Start [EntryEIP, 140,718,961,544,585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 775 additional properties for the
Microsoft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] 75 event.
Microsaft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windaws-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] 775

Micrasaft-Windows-Doth ETRuntime/Exception/Start [ExceptionType, System.Exception], [ExceptionMessage, Fancy Exception], [ExceptionEIP, OxTffbaf9c02cf], [ExceptionHRESUL.. 775

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Start [EntryEIP, 140,718,961,544 585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 5

Microsaft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] 775

Microsoft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windows-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] e

Microsoft-Windows-DotNETRuntime/Exception/Start [ExceptionType, System.Exception], [ExceptionMessage, Fancy Exception], [ExceptionEIP, Ox7ffbaf3c92cf], [ExceptionHRESUL.. 75

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Start [EntryEIP, 140,718,961,544 585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 75

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] e

Micrasaft-Windows-Doth ETRuntime/Exception/Stop Microsoft-Windaws-DothETRuntime|Exception/Stop [pid:7228] id:2200] 775

Microsoft-Windows-DotNETRuntime/Exception/Start [ExceptionType, System.Exception], [ExceptionMessage, Fancy Exception], [ExceptionEIP, Ox7ffbaf3c92cf], [ExceptionHRESUL.. 75

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Start [EntryEIP, 140,718,961,544,585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 775

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] e

Microsoft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windows-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] 5

Microsaft-Windows-DotNETRuntime/Exception/Start [ExceptionType, System Exception], [ExceptionMessage, Fancy Exception], [ExceptionEIP, Ox7ffbaf9cd2cf], [ExceptionHRESUL., 774

Micrasaft-Windows-Doth ETRuntime/ExceptionCatch/Start [EntryEIR, 140,718 961,544 585], [MethodID, 140,718,961,008,080], [MethodName, void [System EsterDependency] Systema.. 774

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] T74

Microsoft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windows-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] T4

Microsaft-Windows-Doth ETRuntime/Exception/Start [ExceptionType, System.Exception], [ExceptionMessage, Fancy Exception], [ExceptionEIP, Ox7ffbaf9c02cf], [ExceptionHRESUL.. 774

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Start [EntryEIP, 140,718,961,544,585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 774

Microsoft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] T74

Microsoft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windows-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] T4

Micrasaft-Windows-Doth ETRuntime/Exception/Start [ExceptionType, System.Exception], [ExceptionMessage, Fancy Exception], [ExceptionEIP, OxTffbaf9c02cf], [ExceptionHRESUL.. 774

Microsoft-Windows-DotNETRuntime/ExceptionCatech/Start [EntryEIP, 140,718,961,544,585], [MethodID, 140,718,961,009,080], [MethodName, void [SystemEaterDependency] SystemEa... 74

Microsaft-Windows-DotNETRuntime/ExceptionCatch/Stop Microsoft-Windows-DotNETRuntime|ExceptionCatch/Stop [pid:7228] tid:2200] 74

Microsoft-Windows-DotNETRuntime/Exception/Stop Microsoft-Windows-DotNETRuntime|Exception/Stop [pid:7228] tid:2200] 774 -

Output  Error List




B SystemEater.exe - 8/15/2024, 5:50:10 AM — JetBrains dotTrace Viewer - X
Eile Edit View Help

Filters : B R Timeline - SystemEater.exe - 8/15/2024, 5:50:10 AM X
™ Events ' Ne filters applied Hotspots
= Not Selected 17,237 ms  CPU 10.5%  wf GC Wait 1.3% M Filtered intervals | = Own+System 4 / Total fime | =1 Plain List
-NET Memory Allocations 537 ME | out [ in | | || Search Functions q t
Exceptions 7.041 events o . . |3 . 4 - 5 71.4 % 5Stack traces without user methods » 12,312 ms -
| | | L4 i . . : . i
Native Allocations 31927 KB - T ol 10.9 % ThrowException « 1,875 ms » SystemEaterDependency.ResourceHog. ThrowException()
Debua Output 5 6.5 % CheckMetwork » 1,126 ms » SystemEaterDependency.ResourceHog.CheckMetwork()
ebug Lutpu . events D MName dms b % 3.5% exe_start » 603 ms [ 4,922 ms « SystemEater.exe!exe_start
Garbage Collection 76 ms 12864  Main 6169 ms 35.8 ] 2.6 % AccessFile » 450 ms + SystemEaterDependency.ResourceHog.AccessFile()
JIT Compilation 237 ms L o
. P i _ 7300  Finalizer 4620ms  26.8 T T T T 1.4 % CheckNetwork * 249 ms * SystemEaterDependency.Resourcenng.cneckNetworg[}
File Operations 197 ms 1.0 % ThrowException » 179 ms « SystemEaterDependency.ResourceHog. ThrowException()
- 1z792 JIT Thread 4549ms 264 | I I 1.0% Loop » 164 ms [ 4,212 ms » SystemEaterDependency.ResourceHog.Loop(Int32)
v Thread State @ : P ’ ¥ P y- g-teop
- » 13256 Garbage Coll... 18%8ms 1.0 | 0.6 % AccessRegistry « 102 ms « SystemEaterDependency.ResourceHog.AccessRegistry()
I b
N ’ 0.5% AccessFile » 84 ms » SystemEaterDependency.ResourceHog.AccessFile()
o Not Selected 17,237 ms 5
0.2% AllocateMemory « 40 ms » SystemEaterDependency.ResourceHog.Allocatehemory()
Running 3132 ms 29.8 0.2% AccessRegistry » 29 ms » SystemEaterDependency.ResourceHog.AccessRegistry()
Waiting 12,098 ms  70.2 0.06 % SomeBigObject.ctor « 10 ms » SystemEaterDependency.SomeBigObject..ctor()
v Subsystems Q) 0.03% Main -. 51 ms .f.d_.S‘I? ms e SystemEater.Prngrarn.I\.-'Iain.(S.t.rin_g[]J.
. - 0.01% pre_c_initialization » 1.2 ms « SystemEater.exe!pre_c_initialization
I b
. N ’ <0.01% pal:load_library « 1.2 ms « SystemEater.exe!pal::load_library
» Native code 12,293 ms 7.3 <0.01% init_resb_result » 1.0 ms » jeu.dlllinit_resb_result
* User code 2,267 ms  13.2 <0.01% HogCpu » 1.0 ms » SystemEaterDependancy.ResourceHog. HogCpul()
System code 1432ms 8.3 <0.01% ResourceHog..cctor » 1.0 ms « SystemEaterDependency.ResourceHog..cctor()

e File /O 607ms 3.5 <0.01% checkDataltem » 0.9 ms « icu.dll!checkDataltem

User code System co... Native code -
I - _______________________________________________________________________________|

Call Tree
Q| [ Backtraces | l1 Flame Graph
4 5100% AllCalls » 17,237 ms
4 28.6 % __scrt_common_main_seh + 4,924 ms « SystemEater.exe!__scrt_common_main_seh
» 28,6 % wmain « 4,922 ms « SystemEater.exelwmain
P 0.01% ucrtbasedl « 1.9 ms

Visible Threads ~

17,237 ms in 4 intervals at 4 threads



Source View

D ResourceHog.cs 'S Decompiled source

il L e s LY I o phletbt L L o e |
45 "Installed™,

46 defaultvalue: null

47 1 as string;

43

49 if (nonExistentRegistry != null)

5@ )

51 Console.WriteLine("Change registry key path ;)");
52 1

53 }

54

55 private static void AccessFile{)

56 {

57 if(File.Exists(@"C:\Path.txt"))}

58 {

59 Console.WriteLine("Change file path ;)");

1] 1

61 }

B2

63 private static void CheckNetwork()

G4 {

G4 UdpClient wdpClient = new UdpClient();

65 E3. 7% byte[] paylead = Encoding.ASCII.GetBytes("Some content");
66 46 . 2% udpClient.Send(payload, payload.Length, "127.8.8.1", 1188@);
&8 }

B9

78 private static void AllocateMemory()

71 {

72 bigObjects.Add(new SomeBigObject());

73 }

74

75 private static void ThrowException()

76 {

ri try

78 )

79 throw new Exception("Fancy Exception™);

8e 1

81 catch(Exception &)

Show IL code | Open in Visual Studio

-
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17.237 ms
Shift+click on a function to zoom infout

Flame Graph



[T C:\Users\afishtDesktoptAdditional Tools\ Traces\DESKTOP-EIHI7RK.08-15-2024.06-23-25.etl - Windows® Performance Analyzer

= X
File Trace Profiles Window Help B oy P
[N Graph Explorer - DESKTOP-.. ¥ 1 X Bl Avalysis <" = 5
b System Activity . = ]
Generic Fvents Activity by Provider, T.. ~ CPU Usage (Sampled)  Flame by Process, Stack * ~ Q VH* B ErFO® 0O X %
- g
- ES
Z
~ Computation 2
CPU Usage (Sampled) Utilization by P... g
—c o

2 . N _
== =]
- g
77777777777 - s @

CPU Usage [Attributed)  Utilization by... Stack Count 5, Weight (in v... 5, TimeStamp (s) % Weight <, Legend
|| | | | coreclrdili<Symbols disabled> 5,296 5,087.351400 ; e
il | | coreclrdilli<Symbols disabled> 5,296 5,087.351400 1821
) cPUU » Utiaation by o | | coreclrdill<Symbols disabled> 5,296 5,087.351400 1.82 1
sage (Precise)  Utilzation by Pro... | | SystemEater.diliSystemEater.Program:Main Ox0 5206 5087351400 1821
| | SystemEaterDependency.dll!SystemEaterDependency.RescurceHog:Loop 0x0 5,087.351400 182
,,,,,,,,,,,,,, | | 2
- I} i
b CPUUsage (Sampled) Utiization byP. b | | | SystemEaterDependency.diliSystemEaterDependency.ResourceHog: ThrowException 0x0 1,397 1,340.932300 048]
b | | | SystemEaterDependency.diliSystemEaterDependency.ResourceHog:AccessFile 0x0 287 849,626700 0301
b | || SystemEaterDependency.diliSystemEaterDependency.ResourceHog::AccessRegistry 0x0 260 251.234900 (1
b DPC/ISR DPC/ISR Duration by Module...
I Storage
Disk Usage  Utilization by Disk, Priority
ALl
¥ Memory
Memeory Utilization  Utilization by Cat..
I Power
b Other

Start: ©.898204508s
@ End: 34.9578426085 1 H
0 20 30 Duration: 34.857838102s
Diagnostic Cansole  Symbals Hub




[T C:\Users\afishtDesktoptAdditional Tools\ Traces\DESKTOP-EIHI7RK.08-15-2024.06-23-25.etl - Windows® Performance Analyzer

=
File Trace Profiles  Window Help & 0O
[ e CEat= < § = Bl &nalysis x [l Analysis (2) X + 5
k System Activity =
- i x
Generic Fvents  Activity by Provider, T., |7 Virtual Memory Snapshots - Default Qw8 BHXOsO8
S Peak Outstanding Working Set using resource time as [Time EndTime(internal use]] (Aggregation: Max)
- devenv.exe (11508) =
-
PagedPoolWs -
ServiceHub.RoslynCod... [N
* Computation
CPU Usage (Sampled) Utilization by P... T errrere T R
PhoneExperienceHost.... I
explorer.exe (8904) -
e O MeMnEnn eve (56171 - v 1 H 3 4 5 6 3 E 10 il 1z 13 14 15 16 17 18 19 E 2 22 3 2 25 * F F % 30 1l 32 33 34
CPU Usage [Attributed) Utilization by.. iLine® Process Time (s) ¢ Working Set... v Legend
| 9 2.626919000 134,987,776 -
! | 10 3.126084700 145,448,960
. cpuu' » Utiieation by p 11 3.643665100 155,131,904
sage (Precise) Utilization by Pro... 2 i v
13 4661963200 171,859,968
77777777777777 14 5.173810900 180,858,880
6 b, 9
P 7.081396400 214,003,712 -

b DPC/ISR  DPC/ISR Duration by Module..,
I Storage
Disk Usage  Utilization by Disk, Pricrity
|
II
wa Al
* Memory
Memory Utilization  Utilization by Cat..
I Hard Faults Count
1
|
| |
\n -

Memory Utilization  Utilization by Cat...

[

Total Commit Process View

Wirtual Memory Snapshots Default

|

| —— -

b Power

Other

Start:| 8.898364568 T T I T T ‘ T T I | T T T T T T T T T T I I T ! I I T T T T T I I !
= @ End: 34.9578426885 1 z 3 It 5 & 9 10 1 1z 13 1 15 16 17 8 19 E il n F:) 2 [25 321668277 5 Fid 2 20 E 3 S EES 34
o 20 E Duration: 34.867838100s
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27 Process Monitor - C:\Users\afish\ Desktop\AdditionalTools\ Traces\Logfile.PML

File Edit Event Filter Tools Options Help

2H | aBpE | SA® | B

RIS

Time ... Process Name PID  Operation
7320 CAC
7320 £3 Load Image
SystemEaterexe 7320 &% Load Image
SystemEaterexe 7320 #€RegOpenkey
SystemEaterexe 7320 @ RegOpenkey
SystemEatersxe 7320 #@€RegOpeniey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 @ RegOpenkey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemFaterexe 7320 @ RegOpenkey
SystemEaterexe 7320 ﬂﬂeg@ueryVa\ue
SystemEaterexe 7320 gRegCloseKey
SystemEaterexe 7320 #€RegOpenkey
SystemEaterexe 7320 @ RegOpenkey
SystemEatersxe 7320 #@€RegOpeniey
SystemEaterexe 7320 ﬁﬂeg@uery\la\ue
SystemEaterexe 7320 @ ReqClosakey
SystemEaterexe 7320 £F Load Image
SystemEaterexe 7320 &% Load Image
SystemEaterexe 7320 &7 Load Image
SystemEaterexe 7320 &FLoad Image
SystemFaterexe 7120 £ Load Image
SystemEaterexe 7320 @ RegOpenkey
SystemEsterexe 7320 @ ReaOpeniey
SystemEaterexe 7320 ﬁﬂeg@uery\la\ue
SystemFaterexs 7320 @i RegClosekey
SystemEaterexe 7320 £F Load Image
SystemEaterexe 7320 &% Thread Create
SystemEaterexe 7320 &3 Thread Create
SystemEaterexe 7320 £FLoad Image
SystemEaterexe 7120 L Thread Create
SystemEaterexe 7320 £F Load Image
SystemEaterexe 7320 4% Load Image
SystemEaterexe 7320 £F Load Image
SystemEaterexe 7320 &% Load Image
SystemEaterexe 7320 &7 Load Image
SystemEaterexe 7320 @RegOpenkey
SystemEatersxe 7320 #@€RegOpeniey
SystemEaterexe 7320 ﬁﬂeg@uery\la\ue
SystemEaterexe 7320 g ReqQueryValue
SystemEaterexe 7320 [ACreateFie
SystemEaterexe 7320 [BhQueryBasicinfor
SystemEaterexe 7320 @Uaseﬁ\e
SystemEaterexe 7320 [FhCreateFie
Esterexe 7320 [DhCreateFileMapp
Q

CreateFileMapp
SystemEaterexe 7320 EAClosefile
SystemEaterexe 7320 £F Load Image
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 @ RegOpenKey
SystemEaterexe 7320 #€RegOpenkey
SystemEaterexe 7320 @ RegOpenKey
SystemEatersxe 7320 #@€RegOpeniey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 #RegOpenkey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 @ RegOpenKey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 @ RegQueryValue
SystemEaterexe 7320 #%ReqCloseKey
SystemEaterexe 7320 @ RegOpenKey
SystemEatersxe 7320 E€ReqQuenValus
SystemEaterexe 7320 ﬁﬂeg[]oseKey
SystemEaterexe 7320 #RegOpenkey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 @ RegOpenKey
SystemEaterexe 7320 ﬂﬂegOpenKey
SystemEaterexe 7320 @ RegQueryValue
SystemEatersxe 7320 #@¢ReqCloseKey
SystemEaterexe 7320 ¥ RegOpenKey
SystemEaterexe 7320 #%RegQuenyValue
SystemEaterexe 7320 ﬁﬂeg[]oseKey
SystemEaterexe 7320 @ RegOpenKey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 @ RegQueryKey
SystemEaterexe 7320 #€RegOpenkey
SystemEaterexe 7320 @ RegQueryValue
SystemEatersxe 7320 E@¢ReqCloseiey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 #RegOpenkey
SystemEaterexe 7320 ﬁﬂegOpenKey
SystemEaterexe 7320 @ RegQueryValue
SystemEaterexe 7320 #€ReqCloseKey
Ealerexe 7320 [k QueryName

ish\Desktop'msp_windowsintemal
C:\Windows\System32\kemel32.dll
CWindows"System32'KemelBase dil
HKLM\System\CumentControl Set \Control\State Separation \RedirectionMap \Keys
HKLMSystem'\CurertControl Set*Control’\State Separation*\RedirectionMap \Keys
HKLM\System'\CumertControl Set\Control\Safe Boot \Option
HKLMSystem"\CumentCantrol Set‘Control*. Safe Boot \Option
HKLM\System'\CurrentControl Set\Control\ S \GP\OLL
HKLM\System\CumentControl Set\Control\SmA\GPAOLL
HKLM'\Software\Policies \Microsoft\Windows"\Safer\Codeldentifiers
HKLM\SOFTWARE"Palicies \Microsoft \Windows\safer\codeidentifiers\ Transparent Enabled
HKLM\SOFTWARE\Policies \Microsoft\Windows\safer\codeidentifiers
HKCU\Software'\Policies\Microscft \Windows'\Safer\Codeldentifiers
HKLMSystem'\CurertControl Set*Control\File System’,
HKLM\System\CumrertControl Set\Control\File System
HKLMSystem"\CumrentCantrol Set\Control*\File System*.LongPathsEnabled
HKLM\System'\CumrentControl Set\Control\File System
C:\Windows\System32\user32.dll
Cx\Windows"System32'win32u dil
C:\Windows\System32\gdi32.dll
CAWindows"System 32\gdi32full di
C:\Windows'\System32\msvep_win di
HKLM\SYSTEM CurrentControl Set'\Control\Session Manager
HKLM\System\CumertControl Set\Control\Session Manager
HKLM"System"\CumentCantrol Set\Control Session Manager'Resource Policies
HKLM\System'\CumrentControl Set\Control\Session Manager
C:\Windows\System32'\ucrtbase dil

C\Windows'System32'shell32 dll

C:\Windows'\System32'\advapi32 dil

CxWindows"System32\msvert dil

C:\Windows\System32'\sechost dll

CxWindows\System32\wpert4.dil

C:\Windows\System32'\berypt dil

HKLM'\System\CumrentControl Set*Control\Nls"\Serting \Wersions
HKLM\System\CumertControl Set\Control\Nls\Sorting \Wersions
HKLM*System"\CumentCantrol Set‘\Control\Nis\ Sorting \Versions(Default)
HKLM\System'\CumentControl Set\Control\Nls" Sorting \Wersions' 000603
C:\Windows\System32'imm 32 dll

CxWindows"System32timm32 dil

C:\Windows\System32\imm 32 dll

CWindows"System32timm32.dIl

C:\Windows"System32\imm 32 dll

..C\WindowsSystem32\imm32.dl

C\Windows"System32timm 32 dll

C:\WindowsSystem32'imm 32 dll

CxWindows"System32timm32 dil

HKLM\System‘\CumentCantrol Set\Control\Eror Message Instrument®.

HKLM\System'\CumentControl Set*Control\Eror Message: Instument

HKLM\Software \Microsoft \Windows NT\CumentVersion'image File Execution Options
HKLM\SOFTWARE \Microsoft\Windows NT\CurrertVersion\Image File Execution Options\SystemEater.exe
HKLM\Software\Policies\Microsoft \Windows\Display
HKLM*Software \Policies Microsoft\Windows '\ Display

HKLM\SOFTWARE \Microsoft\Windows NT\CurentVersion\Image File Execution Options\SystemEater. exe
HKLM\Software \Policies \Microsoft\Windows\Display
HKLM\Software\Policies \Microsoft \Windows\Display

HKLM\Software \Microsoft \Windows NT\CumentVersion\GRE_Intialize

HKLM\SOFTWARE \Microsoft\Windows NT\CurertVersion\GRE_Initialize \DisableMetaFiles
HKLMA\SOFTWARE \Microsoft\Windows NT\CumentVersion\GRE_nitialize

HKLM'\Scftware \Microsoft \Windows NT\CurentVersion\GRE_Initilize:
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\GRE_lnitialize \Disable UmpdBufferSizeCheck
HKLM\SOFTWARE \Microsoft\Windows NT\CumentVersion\GRE_|nitialize

HKLM\Software \Microsoft \Windows NT\CurmentVersion\Image File Execution Options\SystemEater exe
HKLM\Software \Policies \Microsoft\Windows\Cantrol Pane/\Desktop

HKC U\ Software\Policies'\Microsoft \Windows\Control Panel*Desktop

HKCU\Control Panel\Desktop

HKCUControl PanelDesktop*EnablePerProcessSystem DPI

HKCU\Control Panel\Desktop

HKLM\Scftware \Microsoft \Windows NT\CurentVersion“Compatibility 32
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Compatibility 32\ SystemEater
HKLM\SOFTWARE \Microsoft\Windows NT\CumentVersion\Compatibility 32

HKLM\Software \Microsoft \Windows NT\CurmentVersion\|ME Compatibility

HKLM

HKLM

HKLMSoftware\Microsoft \Windows NT\CumertVersion'\Windows

HKLM\SOFTWARE \Microsoft\Windows NT\CurrertVersion\Windows'\LoadAppInit_DLLs
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows

HKLM\SOFTWARE \Microsoft\Windows NT\CumentVersion‘Image File Execution Options\SystemEater.exe
HKLM\SYSTEM \CurrentControlSet\Control\Session Manager

HKLM\System‘\CumentCantrol Set\Control\Session Manager

HKLM'\System\CumentControl Set*Control\Session Manager'Resource Policies
HKLM\System\CumentControl Set \Control‘\Session Manager

..C\Users'afish'\Desktop'msp_windowsintemals Eater\bin'\Release'net6.0% Eater.exe

SUCCESS
SUCCESS
REPARSE

NAME NOT FOUND
REPARSE

NAME NOT FOUND
REPARSE

NAME NOT FOUND
SUCCESS

NAME NOT FOUND
SUCCESS

NAME NOT FOUND
REPARSE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
REPARSE
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
REPARSE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

FILE LOCKED WITH ONLY READERS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
REPARSE

NAME NOT FOUND
SUCCESS

NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS

NAME NOT FOUND
SUCCESS

NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS

NAME NOT FOUND
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

NAME NOT FOUND
REPARSE
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS

Detail
Desired Access: Execute, Traverse, Synchronize,
Image Base: O« 780 70000, Image Size: (xc1000
Image Base: D« 777280000, Image Size: ke2fd00D
Desired Access: Read
Desired Access: Read
Desired Access: Query Value, Set Value
Desired Access: Query Value, Set Value
Desired Access: Read
Desired Access: Read
Desired Access: Guery Value
Length: 80

Dlesired Access: Query Valug

Desired Access: Read

Desired Access: Read

Type: REG_DWORD, Length: 4, Data: 0

Image Base: O« Aff789d0000, Image Size: (1354000
Image Base: D« 77750000, Image Size: (22000

Image Base: 0« Aff 78180000, Image Size: (x20000

Image Base: D« 7780000, Image Size: 5« 117000
Image Base: O«F77800000, Image Size: (Sd000

Desired Access: Query Value, Enumerate Sub Keys

Desired Access: Query Value, Enumerate Sub Keys

Length: 24

Image Base: O« Aff77ab0000, Image Size: (100000
Thread ID: 7584

Thread 1D: 13952

Image Base: OxAff78d 70000, Image Size: («7EF000
Thread ID: 11028

Image Base: O« Aff 79890000, Image Size: (xb 0000
Image Base: D« 778420000, Image Size: (xS 000
Image Base: O Aff 796f0000. Image Size: Oxa0000
Image Base: D« 778250000, Image Size: (123000
Image Base: 0« Aff77c20000, Image Size: (x27000
Desired Access: Read

Desired Access: Read

Type: REG_SZ, Length: 18, Data: 00060305

Type: REG_SZ, Length: 26, Data: kemel32.dI
Desired Access: Read Attributes, Disposition: Open..
CreationTime: 6/15/2024 11:27:07 PM, LastAcces

Desired Access: Read Datar/List Directory, Synchr...
SyncType: SyncTypeCreate Section, PageProtectio
AllocationSize: 182,416, EndOfFile: 184,432, Numb...
SyncType: SyncTypeOther

Image Base: Dx 779860000, Image Size: (2000
Desired Access: Read

Desired Access: Read

Dlesired Access: Query Valug, Enumerate Sub Keys
Desired Access: Query Value, Enumerate Sub Keys
Desired Access: Read

Desired Access: Read

Desired Access: Query Value, Enumerate Sub Keys
Desired Access: Read

Desired Access: Read

Desired Access: Read

Length: 20

Desired Access: Read
Length: 20

Desired Access: Read
Desired Access: Read
Desired Access: Read
Desired Access: Read
Length: 20

Desired Access: Read
Length: 172

Desired Access: Read

Desired Access: Maximum Allowed, Granted Acces...
Query: Handle Tags, Handle Tags: (x0

Desired Access: Read

Type: REG_DWORD, Length: 4, Data: 0

Desired Access: Query Value, Enumerate Sub Keys
Desired Access: Query Value, Enumerate Sub Keys
Desired Access: Query Value, Enumerate Sub Keys
Length: 24

Name: ‘Users'afishDesktopmsp_windowsintema...

Showing 15,005 of 18,312 events (81%)

Backed by Ch\Users\afish\Desktop'AdditionalTools\Traces\Logfile.PML



& Monitoring - API Monitor v2 64-bit -

File Edit View Filter Tools Window Help

=R NS SEOCEE &4 5326 005

23l ¥ s | anModutes = .00 @ > 33
-1 [ Additional Resources [ C:AUsers\afish\Deskiop\msp_windowsiniernals\SystemEater\l | = Time of Day Thread Module APl Q, Return Value Error Duration ~
-] [l] Application Installation and Senvicing 11581 &51:42.284 AWM 4 coredr.dil setsackopt [ 1052, SOL_SOCKET, SO_LINGER, 0x00D00D030c24715¢3, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt... 0.0000004
-1 [l Audio and video 11582 &51:42284 AM 4 coredr.dll closesocket {1052 0 0.0000091
1[Il component Object Model (COM) 11583 G5142284AM 4 coredir.dil setsackopt { 1500, SOL_SOCKET, SO_LINGER, 0x00000080c24715¢8, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option ar level was specified in a getsockopt.,  0.0000003
g % Data Access and Storage 11584 65142284 AM 4 coredlr.dil closesocket { 1500) 0 0.0000135
Delta C i
on D° 2 Lompression 11585 G5142284AM 4 coredr.dil setsockopt { 1504, SOL SOCKET, SO_LINGER, 0x00000080c24715¢5, 4) SOCKET ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt...  0.0000006
evices
N 11586 6:51:42,254 AM 4 coredr.dil closesocket (1504 ) 0 0.0000100
[ [} piagnostics
o Doimmts and Printing 11587 G51:42284AM 4 coreclr.dil setsockopt { 1524, SOL_SOCKET, SO_LINGER, 0x000000B0c24778¢8, 4} SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option o level was specified in a getsockopt... 0.0000009
11588 65142284 AM 4 coredr.dil closesocket (1524 ) 0 0.0000128
-1 }l] Graphics and Gaming
11589 £:51:42,284 AM 4 coredr.dil setsockopt ( 1588, SOL_SOCKET, SO_LINGER, 0x00000080c24773¢8, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt...  0.0000006
-1 [ Internet
[ [ Microsoft mET 11580 G51:422B4AM 4 coreclr.dil closesocket ( 1588 ] 0.0000159
O[] N7 Native 11591 65142284 AM 4 coredr.dil setsockopt { 1160, SOL_SOCKET, SO_LINGER, 0x00000080c24778¢3, 4} SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option o level was specified in a getsockopt... 0.0000006
O ] Netscape Portable Runtime 11592 6:51:42.284 AM 4 coreclr.dil closesocket (1160) o 0.0000146
D ] Metwork Security Services (NSS) 11593 6:51:42,.284 AM 4 coredr.dil setsockopt ( 1852, SOL_SOCKET, SO_LINGER, 0x00000080c24715¢8, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt.,,  0.0000010
- | Networking 11504 G51:42284AM 4 coredr.dil closesocket (1852) 0 0.0000137
-] [l office Development 11505 6:51:42284AM 1 coredr.dil WSASocketW { AF_INET, SOCK_DGRAM, IPPROTO_UDP, NULL, 0, WSA_FLA... 1752 0.0000430
-] Scripting Runtime Library 11596 6:51:42,.284 AM 4 coredr.dil setsockopt ( 1652, SOL_SOCKET, SO_LINGER, 0x00000080c24715¢8, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt..,  0.0000004
-1 [l security and identity 11507 G51:42284AM 4 coredr.dil closesocket (1652 ) 0 0.0000163
:51:42. coredlr. setsockop ¥ , SO 00000080C24TIBCS, | = An unknown, invalid, or unsupparted option or level was specified in a getsockopt... O:
O [l system Administration 11508 G51:42.284AM 4 Ir.dil tsockopt (1972, SOL_SOCKET, SO_LINGER, Dx00000080c24715¢3, 4) SOCKET_ERROR 10042 = An unki lid, rted opti level fied i tsockopt.. 0.0000003
O [ system Services 11589 G51:42.284 AM 4 coreclr.dil closesocket {1972 o 0.0000131
I [l undocumented (unDoc d) 11600 65142284 AM 1 coredr.dil sendto (1752, Ox 1db80b5bf28, 12, 0, 1dbB0bSbfeD, 16) 12 0.0000345
-0 [l virtualization 11601 E51:42.284 AM 1 mswsock.dll L-ntohs (63530 11000 0.0000001
-1 [}] visual C++ Run-Time Library . : ~ . . .
o 11602 6:51:42.254 AM 4 coredr.dil setsockopt ( 896, SOL_SOCKET, SO_LINGER, 0x00000080c2473¢8, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt...  0.0000003
- \Web Development 11603 G51:42284AM 4 coredr.dil closesocket (896 ) 0 0.0000616
-1 ] windows Application Ul Development
01 Bl Windows Data 11604 65142284 AM 4 coredr.dil setsockopt { 1528, SOL_SOCKET, SO_LINGER, 0x00000080c24718¢3, 4} SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option o level was specified in a getsockopt... 0.0000005
- indows Data Types
| ] Windows Driver Kit 11605 £:51:42,284 AM 4 coredr.dil tlosesocket (1528) 0 0.0000131
£ [ Windows Environment Development 11606 65142284 AM 4 coreclr.dil setsackopt { 1420, SOL_SOCKET, SO_LINGER, 0x00000080c24715¢8, 4} SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option o level was specified in a getsockopt... 0.0000005
T[] wiretess hetworing 11607 65142284 AM 1 corecr.dil WSASocketW  AF_INET, SOCK_DGRAM, IPPROTO_UDP, NULL, 0, WSA_FLA... 1904 0.0000220
11608 £:51:42,284 AM 4 coredr.dil tlosesocket (1420) 0 0.0000141
11609 65142284 AM 4 coreclr.dil setsockopt { 948, SOL_SOCKET, SO_LINGER, 247f8¢8, 4 SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt... 0.0000007
11610 | 6:51:42.264 AM coredr.al e oo |
sl Capture |3 Display | external DLL 11611 E&51:42284 AM 4 coredr.dil closesocket {948) 0 0.0000135
| 11612 65142284 AM 1 mswsack.dil ‘-ntohs | 63530) 11000 0.0000000
. - 11613 65142284 AM 4 coredr.dil setsockopt { 1324, SOL_SOCKET, SO_LINGER, 0x00000080c24718¢8, 4} SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt... 0.0000004
g - EF 5 =
" 11614 E51:42284AM 4 coredr.dil closesocket (1324) 0 0.0000141
P PID
rocess * 11615 6:51:42,.284 AM 4 coredr.dil setsockopt { 1196, SOL_SOCKET, SO_LINGER, 0x00000080c24775¢8, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option or level was specified in a getsockopt.,,  0.0000009
[ backgroundTaskHost.., 3484 11616  6:51:422B4 AWM 4 coredir.dil closesocket {1196 0 0.0000179
04 devenviexe 11508 11617 65142284 AM 4 coredr.dil setsockopt { 1396, SOL_SOCKET, SO_LINGER, 0x00000080c24718¢3, 4 SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option ar level was specified in a getsockopt...  0.0000009
[& dilhost.exe 10832 11618 6:51:42,254 AM 4 coredr.dil closesocket (1396) 0 0.0000168
- ‘ ao0s 11619 65142284 AM 4 coreclr.dil setsackopt ( 928, SOL_SOCKET, SO_LINGER, 0x00000080c247f8c5, 4) SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option o level was specified in a getsockopt... 0.0000005
explorer.exe
; i 11620 65142284 AM 1 coredir.dil WSASocketW  AF_INET, SOCK_DGRAM, IPPROTO_UDP, NULL, 0, WSA_FLA... 1392 0.0000172
GitExtensions.exe 9660
11621 6:51:42,254 AM 4 coredr.dil closesocket (928) 0 0.0000176
[E Microsoft.SemviceHub.... 10504 11622 5142284 AM 1 corectr.dil sendto (1392, 0 1dbBOb7e898, 12, 0, Ox0 ), 16) 12 0.0000367
@ miedgeexe 2680 11623 65142284 AM 4 coredr.dil setsockopt {1924, SOL_SOCKET, SO_LINGER, 0x00000080c24778¢3, 4} SOCKET_ERROR 10042 = An unknown, invalid, or unsupported option o level was specified in a getsockopt... 0.0000015
e msedge.exe 10644 i i 11624 £:51:42 734 AM 4 rareclr.dll rlosesocket {1924) 0 0000016 i
© msedge.exe 4384 ‘
£ Type Name Pre-Call Value (4 Post-Call Value N ™ REERAr | Elz g
msedge.exe 4856
g 1 SOCKET @s 1904 1904 0000 53 €f €d €5 20 €3 €f €e T4 €5 €e T4 Some content
msedge.exe 11236
= 2 constchar @ buf 0xD00001db50bG120 0xD00001 dbBOb6C1 20
PerfWatson2.exe 1772
3 int @ len 12 12
B PhoneExperienceHost.... 10764
4 int @ flags 0 0
[¥] rdpdip.exe g032 5 const struct so.. @ to 0xDD000Tdb30bECTdS = [ sa_family ... DxD0DDD1dbE0bECTdE = { sa_family ...
[E RtkAudUServicegd.exe 2224 & int @ tolen 16 16
[%5] RuntimeBroker.exe 9644 .
[E RuntimeBroker.exe 10032
02 Runtimedroker.exe T1os0 £ Module Address Offset Location - - Loading Files from C:\Users\afish\Desktop\Tools\API Monitor\API —-—--—-
3 - — Finished Loading 2119 Files — -
[ Runtimedroker.exe 13148 1 0x0D0DO00ODDO.. OXO0OO7ffaTafa.. OxTaTa6flc Categories: 835
[ searchapp.exe 9876 2 Ox7a7h581d Variables: 13678
DLLs: 222
P securityHeatthsystray.... 10756 3 0x7a7b518e ApTe: Tenss
[E] ServiceHub Host.AnyC.. 5416 4 Ox7aTb36f8 COM Interfaces: 1826
E COM Methods: 222¢€2
ServiceHub.Host.dotn... 12450
[52] ServiceHub.IndexingS.. 10820 =
73] Processes | . Services [ API Loader | [E] Monitoring | E] output
el
Ready 9.15 MB Mode: Portable



Memory

Visual Studio

WinDBG

WinObj

TaskManager, ProcessExplorer

VMMap

28.09.2024

SEEING BEHIND THE SCENES - ADAM FURMANEK



File View Help

vl \ Name - Type SymLink
Ly ArcName BTRAHWNDIntertace:1003c Section
v BaseNamedObjects @App(ontamerNamedObjects SymbolicLink \Sessions\T\AppContainerNamedObjects
Calli::t:de{i g DBEWinMutex Mutant
: DWM_DX_FULLSCREEM_TRANSITION_EVENT Event
v Device
cimfs DwmComposedEvent_1 Event
Harddiskd EventRitExited Event
Hitp ventShutDownCSRSS Event
Ide [# Global SymbolicLink \BaseNamedObjects
Driver Iz‘ Local SymbolicLink \Sessions\1\BaseNamedObjects
DriverStores cNetDrvMsg Event
v | | FileSystem [#session SymbolicLink \Sessions\BNOLINKS
Filters & SessionlmmersiveColorMutex Mutant
GLOBAL?? B SessionlmmersiveColorPreference Section
KernelObjects £ SIPC_{2819B2FF-EB1C-4652-80F0- TAB4EFABEBEA) ALPC Port
KnownDlls 5 sM0:1924:120:WilError_03 Mutant
KnownDlls32 F SM0:1924:120:WilError_03_pD Semaphare
NLS F SM0:1924:120:WilError_03_pOh Semaphore
ObjectTypes B SM0:1924:304:WilStaging_02 Mutant
RPC Control -3 SMO0:1924:304:WilStaging_02_p0 Semaphore
security F 5M0:1924:304:WilStaging_02_pOh Semaphore
M v__se“(;"" 15 SMO:1948:120:WilError 03 Mutant
AppContainerNamedObjects ’ SMO:1948:120:W!\Err0r_03_p0 Semaphore
5.1-15-2-05730006.486727260- 2033287795 3853567503 16855071 10-4443786 112746676523 || B SM0:1048120:WilError 03 pOh Semaphore
DosDevices L 5M0:1948:304:WilStaging_02 Mutant
00000000-000003ed Semaphore
00000000-000003e5 : Semaphore
00000000-0000d72d L SM0:T96:304:WilStaging_D2 Mutant
00000000-0000d743 f SMO:796: 304:WilStaging_02_p0 Semaphore
000D0000-00016819 F SM0:796:304:WilStaging_02_pOh Semaphore
00000000-001ffdb L SM0:264: 120:WilError_03 Mutant
00000000-0020027b FF SM0:264:120:WilError_03_p0 Semaphore
00000000-0020d700 FF SMO0:864:120:WilError_03_pOh Semaphore
00000000-00204729 0 sMD:854:304:WilStaging_D2 Mutant
b 1 ’ SMO:864:204:WilStaging_02_p0 Semaphore
>« AppContainerNamedObjects F SM0:864:304:WilStaging_02_pOh Semaphore
v i_y BaseNamedObjects 1\ ThemesStartEvent Event
Ly Restricted \ WinSta0_DesktopSwitch Event
DosDevices
B Windowes . {T73F1BSA-33B9-4E95-B3A0-A210F2DE3B3 T} -request Event
: T73F1BIA-35B9-4E95-83A0- A210F2DE3B3T}-running Event
WindowStations
S \ {7T3F1BOA-3589-4E95-83A0- A210F2DE3B3T}-sdI Event
BNOLINKS DFFDE213-8CB4-4629-90EB-3DABI3AFEEFS ) request? Event

UMDFCommunicationPorts
v Windows
WindowStations

\Sessions\1\BaseNamedObjects
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.I Whap - Sysinternals: waw.sysinternals.com o | & @
File Edit Refresh Options Help
=w- Process: Explorer,EXE
4!333 PID: 2696
Committed: ) 194,572 K
Private: 35,440 K
Working Set: 48,628 K

Stack
Private Data

A

Size Committed Total WS Private WS Shareable WS Shared WS Blocks Largest
JBIEEIK” : 3B 440K 48628K 780K 18.820K {158
102884 K ' 245K 22576K 14444 K
2492K 2492K |

81 512K
15,360 K

10
00000000002B80000 | Private Data 286K

00000000002F0000 | Shareable 4K
0000000000300000 | Shareable 8K

areable
0000000000540000 | Private Data
00000000005C0000 | Shareable

000000000050 0000 | Private Data

RENNNN | Sharea
4 m ' Shareable
Snapshot: 5:38:28 AM

28.09.2024

8K

120K

4K 4K
8K 6K

4K 4K

224K 224K
1.060K 1.060K

: te
2 ReadMw/it
1 Read
1 Read

1 Read/wiite
1 Read
1 Readwiite

SEEING BEHIND THE SCENES - ADAM FURMANEK

Unknown
Free 8,589,669528 K 8,581,293,188K
Address Type Size  Committed Private  TotalwWS Private... Sharea.. Share.. Blocks Protection Details ]:
B 11 ih [ —_— ——— . o e eap 10 1 [COMPATABILITYT o dl Ef
0000000000020000 |Shareable gK 8K 8K 8K 1 Read
0000000000030000 | Shareable 16K 16K 16K 16K 16K 1 Read
0000000000040000 | Shareable aK 8K aK 8K 1 Read
0000000000050000 | Private Data 4K 4K 4K 4K 4K 1 Read/wiite
0000000000060000 | Mapped File 24K 24K 24K 20K 20K 1 Copy on write C:\Windowshen-US\explorer.exe.mui
0000000000070000 | Private Data 4K 4K 4K 4K 4K 1 Readwrite
0000000000080000 | Private Data 4K 4K 4K 4K 4K 1 Read/wiite
0000000000030000 | Mapped File 52K 52K 52K 32K 32K 32K 1 Copy on wiite C:\wWindows\System324en-US\setupapi.dil. mui
0000000000040000 | Shareable 4K 4K 4K 4K 4K 1 Read/wiite
00000000000B0000 | Shareable 8K 8K 8K 8K 8K 1 Read
00000000000C0000 | Thread Stack 512K 80K 80K 48K 48K 3 Read/white/Guard Thread ID: 2988
0000000000140000 | Mapped Fil 1 Read C:A\Windows\Syst




w Eile
®-0|iF-w

‘ Process: | [N/A] SystemEater dmp

Edit

View Git Project Build Debug Test Apalyze Jools Extensions Window  Help |Search(CtrI+Q]

ye ‘ Windowslnternals

| . -| ‘Dehug ~ | |Mixed Platforms ~

emEater " P Continue - ¢ - ) - ‘ BB ‘ =]

mO|> a1

~| = Lifecyele Fvents ~ Thread: [111344] Main Thread

| P8 StackFrame: |SystemEaterDependency ResourceHog.Th = |

ResourceHog.cs =

- ‘?g SystemEaterDependency.ResourceHog

=2|RAAR

¢ @ Application Insights ~ _

- || @5 AllocateMemory()

SystemEaterDependency

102 %

05
ug
u7
ug
ug
58
51
52
53
54

55
56
57
58
59
60
61
62

63
64
65
66
67
68
69

70
71
724"
73
T4

75
76
77
78
79
8e
81
82
83
8y
85
86

87
88
89
98
91
92

-1

TInstalled”,
- - - -defaultvalue: -null

-« -if-(nonExistentRegistry-!=-null)
-
++++Console.WriteLine("Change-registry-key-path-;J");

1 reference
--private-static-void-AccessFile()

--if(File.Exists(@"C:\Path.txt"))
-4
++--Console.WriteLine("Change-file-path-;)");

1 reference
SR private-static-void-CheckNetwork()

UdpClient-udpClient-=-new-UdpClient();
- -byte[]-payload-=-Encoding.ASCII.GetBytes("Some-content");
“udpClient.Send(payload, - payload.Length,-"127.0.6.1", -11800);

--private-static-veid-AllocateMemory()

-{

- -bigObjects.Add(new-SomeBigobject());]

1 reference
private-static-veid-ThrowException()

- -throw-new-Exception("Fancy-Exception"); @

eption-e) Exception Thrown
System.Exception: Fancy Exception’

Show Call Stack | View Details | Copy Details

4 Exception Settings
3 references [ Break when this exception type is thrown
class-SomeBigObject Except when thrown from:
-{ Eatel
+---int[]-Menory-=-new-int[1024];

Open Exception Settings | Edit Conditions

|

Qo0 A3 T J E A

Ln: 72

Ch: 49

SPC

4
v 4

-

CRLF



Dump CA\Users\afish'Desktop\AdditionalTools\ Traces\SystemEater.dmp - WinDbg:10.0.22621.1778 AMD64 - X
P p y p g
File Edit View Debug Window Help

| [EIREH=DBRE (N ERAEEBEDOBE|E] A

Command

REREXERERERER [Ol0 vOLlOAL1ION SUNNALY NEXEXREXREXREXERE
Response Time (m=) Location

Deferred srv=C:~tmp*http: - m=dl microsoft . con download-symbols
Synbol search path iz srv*C:~tnp*http:- < msdl mnicrosoft comn-download symbols

Ezxecutable search path is

Windows 10 Versiom 19045 HP (8 procs) Frees =64

Product: WinHt, suite: SinglelserTS

Edition build lab: 19041.1 amdf4fre vb_release.191206-1406

Machine Hame:

Debug session time: Thu Aug 15 EIG 53:16.000 2024 (UTC - 7:00)

System Uptime: 0 days 0:36:23

Process Uptime: 0 days 0:00 18 DDD

>

This dump file has an exception of interest stored in it.

The stored exception information can be accessed wia  ecxr

(2248 2c50): CLR exception - code =0434f4d (first-second chance not awvailable)
For analysis of this file, run lanalyze —w

ntdll ! NtWaitForSingleObject+0x14

00007£fb°90d8d5=4 o3 ret
0:000% kb
# Retiddr Args to Child Call Site
10 00007EEh" Bebad2ie 000000007 00000000 00000000 00000000 00000000 00000000 00000000 00000000 : ntdll!HtWaitForSingleObject+0xld
11 00007ffa da2lb2e0 Q0oooooooT 00000000 00000000 00000000 00009222 00000000 00000000 000001 KERNELBASE ! WaitForSingleObjectEx+Oxle
12 (Inline Function) N N N N coreclr | CLEEventWaitHelper2+0x6 [D: ~a~ workslshsrowcoreclremsynch . cop @ 372]
13 00007ffa’dad903de ononooon’ 04242420 00000000° 00000000 O00O07ffh’ 8=6bbA99 000002187 00000003 coreclr | CLEEventWaitHelper+0=20 [D ~as worksissrchcoreclriwns.synch cop @ 397]
14 (Inline Function) N X X X coreclr|CLREventBase: (WailtEx+0x12 [D:a worksl.shsroscoreclriwnhsvnch. cop @ 466]
15 (Inline Function) N N N N coreclr | CLEEventBase: :Wait+0=x12 [D wa~ worksi.shsrowcoreclremsynch . cop @ 412]
16 00007ffa"da36900a 0nonoool 00000000 00007ffa’ 0004028 000000007 00022028 O0007ffh’ 000220268 coreclr!Thread: :WaitSuspendEventsHelper+0xcd [D: e~ workwlshsrchcoreclriwnsthresdsuspend cpp @ 4626]
17 (Inline Function) N N N N coreclr | Thread: :WaitSuspendEvents+0x8 [0 e workhlsshsrchcoreclriwnsthreadsuspend . cop @ 466
12 00007ffa” da2b94i0 00000218’ 7249bet0 00000218  7242cfb0 000002187 7241090 00007{fb’90d1f2c? coreclr!Thread: :RareEnablePreenptiveGC+0x2828da [D: o workslwshsrchcoreclriwnthreadsuspend. cpp @ 2414]
19 (Inline Function) X X X X coreclr!Thread: :EnablePreemptiveGC+0xl6 [D et workwlsshsrcvcoreclrwnsthreads h @ 2044]
1z 00007ffa dale?9de 0000008 63d9=3a0 000000007 00000000 00000218 7242d450 000000007 00000000 coreclr!Thread: :RareDisablePreenpt iveGC+0xcd [D: e workls srchcoreclrwnsthreadsuspend.cpp @ 2156]
b (Inline Function) X X X X coreclr!Thread: :DisablePreenpt iveGC+0xle [D:va work“lwshsrchcoreclrwnthreads.h @ 1992]
lc 00007ffa’daS38cf 0000008 63d%=3a0 00000218° 7a42d450 00000218° 7a42d450 00007{fa’ 7aZasbcl coreclr | EEDbgInterfacelnpl : :DisablePreemptiveGC+0x36 [D: e workswlwshsrchcoreclrwwnhesdbginterfaceinpl cop @ 649]
Id (Inline Function) N N N N coreclr | GCHolderEEInterface<0,.1, 1> :Leavelnternal+0x39 [D: s~ yorkhlshsrohcoreclrhdebughessdsbugger h @ 260]
le (Inline Function} X X X X coreclr!GCHolderEEInterface<0. 1. 1> : {dtor}+0=39 [D. “a“ work-ls'srchcoreclrdebuges debugger .h @ 303]
1f 00007ffa’da5385ea anonooon’ 00000100 000000007 00000000 00000218 7a3al2568 00007{fa’ 7a7a=500 coreclr!Debugger: :SendExceptionHelperdndBlock+0x2af [Dowas work i shsrcwcoreclridebughessdebugger cpp @ 7444]
10 00007ffa’da53830b 0000008 00000020 00000218 75497220 00000000 00000001 00000000 00000001 @ corsclr!Debugger: :SendExceptionEventsWorker+0x196 [D: e worksl s srcwcorsclrdsbughestdebugger.cpp @ 7536]
00007ffa’dab2da?? Q0o0oooon 00000000 0000008 63d9=23a0 000000007 00000000 00007ffa’ 7aZastcl coreclr!Debugger: :SendException+0xlal [D e workslwswsroscoreclrsdebuguessdebugger . cop @ 7748]
00007ffa’ da3dbldel anonooon® 00000000 000000007 00000000 00000218 7249950 00000000 00000001 coreclr!Debugger: (FirstChanceManagedExcept ion+0x27 [D:“a™ workhlshsrcwcoreclridebugeesdebugger cop @ 7894]
00007ffa’da2d9272 ononooon’ 00000000 0000008c" 63d%=3a0 0000008 63d%=3a0 00000000 00000001 coreclr | EEToDebuggerExcept ionInterfacelWrapper: : FirstChancelManagedException+0zd364d [D: s~ work lwshsrchcoreclriwnssedbginterfaceinpl inl @ 38]
00007ffa’ da2dadeb 0000008z 63d9=3a0 0000008c" 63d9=100 0000008c’ 63d9=3a0 0000008c 63d9=3a0 coreclr | ExceptionTracker: :ProcessHanagedCallFramns+0x546 [D o workwl.s.srcwcoreclriwn.ezceptionhandling cop @ 2583
onon7ifa’da2ddflc 0000008c” £3d9de20 000000007 00000000 0000008 63d9de20 00007{fa’ dak28d42 coreclr!ExceptionTracker: :ProcessOSEzceptionNotification+0x317 [D:ova™ workslwshsrohcoreclriwnhexzceptionhandling.cpp @ 1937]
00007ffh’ 90d9292f 0000008 63d%de30 0000008 63d%=3a0 000000007 00000000 O00000B:" 63d9d7=0 coreclr!ProcessCLRException+0x2lc [D: s workls'srowcoreclrwitexceptionhandling cop @ 1066]
00007ffb" 90d42554 00o0ooonT 00000000 0000008 63d9d770 0000008 63d9de30 000000007 00000001 ntdllIRtlpExecuteHandlerForException+0zf
00007ifb’90d9143e 00o000ec’ 63d9dal0 00007ffb°90d20e7h 000002187 00411178 00007{fb’ 90d42e23 ntdllIRtlDispatchEzceptiont0=z244
onon7ffbh’ 8efbb&99 00000218° 00411178 000002187 00411178 000000007 00000001 O000008c’ 63d%=3d0 ntdll 1 KilserExceptionDispatch+0x2e
00007ffa da2den9s 000002187 00411178 0000008 63d9=0£0 00000218 7c4172b0 00007ffa da2933fs KERNELBASE! RaissExcept ion+0x69
00007ffa’ da2dbalf 0oooooonT 7000011f 000002128 0040££a8 000002128°00411178 000002128°0011cdb0 coreclrlRaiseTheExcept ionInternalOnly+0x28a [D e workslushsrchcoreclrwnezcep cop @ 2806]
onon7ifa’ 7a7asScl 48dcbd31° 93f 3b6Af 00007{fa’d99sbbb? IfffffEff fEFEf£f£f ONONO218 00411178 coreclr! IL_Throw+lzdf [D et worksdssserchcoreclrwemnsjithelpers cpp @ 4119]
00007ifa" 7a7al39d 00000218°0011cfbe 000000007 00000005 d40£1433 b987ccad 179c5126° 44823296 @ 0x00007ifa’ 7a¥asbcl
0non7ifa’ 7a7a7dle Qoo0oooonT 00000078 0000008 63d9% 60 00007ffa da2df40b 0000008 00000001 0=00007ffa" 72722394
onon7ffa’da3daf0ld 00o000218° 00002010 0000008 63d% 6.0 00007ffa’dazdf40b O000008c 00000001 0x00007ffa’ 7a7a7dle
00007ffa’da258376 ononooon’ 00000000 0000008 63d9=698 O00000000° 00000020 O00000B:™ A3d9=628 coreclr!CallDescrWorkerInternal+0=63
00007ffa’ da2df 2d7 oooonooec’ 62d9=718 000000007 00000000 000000007 00000000 00000000 D0O0DO0O0 coreclrdethodDescCallSite: (CallTargetWorker+0=176 [D:a™ worklsshsrchcoreclyswnhcallhelpers cpp @ 551
{Inline Function) N N N N coreclrMethodDescCallSite: (Call+0xb [D:vwa workwIswssrchcoreclraymscallhelpers h @ 458]
00007ffa’ da2df 256 00000218° 00002010 000002187 00002010 00000000 00000000 O000008: 63d%=sh5E coreclr | RunMainInternal+0x11f [D: e worksissrchwcoreslriwmhassenbly cpp @ 1483]
00007ffa dazdfl05 00000218° 7249be50 00000087 00000000 00000218° 7249be50 00007ffa 7283500 coreclr |Rundaint0xd2 [D:vas workswlhwshsrchcoreclrwinsassenbly copp @ 1554]
00007ifa’ da2deecé 00o0no212 00000000 000000007 00000120 000000007 00000120 00000218 7242910 coreclrlissenbly: (ExecuteMainMethod+0xlcd [D o workslsshsrchcoreclrwwmnhassenbly. cpp @ 1672]
ono0n7ffa’da2f6212 00000218 7c3ddab0 000000007 00000001 00000000 00000001 00000000 00000000 coreclr!CorHost2: :Executshssenbly+0xlct [D e workwlssssrovcoreclriwnscorhost cpp @ 384]
00007ffa’ =09£972b 00000218 724c9060 00000218 72412700 00000218 72467260 00000218 ° 72412700 coreclr!coreclr _execute_assembly+0xe2 [[o e workwlwshsroscoreclrhdllssnscores~unizintertace. cop @ 475]
{Inline Function) X X X X hostpolicylcoreclr t::execute_assembly+0z2a [D e workslsshsrcinativescorehost hostpolicyhcoreclr cpp @ 89]
129 00007ffa’ e09f9abc 00000218° 7a3£9986 0000008c’ 63d9f169 00007{fa’e0a3bcd0 00000218 7a3f9986 hostpolicy!run_app for context+0x56b [D:vwah workIwshsrchnativescorshost hostpolicyshostpolicy cop @ 255]
122 00007ffa =09falf7 Q0o0ooonT 0oo0o000 00000218 753£9980 00000218 753£9980 000000007 00000000 hostpolicy!run_app+0x3c [D e workwlwshwsrowmstivescorshostwhostpolicy~hostpolicy.cpp @ 284)
12 00007ffa’ e0aShann 00007ffb’ Beblfde® 00007ffa’e09fc0£f0 00007ffa e09£c0£0 000000007 00000001 hostpolicylcorehost_maint0x107 [D:a™ work“lsshsrchnativescorehost“hostpolicyhhostpolicy. cop @ 430]
2c 00007ffa’ elaSedda 00000218° 7a40e5c0 0000008c™ 63d9£500 00000000 00000000 OOOOOOO0™ 00000000 hostfxrlexecute app+0x330 [D e workslssherchnativescorshost farfx muxzer cop @ 146]
2d 00007ffa =0ab0746 0no07ifa’ 0299866 00000218 72407430 0000008 63d9£440 0000008 63d9£3£0 hostfxzr!’ snonymous namsspace’ : read_config_and_szmecute+lzas [[- s workwl-s srcwnmativescorshostfzr fx mnuzer cop @ 533]
12 00007ffa’ elabeafd 0000008c” 63d9£500 0000008 62d9£520 0000008c" 63d9£471 000000007 00000012 hostfxzrlix_muzer_t::handle exec_host_command+0=zleé [D:a™ workhl“s“srchnativecorshost“izrfz muzer.cpp @ 1018]
2f 00007ffa’=0a585c3 onon008c’ 63d9£520 00000218 72407220 000000007 00000001 OOOOOOO0" 0000005 hostfxr!fx muxer_t: execute+0x494 [D e workwisshsrownativescorehostwfzrsfx muxzer cop @ 579]
*xx WARNING: Unable to werify checksum for SystemEater.exe
20 00007ffe" 20bflebs 00007ffb" 8=51f4el 00007ffa’=0a59290 00007ffa’=0a59290 00000218  7a3fbil0 hostfxrlhostf=r main_startupinfo+0zb? [D: o workedwshsrownativescorehostfershostfxr cop @ 61]
31 00007ff6°20bf222b onon7ife" 20bfc3d0 00000000 00000007 00000218 7a3£9980 00000000 0000005 SystemEater_exelexe start+0x8d8 [D o~ work ilssssrownativescorehosthwcorehost cpp @ 235]
32 00007ff6° 20bf36dE ononooon’ 00000000 00000218° 7a3£9980 00000000° 00000000 00000000 00000000 SystemEater_sxelwmnain+lxzab [D: s~ workwlvshsrchnativescorshostwocorsehost cpp @ 304]
23 (Inline Function) X X X X SystemnEater_exelinvoke_main+0x22 [D:ah gorkhlhwshsrohwotoolshorthwostartuphsrohstartuphexe comnon.inl @ 90]
134 00007ffb" 90327374 anonooon® 00000000 000000007 00000000 000000007 00000000 00000000 00000000 SystemEater_exel_ scrt_common_main_seh+0xl0c [D:was workslswshwsrohwwotoolshcriswostartuphsrchstartupsese comnon. inl @ 288]
135 00007ffb"90d3cc9l ononooon’ 00000000 000000007 00000000 000000007 00000000 00000000 00000000 kernsl32 | BaseThreadIni tThunk+0=14
|36 00000000° 00000000 0oooooooT 0oooooo0 00000000° 00000000 000000007 00000000 00000000 DO00DO0O0 ntdll!Rt1UserThreadStart+0=21
0:000> !threads
ThreadCount.
UnstartedThread o
BackgroundThread: 1
PendingThread 1}
DeadThread: o
Hosted Runtime: no
Lock
DEG 0 0SID ThreadCBJ State GC Hode GC Alloc Context Domain Count Apt Ezception
1} 1 2ct0 000002187A49BESD 22028 Preemptiwe 0000021200411258:00000218004132210 0000021875429210 —00001 HTA System. Exception 0D000021800411178

7 2 1fD4 onon0z1ia7A4C7AS0 21228 Preemptiwe 0000000000000000:0000000000000000 O00002187542910 —00001 Ukn (Finalizer)
0:000> lclrsta
0S Thread Id: UI-!ZCSEI [41D]

Child 5P IF Call Site

0000008CAIDIEZAR 00007ffh90d8d45e4 [HelperMethodFrane: 0000008ch3d9=2a8]
0000008C6309E3A0 D0007ffa7afasticl SystemEaterDependency . ResourceHog. ThrowException() [C:~Usershafish Desktop msp_windowsinternals SystemEaterDependency ~ResourceHog.cs @ 79]
0000008Ce3DIEZED DO007ffa7272829d SystemEaterDependency . ResourceHog. Loop{Int32)
0000008CR3DIE420 OO007ffa?a7a?die SystemEater Program. Main(System String[]) [C:UsershafishDesktopmep windowsinternalsnSystemEater~Program.cs @ 9]

[0 000> |
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J) Dump CAUsers\afish\Desktop\AdditionalTools\ Traces\SystemEater.dmp - WinDbg:10.0.22621.1778 AMD&4 - X
File Edit View Debug Window Help
| | EEREEHER®BFE | 0 DREEEREOBE

R

Command

Fiiaias/usdg 3 ld4 System. WeakRelerenced{oysten.llagnostics. lracing. kventsources| | =
Fifaadcafdl 1 184 Systen. Buffers. ArrayPoolEventSource

Pffa7alefS60 1 184 Systen. Het HetEventSource

7ffa7ated4d0 1 184 Systen. Het HetEventSource

Fffa7ad?hiln 3 192 Systen. Reflection. RuntimeModule

Pffa7afB7A030 4 192 Systen. Reflection. Runtimelssemnbly

7ffa728B80238 3 192 System. Reflection.HemberFilter

Fifaadlifell 8 192 System. UInt32

Tffa7aB7daB0 1 200 Systen Collections. Generic. HashSet<System.RuntimsTypes+Entry[]

7f£a7a8c8370 1 200 Systen. Globalization. HumnberFormatInfo

7Efa7285d970 1 208 System.Globalization CalendarDatal]

Fffa7a895208 1 208 System. Double[]

7ffa7288fb8E 7 224 Systen. Diagnostics Tracing EventSourceattribute[]

Fffa7a89ch78 4 224 Systen. RuntimeType+RuntimneTypeCache+tenberInfoCache<Systen. Reflection. RuntineFieldInfos
Fffa7a87d058 5 232 Systen. Type[]

7f£a72873608 10 240 Systen. Diagnostics. Tracing EventTask

Fffa7a873868 10 240 Systen.Diagnostics. Tracing. EventOpcode

Fffaadcad? 8 1 240 Systen. Buf fers TlsOverPerCorelockedStacksArrayPool<System. Char»+PerCorelockedStacks[ ]
7ffa7285f160 g 256 Intsrnal Win3d2 SafeHandles SafeRegistryHandle

Fffaalceddl } 264 Systen. TimeZonelnfotidjustnentRule

Fffa7adfdbhf El 279 System. Boolean ]

PEfa7a873370 7 280 Systen. Diagnostics. Tracing EventSourceittribute

7ffa7aBedbf B 1 280 System. Het Sockets SocketsTelenstry

Fifa7adzed2s 1 288 System. Collections Generic Dictionary<System String. System.Object>+Entry[]
PffaTabela?l [ 288 MWicrosoft Wind2 RegistryHey

7E£a7a870728 4 352 Systen. Diagnostics. Tracing. EventCommandEventirgs

Fifa7adibfdn 15 360 System. Int32

Tffa7aBahthh 2 376 System UInthd[]

7ffa7a83=3b0 1 384 Systen. Diagnostics. Tracing. RuntinsEventSource

Fifa7aldciall & 384 System. Action

Fffa7abchabi 5 400 Systen. TimeZoneInfo

7ffa7a882298 4 432 Systen Reflection.RuntimePropertyInfal][]

Fffa7a85bib0 4 448 System. Globalization Culturelnfo

Fffa7alc9698 1 456 Systen. Buffers TlsOverPerCorelockedStacksArrayPool<System. Char»+Threadlocalhrray([]
7ffa72855b68 [ 480 Systen.Collections. Gensric. Dictionary<Systemn.String. System.Stringr
Fffa7222100E8 1z 488 Systen. Reflection.BuntimePropertyInfol]

Fifa7ad3fib0 [ 624 System. IntPtr[]

PEfa7al0cc2B 5 640 Systen Reflection.FieldInfaol]

7ffa7a8c0f30 10 640 Systemn. Diagnostics. Tracing. ScalarTypelnfo

Fifa7adc2410 10 640 System. Func<System Object. System.Diagnostics. Tracing.PropertyValuer
Tffa7aBe20a0 5 680 System UIntl6]]

7ffa7a8502=8 12 768 Interop+advapii2+EtwEnableCallback

7ffa?afcebe 34 816 SystemEaterDependency.SomeBigObject

Fffa7afll?chl az 888 Systen. Intfd

7ffa72879£18 El 936 Systen. Reflection.RuntimePropertyInfo

Fffa7alcf 200 & . 126 SystemEaterDependency.SomeBigObject[]

Fffa7adcdb?8 5
Pffa7a83£300 1z
Pifatatelcal 44
Zffa7adesbhi 44
TifaTaBsbobE 44
JffaTaldedfll 44
Fifaatedfnn 44
7ffa7a85d060 4
Zffa7agebbal 47
Fifaade2?al 1
Fffa7abfcasl 14
Pffafabess2l 44
Fifa7agz22100 e
Fffa7a778390 76
Fffa7a878058 2
Fffa7ag2e000 l4g
Fffa7aflidag 149
Pffa7agidfed 149
Fffa7alallb 149
Fifa7addchcl 56
TifaTaBald6l 149
Fffa7a8747d8 24
Fifaaldfecal 5

1
1.244 System UInt32[]
1,344 System. Diagnostics. Tracing. EventSource+OverrideEventProvider
1.408 Microsoft.Win32. SafeHandles. SafeRegistryHandle
1.408 System Het IPAddress[]
1,408 Systen. Het IPEndPoint
1,760 System. Het . Sockets. UdpClient
1.760 System Het Internals SocketAddress
1.824 Systen Globalization CultureData
1,880 Systen. Het IPiddress
2,072 System UIntl16[]1[]
2.104 System Reflection. RuntimsFisldTnfol]
2,112 System. Het Sockets. SafeSocketHandle
2,736 System. SByte[]
3,040 System RuntineType
3,120 System. Reflection.MethodInfol]
3,552 System. Diagnostics Tracing. EventKeywords
3.576 System Byte
3,576 System. Diagnostics. Tracing. Eventlevel
3,576 System. Reflection.BuntimeEzceptionHandlingClause[ ]
3,584 System Reflection WdFieldInfo
3.584 Systen. Reflection.RuntimslocalVariableInfol[]
3,648 Systen. RuntimeType+RuntineTypeCache
3.792 System. Collections Generic Dictionary<System UIntéd, System. String>+Entry[]
Pffa7a830910 36 4,048 Systen.String[]
02187s46ad20 191 4,600 Free
Fifa7addfa2e 150 4,792 System Diagnostics Tracing Eventhttribute[]
4
5
5
7
7
g
El
El
10
13
17
1g
19
25
27
55
64

7ffa?ad27dc0 ae . 864 Systen. Exception
Fffa7aB90878 117 L6166 Systen. Text.StringBuilder
Fifa7ade?dln 44 . 632 Systen. Net Sockets. Socket

Fffa7afB78060 a1 .120 Systemn. Reflection. RuntimeMethodInfol]

FEfa7a87f2508 160 .65%6 Systen Reflection.CustondttributeRecord(]

FEfa728956C0 g . 8232 Systen. Collections. Generic. Dictionary<System. Int32, System Strings+Entry[]
Fffaabaldhf 149 536 Systen. Reflection.RuntineMethodBody

L600 Systen. Diagnostics. Tracing. Eventittribute

. 040 Systen. RuntineType[ ]

.112 Systen. RuntimeMethodInfoStub

.544 Systen Reflection.ParamsterInfol]

. 880 Systen. Signature

. 440 Systen. Diagnostics Tracing. EventParameterInfol]

. 896 Systen.Reflection.RuntinsdethodInfo

. 456 Systen. Collections. Generic Dictionary<Systemn.String. System.String:+Entrv([]

7ffa7ad7?3ang 150
7Eiatal?er0E hR-1:]
7ifa7af?f4da 149
S EYECEET L] 285
JifatabBechl 236
7ffataficlied 149
TEfa7al72370 249
Jftalabalels 13

7ffa?a??alfil 494 680 System Object[]

7ffa?af?30=0 669 . 224 System Reflection RuntimsParamsterInfo

7E£a72822620 20 152,208 System. Int32[]

7ifa7af?IZhg 11 249 480 System Diagnostics Tracing EventSource+EventMetadatal]

7ffa7a826908 2, 537 384,300 System String
FEfa7a8937cE 121 386,060 System. Char[]
FEfa7a870218 443 3,037,149 Systen Byte[]
Total &, 446 objects, 4,616,918 bytes

[0 000> |
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¥ Process Explorer - Sysinternal sinternals.com [DESKTOP-EIHI7RK\afish]
File Options View Process Find Handle Users Help
digmpdp|F<ae[[ L[ A J[ J
Process CPU  Private Bytes = WorkingSet  PID  Description Company Name
[]svchost exe 7084 K 23056 K 5160 Host Process for Windows S... Microsoft Comporation
[®]svchost exe 4380K 18556 K 4092 Host Process for Windows S... Microsoft Comporation
[®]svchost exe 8324 K 20564 K 7536 Host Process for Windows S... Microsoft Comporation
[®]svchost exe <0.01 1,864 K 7528 K 1356 Host Process for Windows S... Microsoft Comporation
[®]svchost exe 313K 11224 K 2864 Host Process for Windows S... Microsoft Comporation
[®]svchost exe 14152 K 21092K 7832 Host Process for Windows S... Microsoft Comporation
[®]svchost exe 1,500 K 7044 K 1696 Host Process for Windows S... Microsoft Comporation
[®]svchost exe 6.852K 22316 K 7392 Host Process for Windows S... Microsoft Comporation
[®]svchost exe 7936 K 34864 K 7200 Host Process for Windows S... Microsoft Comporation
[]svchost exe 1.772K 8752K 4992 Host Process for Windows S... Microsoft Corporation
=] [=]swchost exe 1792K 8.328K 4516 Host Process for Windows S... Microsoft Coporation
[]svchost exe <0.01 3544 K 21656 K 7544 Host Process for Windows S... Microsoft Comporation
[]svchost exe 5364 K 20096 K 9832 Host Process for Windows S... Microsoft Comporation
[]svchost exe 1,964 K 7.880K 7748 Host Process for Windows S... Microsoft Comporation
[]svchost exe 1,708 K 8588 K 4180 Host Process for Windows S... Microsoft Comporation
[]svchost exe 6308 K 10160 K 8488 Host Process for Windows S... Microsoft Comporation
[]svchost exe 1716 K 8488 K 6340 Host Process for Windows S... Microsoft Corporation
[&] svchost exe 2696 K 12616 K 7348 Host Process for Windows S... Microsoft Corporation [E] SystemEater.exe:3920 Properties - a X
[]svchost exe 2036K 8384 K 6404 Host Process for Windows S... Microsoft Corporation
[&=]swechost.exe. 0.01 5352K 18.400K 6436 Host Process for Windows S... Microsoft Corporation Threads TCPIP Security Environment Job Strings
[#=]swchost exe 2024 K 10.372K 4752 Host Process for Windows S... Microsoft Corporation Image Performance Performance Graph GPU Graph
[]svchost exe 1,956 K 6784 K 560 Host Process for Windows S... Microsoft Comporation
[i]svchost exe 1880 K 9.852K 10120 Host Process for Windows S... Microsoft Comporation Image File
[]svchost exe 1,596 K 11696 K 8680 Host Process for Windows S... Microsoft Comporation SystemEater
[]svchost exe 8.800K 16,424 K 10768 Host Process for Windows S... Microsoft Comporation SystemEater
[ svchost exe 1,868 K 7940K 1228 Host Process for Windows S... Microsoft Comporation Version: 1.0.0.0
() Syn TPEnh exe 00 2.840K 9,504 K 3588 Synaptics TouchPad 64bit ... Synaptics Incorporated Build Time: Thu Jul 13 15:00: 10 2023
= [{#) Syn TPEnhSenvice exe 2020K 9.004K 3456 64t Synaptics Pointing En... Synaptics Incorporated Ul Times T Jul 13 29:00:
7004 K 28244K 2184 HP Inc. Path:
196 K 148K 4 [ c:\users\afish\Desktop msp_windowsinternals|SystemEater |
B 7 System Idle Process 60K 8K 0 Command line:
S % 2908 K 18,344 K ‘ ‘C:VJsers\aﬁsh\Deskmp\msp_windowynberna\s\SystemEater\b\n\Re\ea:|
0.02 4000 K 17120K 2928 Current directory:
T.940K 19.980K 7712 Host Process for Windows T... Microsoft Corporation ‘ c: Wsers\afish\Desktop'msp_windowsinternals\s: Yhin\Relea: I
726K NIZK 5472 Autostart Location:
0.06 9.180K 40620K
18,244 K 19.348K 5188 ThunderboltService Intel Comoration [nfa | [Explore
Parent:  TOTALCMD.EXE(892)
Weril
Name User: DESKTOP-EIHI7RK \afish S
\Default
KromnDls Started:  3:35:51 AM 8/20/2024  Image: 64-bit
\Sessions\2\BaseNamedObjects Comment: [] ]
‘\KemelObjects‘\Low MemoryCondition
C:\Users\afish\Desktop'msp_wir . ‘\bin\Release\net6.0 VisTowd: [ |
\Device'CanDrv Data Execution Prevention (DEP) Status: DEP {permanent)
“Device ' ConDrv
\Device\ConDrv Address Space Load Randomization: High Entropy
“\Device"ConDrv
ey
File “\Device\KsecDD
File “\DeviceMamedPipe‘dotnet-diagnostic-5320
File \Device\CNG
File “\DeviceNamedPipe‘dotnet-diagnostic-5520
File C:\Program Files'dotnet‘\shared'\Microsoft NETCare App\6.0.21"System Private CoreLib dil
File “\Device“ConDrv

C:\Users'afish D phmsp

C:\Program H\es\dotnet\shar;d\

Microsoft. NETCare.App'6.0.

C:\Users\afish\Dx p\msp_wir i nal
C:\Program Files'dotnet sharedMicrosoft NETCare App6.0.21"System Collections dil
C:\Program Files'dotnet\shared\Microsoft. NETCore App\6.0.21\System Console.dil
C:\Program Files'dotnet shared"Microsoft NETCare App'6.0.214System. Net Sockets di
C:\Program Files'dotnet\shared\Microsoft NETCore App\6.0.21'\Microsoft Win32 Registry dil
C:\Program Files*dotnet shared*Microsoft. NETCare.App'6.0.214System. Net . Primitives.dil
C:\Program Files'dotnet‘\shared\Microsoft NETCore App'\6.0.21'Microsoft Win32 Primitives dil
C:\Program Files"dotnet \shared‘Microsaft. NETCare.App'6.0.214System. Diagnostics. Tracin...
C:\Program Files"dotnet‘\shared‘Microsoft NETCore App'6.0.21"System Net NameResoluti

[ \bin‘\Release‘net6.0\SystemE..

\bin'\Release'\netb. 0\ SystemE.
.214System. Runtime dll

C:\Program Files'dotnet\shared\Microscft NETCore App\6.0.21\System Memory di

CPU Usage: 23.50% Commit Charge: 42.43% Processes: 175 Physical Usage: 43.30%



Communication

Fiddler SPy+t
o Fiddler Classic is still free to download and use RPCMon

Wireshark Pipe Monitor

Network Monitor (NetMon, deprecated) Mailslot Monitor

Message Analyzer (deprecated)
Winpcap
TCPView
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&% TCPView - Sysinternals: www.sysinternals.com

File Options Process View Help

EHa
Process # FID Pratocol Local Address Local Part Remote Address  Flemote Port State Sent Packets Sent Bytes Revd Packets Rewd Bytes
7 [System Process] o TCP desktop-eihi7ik. 64133 20183173.22 hitps TIME_walT
[5 jhi_service.exe 4932 TCRYE [0:00:0.0.0:0:4] 43670 desktop-ehifk 0 LISTENING
T lsass.exe 956 TCP DESKTOP-EIHI7.. 43664 DESKTOP-EIHJ7.. O LISTENING
T lsass.exe 956 TCPVE desktop-eihiTik. 49664 desktop-eihi7rk. 1} LISTENING
© meedge exe 3516 TCP desktop-eihiTik. 64133 204.73197.239 hitps ESTABLISHED
[ Searchipp.exe a7es TCP desktop-eihiTik. 64113 aB82123-104-29.d... https CLOSE_WalT
[ Searchipp.exe a7e8 TCP desktop-ehifik. 64120 al04-126-37-184 .. hitps CLOSE_walT
T services.exe 932 TCP DESKTOP-EIHJ7... 49674 DESKTOP-EIHJS7.. O LISTENING
T services.exe 932 TCPYVE desktop-eihi7ik. 49674 desktop-eihi7ik. o LISTENING
W spaokv.exe 4364 TCP DESKTOP-EIHI7... 49663 DESKTOP-EIHJY.. O LISTENING
T spooksv.exe 4364 TCPVE desktop-eihi7ik. 49663 desktop-eihi7ik. 1} LISTENING
[ svchost exe 1076 TCP DESKTOP-EIHIT.. epmap DESKTOP-EIHJ7.. O LISTENING
[ svchost exe 1208 TCP DESKTOP-EIHI7.. ms-wht-server DESKTOP-EIHJ.. O LISTENING
[ svchost exe 4032 TCP DESKTOP-EIHI7.. 5040 DESKTOP-EIHJ.. O LISTENING
[ swchost exe 1304 TCP DESKTOP-EIHJ7... 496EE DESKTOP-EIHJS7.. O LISTENING
[ sychost exe 2220 TCP DESKTOP-EIHJ7... 49667 DESKTOP-EIHJ7.. O LISTENING
[8:] swchost exe 1872 TCP DESKTOP-EIHJ7... 49668 DESKTOP-EIHJ7.. O LISTENING
[m:] svchost exe 5300 TCP desktop-sihi7ik. 63382 4011311067 hittps ESTABLISHED
W7 svchast exe 6436 TCP DESKTOP-EIHI7.. ms-do DESKTOP-EIHJZ.. O LISTENING
[m:] svchost exe 1386 LpP DESKTOPEIHI7.. nip = =
[ svchost exe 7748 LDFP DESKTOP-EIHIT.. ssdp = =
[ svchost exe 7748 LDFP desktop-eihiTik. ssdp = =
[ swchost exe 1208 UDFP DESKTOPEIHJT... ms-whtserver * *
[ sychost exe 4092 UDFP DESKTOP-EIHJ7... 8050 ® ®
[8:] swchost exe 4072 UDFP DESKTOP-EIHJ7... 5353 ® ®
[m5] svchost exe 4072 UDP DESKTOP-EIHJT... limnr ® ®
[m:] svchost exe 4628 UoP DESKTOP-EIHI?.. B3875 # ®
[m:] svchost exe 7748 LpP desktop-eihi7ik. 64262 = =
[ svchost exe 7748 LDF DESKTOP-EIHIT.. B4263 = =
[ svchost exe 1076 TCPVE [0:0:0:0: 0:0:0:0] epmap 100 0:.0: 0 0:0:0] 1} LISTENING
[8:] swchost exe 1208 TCPVE desktop-ehifik. ms-wbt-server desktop-eihi7ik. 0 LISTENING
T svchostexe E426 TCPVE desktop-eihi7ik. mg-do desktop-eihi7ik 0 LISTENING
svchost exe 1304 TCPVE desktop-eihj7rk 49666 desktop-eihjfrk 0 LISTENING
svichost exe 2220 TCPVE desktop-gihj7rk 49667 desktop-aihjfk 0 LISTENING
svchost exe 1872 TCPVE desktop-eihi7ik. 49668 desktop-eihi7rk 1} LISTENING
svchost exe 1386 LDPVE desktop-eihi7ik. 123 = =
svchost exe 7748 LDPYVE [0:0:0:0: 0:0:0:1] 1500 = =
svchost exe 1208 LDPYVE desktop-eihiTik. ms-wht-server = =
svchost exe 7748 UDPVE [0:0:0:0:0:0:0:7] B4267 * *
W System 4 TCP desktop-eihj7r netbios-zen DESKTOP-EIHJ?.. O LISTEMING
W7 System DESKTOP-EIHJT... microsoft-ds DESKTOP-EIHJS7.. O LISTENING
W System desktap-gihi7k nietbios-ns ® ®
W System desktop-siifik  rstbios-dgm = -
B System desktop-eihiTik. microsoft-ds desktop-eihi7rk. 0 LISTENING

wininit.exe DESKTOP-EIHJT.. 43665 DESKTOF-EIHI7.. 0 LISTEMING
T wininit.exe desktop-gihi7ik. 43665 deskiop-eihi7ik 1} LISTENING

L EEEE

-

Endpoints: 46 Established: 2 Listening: 25 Time Wait: 1 Close Wait: 2



& Microsoft Spy++ - [Messages (Window D0670434)] — *

ﬁ Spy Messages Search  View Window Help - & X
O e @ B BE X da a0
<000086> 00670434 R WM_SETCURSOR fHaltProcessing:False -

<000087> 00670434 5 WM_SETCURSOR hwnd:00140AD6 nHittest: HTCLIENT wMouseMsg:WM_MOUSEMOVE
<000088: 00670A34 R WM_SETCURSOR fHaltProcessing:False

<000085> 00670434 5 WM_SETCURSOR hwnd:00140AD6 nHittest: HTCLIENT wMouseMsg:WM_MOUSEMOVE
<000050: 00670A34 R WM_SETCURSOR fHaltProcessing:False

<00005317> 00670A34 5 WM_SETCURSOR hwnd:00140AD6 nHittest: HTCLIENT wMouseMsg:WM_MOUSEMOVE
000052 00670A34 R WM_SETCURSOR fHaltProcessing:False

<000033> 00670A34 5 WM_SETCURSOR hwnd:00140AD6 nHittest: HTCLIENT wMouseMsg:WM_MOUSEMOVE
=<000054> D0670A34 R WM_SETCURSOR fHaltProcessing:False

<000055> 00670A34 5 WM_SETCURSOR hwnd:00140AD6 nHittest: HTCLIENT wMouseMsg:WM_MOUSEMOVE
000056 00670434 R WM_SETCURSOR fHaltProcessing:False

<000057> 00670434 5 WM_SETCURSOR hwnd:00140AD6 nHittest: HTCLIENT wMouseMsg:WM_MOUSEMOVE
<000058> 00670434 R WM_SETCURSOR fHaltProcessing:False

<000055> 00670434 5 WM_PARENTNOTIFY fwEvent:WM_LBUTTONDOWN xPos:470 yPos: 117

<000100> 00670A34 R WM_PARENTNOTIFY

<000107> 00670A34 5 WM_MOUSEACTIVATE hwndTop Level:00670A34 nHittest: HTCLIENT uMsg:WM_LBUTTONDOWN
<000102> 00670434 R WM_MOUSEACTIVATE fulctivate:MA_ACTIVATE

<000103> 00670A34 5 WM_WINDOWPOSCHANGING lpwp:000000185E8DFSFD

<000104> 00670A34 R WM_WINDOWPOSCHANGING

<000105> 00670434 5 WM_WINDOWPOSCHANGED Ipwp:000000185E8DFSFD

000106 00670A34 S message: (0093 [Unknown] wParam :00000000 IParam:000000185E8DEET0

<000107> 00670A34 R message:(x 00593 [Unknown] |Result:00000001

<000108> 00670434 R WM_WINDOWPOSCHANGED

<000105> 00670434 5 WM_ACTIVATEAPP fActive: True dw Thread|D: 00000000

<000110> 00670A34 R WM_ACTIVATEAPP

<000111> 00670A34 5 WM_NCACTIVATE fActive:True

<000112> 00670A34 S message: (0093 [Unknown] wParam :00000000 |IParam:000000185E8DESCO

<000113> 00670A34 R message: (<0093 [Unknown] |Result: 00000001

<0001 14 00670A34 S message: (k0033 [Unknown] wParam :00000000 IParam:000000185E8DEFCO

<000115> 00670A34 R message:(x 0093 [Unknown] |Result:00000001

<000116> 00670A34 S message: (0051 [Unknown] wFaram :00000000 IParam:000000185E8DEFCO

=<000117> 00670A34 R message:(x0091 [Unknown] | Resutt:00000000

000118 00670A34 S message: 0092 [Unknown] wParam :00000000 |Param:000000185E8DEF4D

000119 00670A34 R message:(x 0052 [Unknown] | Result:00000000

<000120> 00670A34 S message: 0052 [Unknown] wParam :00000000 |Param:000000185E8DEF4D

<000121> 00670A34 R message: (k00592 [Unknown] |Result:00000000

<000122 00670A34 S message: (0092 [Unknown] wParam :00000000 |Param:000000185E8DEF40

<000123> 00670A34 R message:(x 0092 [Unknawn] | Result:00000000

<000124> 00670A34 S message:x0092 [Unknown] wParam ;00000000 IParam:000000185E8DEF40

<000125: 00670A34 R message: (0092 [Unknawn] | Result:00000000

<000126> 00670A34 S message: 0092 [Unknown] wParam :00000000 |Param:000000185E8DEF40

000127 00670A34 R message: (0092 [Unknown] | Resutt:00000000

<000128> 00670A34 R WM_NCACTIVATE

000129 00670A34 S WM_ACTIVATE fActive:WA_CLICKACTIVE fMinimized:False hwndPrevious:{null)
<000130> 00670A34 5 WM_IME_SETCONTEXT fSet:1 iShow:CO00000F

<000131> 00670A34 5 WM_IME_NOTIFY dwCommand:IMN_SETCOMPOSITIONWINDOW dwCommand:0000000B dwData: 00000000
<000132> 00670434 S WM_IME_NOTIFY dwCommand:000F dwCommand:0000000F dwData:01300030
<000133> 00670434 R WM_IME_MNOTIFY

<000134> 00670434 R WM_IME_MOTIFY

<000135> 00670A34 5 WM_IME_NOTIFY dwCommand:IMN_OPENSTATUSWINDOW dwCommand: 00000002 dwData: 00000000
<000136> 00670434 R WM_IME_MOTIFY

<000137> 00670434 R WM_IME_SETCONTEXT

<000138> 00670434 5 WM_GETOBJECT dwFlags:FFFFFFFF dwObjld:FFFFFFFC

<000139> 00670A34 R WM_GETOBJECT dwRet:FFFFFFFF

<000140> 00670434 5 WM_GETOBJECT dwFlags:00000000 dwObjld:FFFFFFF4

<0001417> 00670A34 R WM_GETOBJECT dwRet:00000000

<000142> 00670A34 5 WM_SETFOCUS hwndLoseFocus:{nully

<000143> 00670434 5 WM_KILLFOCUS hwndGetFocus:00140AD6

<000144> 00670434 5 WM_COMMAND wNotifyCode:EN_KILLFOCUS wiD:15 hwndCtl:00140AD6

<000145> 00670434 R WM_COMMAND

<000146> 00670434 R WM_KILLFOCUS

<000147> 00670434 5 WM_IME_SETCONTEXT fSet:0 iShow:CO00000F

<000148> 00670434 R WM_IME_SETCONTEXT

<000145> 00670A34 5 WM_COMMAND wNotifyCode:EN_SETFOCUS wiD:15 hwndCt:00140AD6

<000150> 00670A34 R WM_COMMAND

<000157> 00670A34 R WM_SETFOCUS

<000152> 00670A34 R WM_ACTIVATE

<000153> 00670A34 S WM_SETCURSOR hwnd:00140AD6 nHittest: HTCLIENT wMouseMsg:WM_LBUTTONDOWN
<000154> 00670434 R WM_SETCURSOR fHaltProcessing:False

<000155> 00670434 5 WM_CTLCOLOREDIT hdcEdit: 14011654 hwndEdit:00140AD6

<000156> 00670434 R WM_CTLCOLOREDIT hBrush:001000FB

<000157> 00670A34 5 WM_CTLCOLOREDIT hdcEdit: 14011654 hwndEdit:00140AD6

<000158> 00670434 R WM_CTLCOLOREDIT hBrush:001000FB v

For Help, press F1 MNUM




10 Ninja - O *

File Edit VWiew 5Session Help

N-%-2-H-

B-Q0 R E- B

Filter: |File name ~ |*chrome* V| L 4 gﬁ
B wersmon x Information B x
17:32:54.329 +80:83.838 ﬁ server file opened # | | Property Value
File name: \chrome.131828.189.46155424 v Pipe monitor
File ID: @xFFFFES@FFED241A8 . :
Process: \Device\HarddiskVolume7\Program Files\Mozilla Firefox\firefox.exe Session time 00:00:25
PID: 131828 T total bytes 168,724
17:32:54.330 +80:83.0838 ﬁ Server file opened TH throughput 0
File name: ‘\chrome.131828.11@.24239958 RX total bytes 167,240
File ID: @xFFFFBES@FFRD22EER
N N X X X X RX throughput 0
Process: \Device\HarddiskVolume7\Program Files\Mozilla Firefox\firefox.exe v Through
PID: 131828 ghput calculator
17:32:54.359 +80:83.868 @1 Cannot open client file Time span no selection
File name: \gecko-crash-server-pipe.131828 T total bytes no selection
Process: \Device\HarddiskVolume7\Program Files\Mozilla Firefox\firefox.exe TX throughput no selection
BULE pri RX total bytes no selection
Error: Access is denied. : i
17:32:54.362 +8@:83.871 &) Cannot open client file ool Sz Eiiin
File name: \chrome.131028.184.28754501 ¥ Checksum calculator
Process: \Device\HarddiskVolume7\Program Files\Mozilla Firefox\firefox.exe CRC-16 no selection
PID: 117628 CRC-16 (Modbus) no selection
Error: Access is denied. CRC-16 (XModern) no selection
17:32:54.362 +8@8:083.871 Q) File ID @xFFFFBS@FF74187B0: Connection accepted CRC-16 (USB) no selection
17:32:54.362 +80:83.671 ﬁ Client file opened - = = .
File name: \chrome.131828.184.28754581 CRC-32 no selection
File ID: @xFFFFB5@18351A568 [Pvd checksum no selection
Process: \Device\HarddiskVolume7\Program Files\Mozilla Firefox\firefox.exe SUM-8 no selection
PID: 131@28 SUM-16 (little-endian) | no selection
17:32:54.362 +88:83.871 (] File ID @xFFFFBS@FF741387E0: o . :
SUM-16 (big-endian) no selection
17:32:54,362 +88:83.871 <+ G868 64 62 02 02 08 B2 B2 58 FF FF 20 28 81 2@ B2 B2 ... .. 0 eennaas - o
& @@1@ FF FF FF FF FF FF FF FF 00 00 @0 @@ D4 FF 01 00  ............ u... Log statistics
17:32:54.362 +80:083.871 ¢ G620 AC @0 @@ @@ FF FF FF 7F S5F @0 37 @0 @1 00 08 00  ........ T Line count 21,545
¢ @338 FF FF FF FF FF FF FF FF 28 08 06 08 82 88 88 88 ................ Record count 1,507
- Bed4e 00 0B BB 0B BB BB BB BB 36 67 68 68 Be 84 88 88  ................ Record file size 424 244
¢  Base o8 68 o8 o8 08 06 BB BB 50 87 B0 B0 BB B4 BB BB . .......ceeeeeaa Index file size 28,264
17:32:54.362 +88:83.871 < GOBE OB B2 B2 B2 B2 B2 BB BB B8 B BB BB B8 B4 BB BB ... .. e
o BEVE BB BR B2 82 B8 B2 BB BB 50 B7 B8 BB 35 B4 BR BR ... s e aaas
4 BBEGE 68 @8 58 3F ee B8 88 3F 15 /e e e 15 o9 e. e. P
@ BESeE a8 @8 Ce 42 58 FB FF FF 4F FE FF FF Be @4 @8 a8 N Tt P W
¢ BEAR B8 87 88 88 S8 FB FF FF 4F FE FF FF B2 a4 a2 e P N 1 x|«

Capturing Ln0 ColD Ofs 0000



IO Ninja

File Edit View Session Help

h-f«-2-B-B-QF 3 A-m &

Filter: |Mone ™ | | 84088 o gﬁ
2] msFsmon % Information & x
File name: \localhost Property Value
Process: \Device\HarddiskVolume7\Program Files\WideoLAN\WLCYvlc.exe v Mailslot tor
e e ailslof .mor_u
Error: The specified path is inwvalid. 3ession time 00:01:40
18:16:5@.356 -81:85.747 @) Cannot open client file RX total bytes 0
File name: ‘\localhost % Throughput calculator
Process: \Device\HarddiskVolume7\Program Files\VideolAN\VLCh\wlc.exe Time span no selection
PID: 84888 .
Error: The specified path is invalid. T%tutal bytes Lo EEIEEthn
15:16:50.356 -01:05.747 &) Cannot open client file TX throughput no selection
File name: \localhost) RX total bytes no selection
Process: \Device\HarddiskVolume7\Program Files\WideoLAN\WLCYvlc.exe RX throughput no selection
PID: 84888 * Checksum calculator
Error: The specified path is inwvalid. CRC-16 no selection
18:16:50.357 -@1:@5.746 & Client file opened CRC-16 (Modbus) o selection
File name: ‘\localhost\EF\mp3\Musich\Russian\Anacondaz\2818 - A Teba Hukorga = S = =
File ID: BxFFFFESR1BADESE3R CRC"IE-'l:KPﬂCElEﬂ'I] no selection
Process: \Device\Harddiskvolume7\Program Files\WideoLAN\WLCh\vlc.exe CRC-16 (USB) nao selection
PID: 54888 CRC-32 no selection
18:16:58.357 -81:85.746 ﬁ File closed [Pv4 checksum R
18:17:55.374 -@8:88.729 ﬁ Capture stopped SUM-8 no selection
18:17:56.104 +89:80.888 4/ Session started — . —
15:17:56.104 +00:00.000 ) Capture started with filter * S3UM-16 (little-endian)  no selection
18:18:86.333 +80:10.220 & Client file opened 5UM-16 (big-endian] | no selection
File name: \;LanmanRedirector v Log statistics
File ID: @xFFFFBS@1GADEI7DA Line count 199
Process: \Device\HarddiskVolume7\Windows\System32\svchost.exe Record count 20
PID: 2552 .
18:18:06.333 +0@:18.220 g4t File closed Record file size 3,952
18:19:84.171 +81:88.867 & Server file opened Index file size 1,224
File name: \NET\GETDC2766E@BB
File ID: @xFFFFB58182765698
Process: \Device\HarddiskVolume7\Windows\System32\lsass.exe
PID: 824
18:19:84.171 +81:88.867 & Client file opened
File name: \WLADIMIR-WIN1&*\MAILSLOT\MET\NETLOGON
File ID: @xFFFFE>@182B4AD58
Process: \Device\HarddiskVolume7?\Windows\System32\lsass.exe
PID: 824

18:19:88.683 +81:12.579

File closed
File ID @xF

A9

FFFB5@182765696: File closed

L4

Capturing
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@ RPCMon - RPC Monitor Based Windows Events (Administrator) - X
File DB Options Help

YR ERY |

FID TID ProcessName uuio Module Service Function Protocol Endpoint ImpersonationLevel TaskName: R
b216 344 SECOMNE4 11f25515c879-400a-98% b0 7445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4330 svchost 11f25515¢875-400a-58% b 07445092 lsm dil LSM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
1524 1976 svchost 00000136- -000- pess.dil RpcSs SCMActivator | LRPC epmapper Impersonate RpcClientCallStart
1076 2456 svchost 00000136 000 rpess.dll RpcSs SCMActivator I LRPC epmapper Default RpcServerCallStart
1076 8456 svchost 00000132- 000- NWA NAA NAA LRPC OLES51EGDDIFA6ER1D184DCBCTAFBAE Impersonate RpcClientCallStart
1824 8064 svchost 00000132 000 NWA NVA NVA LRPC OLES51E6ODIFEEEE1D184DCECTAFBAE Default RpcServerCallStart
1524 8064 svchost e60c73e6-88%-11cf-9af 1-D020af6e 724 pess.dl RpcSs Serverfllocate0lDs LRPC epmapper Impersonate RpcClientCallStart
1076 5708 svchost e60c73e6-855-11cf-9aF1-0020af 6 724 poss.dll RpcSs ServerAllocate0lDs LRPC epmapper Defautt RpcServerCallStart
b216 3952 SECOMNE4 11f25515c879-400a-98% b 7445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4380 svchost 11f25515-c875-400a-58% b 0744509 lsm dil LSM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
5216 11148 SECOMNE4 11f25515c879-400a-98% b 07445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4330 svchost 11f25515c875-400a-98% b0 7445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
1524 1976 svehost 00000136 000- pessdl RpeSs SCMActivato I LRPC epmapper Impersonate RpcClientCallStart
1076 8456 svchost 00000136 000 mpess.dil RpcSs SCMActivator | LRPC epmapper Default RpcServerCallStart
1076 8456 svchost 00000132- 000- NWA NVA NVA LRPC OLES51EGDDSFE6ER1D184DCBCTAFBAE Impersonate RpcClientCallStart
1524 8064 svchost 00000132 000- WA MNNA NVA LRPC OLES51E60DIFE6EE1D184DCBCTAFBAE Default RpcServerCallStart
3504 2872 RPCMan 4f32adcB-6052-4a04-8701-293ccf2096(0 sspich.dil SspiClientCallback LRPC Isasspipc Default RpcClientCallStart
956 a7 Isass 432adcB-6052-4a04-8701-293ccf 20960 sspicli dil SspiClientCallback LRPC Isasspipc Default RpcServerCallStart
3504 2872 RPCMan 432adcB8-6052-4a04-8701-293ccf 209660 sspich.dil NVA LRPC Isasspipc Default RpcClientCallStart
956 a7 Isass 4f32adcB-6052-4a04-8701-293ccf2096(0 sspich dil NVA LRPC Isasspipc Default RpcServerCallStart
5216 9328 SECOMNGB4 11f25515-c875-400a-98% b 07445092 lsm dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4380 svchost 11f25515c879-400a-98% b0 7445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
5216 7964 SECOMNG4 11f25515¢875-400a-58% b 07445092 lsm dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4380 svchost 11f25515c873-400a-98%-b074d5 092 Ism dil LsM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
1524 1576 svchost 00000136 000 rpess.dll RpcSs SCMActivator I LRPC epmapper Impersonate RpcClientCallStart
1076 8456 svchost 00000136 000- pese.dl RpcSs SCMActivator I LRPC epmapper Default RpcServerCallStart
1076 8456 svchost 00000132 000- WA NAA NVA LRPC OLES51E60DIFEEEE1D184DCECTAFBAE Impersonate RpcClientCallStart
1524 8064 svchost 00000132 000 NWwA NVA NVA LRPC OLES51E60DSFEEEE1D184DCECTAFBAE Default RpcServerCallStart
2264 1292 explorer 60c7326-80-11cf-9af 1-D020af b 724 pessdl RpcSs _Serverfree0XIDAndOIDs LRPC epmapper Impersonate RpcClientCallStart
1076 8456 svchost e60c7326-389-11cf-9af 1-0020af6e 724 mpess.dil RpcSs _ServerFreeQX|DANdOIDs LRPC epmapper Default RpcServerCallStart
5216 5800 SECOMNG4 11f25515c875-400a-98% b 07445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
128 4380 svchost 11f25515-c879-400a-98%-b074d5 09K Ism dl L5M RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
b216 7464 SECOMNE4 11f25515c879-400a-98% b0 7445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4330 svchost 11f25515¢875-400a-58% b 07445092 lsm dil LSM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
1524 1976 svchost 00000136- -000- pess.dil RpcSs SCMActivator | LRPC epmapper Impersonate RpcClientCallStart
1076 2456 svchost 00000136 000 rpess.dll RpcSs SCMActivator I LRPC epmapper Default RpcServerCallStart
1076 8456 svchost 00000132- 000- NWA NAA NAA LRPC OLES51EGDDIFA6ER1D184DCBCTAFBAE Impersonate RpcClientCallStart
1824 8064 svchost 00000132 000 NWA NVA NVA LRPC OLES51E6ODIFEEEE1D184DCECTAFBAE Default RpcServerCallStart
5216 7780 SECOMNG4 11f25515c875-400a-98% b 07445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
128 4380 svchost 11f25515-c879-400a-98%-b074d5 09K Ism dl L5M RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
b216 10252 SECOMNE4 11f25515c879-400a-98% b 7445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4380 svchost 11f25515-c875-400a-58% b 0744509 lsm dil LSM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
1524 1976 svchost 00000136- -000- pess.dil RpcSs SCMActivator | LRPC epmapper Impersonate RpcClientCallStart
1076 8456 svchost 00000136 000 pess.dl RpcSs SCMActivator I LRPC epmapper Default RpcServerCallStart
1076 8456 svchost 00000132- 000- NWA NAA NAA LRPC OLES51EGDDIFARER1D184DCACTAFBAE Impersonate RpcClientCallStart
1824 8064 svchost 00000132 000 NWA NVA NVA LRPC OLES51E6ODIFEEEE1D184DCECTAFBAE Default RpcServerCallStart
5216 6060 SECOMNG4 11f25515¢875-400a-58% b 07445092 lsm dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4380 svchost 11f25515c873-400a-98%-b074d5 092 Ism dil LsM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
3672 10528 RuntimeBroker 41%241e¢c125-11ce-abff-0020af6e7a17 rpess.dll RpcSs ServerRevokeClsid LRPC epmapper Impersonate RpcClientCallStart
1076 8456 svchost 41X241ec12a-11ce-abff-D020afbe7a17 pess.dl RpcSs ServerRevokeClsid LRPC epmapper Default RpcServerCallStart
T2 11236 taskhostw '9d420415b8b-4f4a-8c53-45022ad 30cad PlaySndSrv dil |_PlaySoundk PostMessage LRPC PlaySoundKRpc2 Default RpcServerCallStart
5216 4192 SECOMNG4 11f25515c875-400a-98% b0 7445092 Ism dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart
1128 4380 svchost 11f25515-c875-400a-98% b 07445092 lsm dil LSM RpcGetUserToken LRPC LSMApi Default RpcServerCallStart
1524 1976 svchost 00000136 000 mpess.dil RpcSs SCMActivator | LRPC epmapper Impersonate RpcClientCallStart
1076 8456 svchost 00000136 000- pese.dl RpcSs SCMActivator I LRPC epmapper Default RpcServerCallStart
1076 8456 svchost 00000132-0000-0000-000-000000000046 N NAA NAA LRPC OLE951E60DIFEEEE1D184DCBCTAFBAE Impersonate RpcClientCallStart
1524 8064 svchost 00000132 000 NWA NVA NVA LRPC OLES51E60DSFEEEE1D184DCECTAFBAE Default RpcServerCallStart
5216 3496 SECOMNG4 11f25515¢875-400a-58% b 07445092 lsm dil LSM RpcGetUserToken LRPC LSMApi Impersonate RpcClientCallStart v

Shown events: 265/265 | Selected events: 1 DB File: RPC_UUID_Map_Windows10_1909_18363.1977.rpcdb json
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CTRL+ALT+HOME activates
the connection bar.

Please change that to a
different combination.

HTTPS://LEARN.MICROSOFT.COM/EN-
US/WINDOWS/WIN32/TERMSERV/TERMINAL-SERVICES-SHORTCUT-

KEYS



https://learn.microsoft.com/en-us/windows/win32/termserv/terminal-services-shortcut-keys

& Monitoring - APl Monitor v2 64-hit
© File Edit View Filter Tools Window Help

iE-W G cla@EOcE G a8 s

B x|

5 - el % 8 || A Modules -|

[#]- |:| n Additional Resources
[ |:| n Application Installation and Servicing
-] [l] Audio and Video
[ |:| n Component Object Madel (COM)
[#]- |:| n Data Access and Storage
[ |:| n Delta Compression
-] [}l Devices
[ |:| n Diagnostics
- |:| n Documents and Printing
[ |:| n Graphics and Gaming
w1 [ internet
[ |:| n Microsoft .MET
-7 [ WT Native
[ |:| n Metscape Portable Runtime
- |:| n Metwork Security Services (N55)
[ |:| n Metwarking
@[] [l] Office Development
[ |:| n Scripting Runtime Library
-] [l] security and Identity
[ |:| n System Administration
-] ] System Services
[ |:| n Undocumented (UnDoc d)
w1 ] virtualization
[ D n Visual C=+= Run-Time Library
-] ] Web Development
= IE‘ n Windows Application Ul Development
[ [ Accessibility
D n Data Exchange
|:| m Desktop Window Manager [DWHM)
D n Dialog Boxes
|:| m Internationalization for Windows Applications
D n Menus and Other Resources
[ [ user Interaction

l 585580014 paIoUO |y |§]J l sasganold Buiuuny [g” l 1814 |d%

E| IE m Windows and Messages

D n Hooks

m Messages and Message Queues
|:| l Multiple Document Interface
[ [ Timers

|:| l Window Classes

O [ window Procedures

|:| l ‘Window Properties

O [ windows

[ [ windows Driver Kit
|:| n ‘Windows Environment Development
[ [ wireless Networking

-Capmle mDisplay | D External DILL

[EI Hex Buffer l [EI Cutput l Parameters l [ﬁ Call Stack l
Ready

— x

API Q, Return Value Error Duration &
TranslateMessage [ Ox000000fbeatffro0 ) FALSE 0.0000003
PeekMessageW { 0x000000fbeab7f320, NULL, @, 0, PM_REMOVE) TRUE 0.0000532
DispatchMessageW ( (x000000fbeatff 700 0 0.0000154
GetMessageW ( 0wD00000fb eabff700, NULL 0, 0} TRUE 0.9870702
DispatchMessageW [ (x000000fbeab 7990 0 0.0000470
PeekMessageW ( Ox000000f beab7f MULL, 0, @, PM_REMOVE ) FALSE 0.0000004
PeekMessageW { 0x000000fbeabffa30, NULL, 0, 0, PM_REMOVE ) FALSE 0.0000006
PeekMessageW ({ Ox000 NULL, 0, 0, PM_REMOVE) TRUE 0.0000684
TranslateMessage [ 0w FALSE 0.0000002
DispatchMessageW [ 0x000000fbeabffr00 o 0.0000136
GetMessageW ( 0x000000fb ea6ff700, NULL, ©, 0) TRUE 1.0086865
DispatchMessageW [ (x000000fbeab 7390 } 0 0.0000640
PeekMessageW { Ox000000fbeab7f9%0, NULL, 0, 0, PM_REMOVE) FALSE 0.0000002
TranslateMessage [ OwD00000Fbeabffr00 FALSE 0.0000002
PeekMessageW { Ox000000fbeab7f NULL, @, 0, PM_REMOVE) TRUE 0.0000093
DispatchMessageW { 0x000000fb ea6ff700 4] 0.0000113
DispatchMessageW [ (x000000fbeab (1] 0.0000116
GetMessageW [ (x000000fbeabff700, NULL, 0, 0)
PeekMessageW { 0x000000fbeab7f320, NULL, @, 0, PM_REMOVE) FALSE 0.0000001
PeekMessageW { Ox000000fbeabffa30, NULL, O, 0, PM_REMOVE ) FALSE 0.0000006
TranslateMessage [ Ox000000fbeatffro0
PeekMessageW [ Ox000000fbeab7f NULL, 0, 0, PM_REMOVE )
DispatchMessageW ({ 0x000000fbeatff700 ) 0.0000110
DispatchMessageW { (x000000fbeab 7390 (1] 0.0000107
GetMessageW [ 0x000000fbeabff700, NULL, G, 0)
PeekMessageW [ OxD00 FALSE 0.0000002
TranslateMessage [ OxD FALSE 0.0000004
DispatchMessageW ([ 0xD00000fbeab 4] 0.0000158
PeekMessageW { Ox000000fbeab7f NULL, @, @, PM_REMOVE) TRUE 0.0000235
GetMessageW [ 0x000000fbeabff700, NULL, 0, 0)
DispatchMessageW ( DxD00000fbeab 0} [H] 0.0001056
PeekMessageW { Ox000000fbeab 7920, NULL, 0, 0, PM_REMOVE) FALSE 0.0000002
PeekMessageW [ Ox000000fbeabffa30, NULL, 0, 0, PM_REMOVE ) FALSE 0.0000005
TranslateMessage { Ox000000fbea6ffro0 ) FALSE 0.0000003
PeekMessageW [ Owd NULL, 0, 0, PM_REMOVE) TRUE 0.0000304
DispatchMessageW [ Dx000000fbea&ff 700 H 0.0000143
GetMessageW ( 0x000000fbeabff700, NULL, 0, 0)
DispatchMessageW ([ (xD00000fbeab 0} [+] 0.0000287
PeekMessageW ( 0x000000fbeab7f9%0, NULL, 0, 0, PM_REMOVE) FALSE 0.0000003
TranslateMessage [ Ox000000fbeatffro0 ) FALSE 0.0000004
DispatchMessageW | 0x000000fb ea6ff700 ] 0.0000151
PeekMessageW { Ox000000fbeab7f9%0, NULL, 0, 0, PM_REMOVE) TRUE 0.0000377
GetMessageW [ Ox000000fbea&ff700, NULL O, 0)
DispatchMessageW [ (x000000fbeab7i990 ) 0 0.0000446
PeekMessageW [ Ox000000fbeab7f990, NULL, 0, 0, PM_REMOVE ) FALSE 0.0000003 v
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© File Edit View Filter Tools Window Help

X

l SA5530014 palojuo |y |§j] l sagsanold Guuuny [g”

Ready

75 KB

E-d G [o]la@EOcE &§ s Bk Wis e
Summary | 1%4calls | 75KBused
5 - el % 8 || A Modules -|
=-[m [| Messages and Message Queues # Time of Day Thread Module APl Q% Return Value Error Du ™
-8 £ usersz.dil 43 B41:25.62TAM 6 IMM32.DLL SendMessage\V [ 0xD00000000009051 c, WM_IME_SETCONTEXT, 1, 3221225487 ) 0 0.
BroadcastsystemMessage rr 24125.629AM 6 IMM32.DLL SendMessage\W [ 0x000000000009051 ¢, WM_IME_SETCONTEXT, 0, 3221225457 ) 0 0L
BroadcastSystemMessageExa 45 3:41:31.926 AM 1 IMM32.DLL SendMessageW [ Ox0D0000D0000A0652, WM_IME_SETCONTEXT, 1, 3221225487 0 ot
BroadcastsystemMessageBxi 6 241:31.926 AM 1 IMM32.DLL SendMessageW [ 0x00D00000000d0652, WM_IME_SETCONTEXT, 0, 3221225487 ) 0 0L
=] Dispatchi A
DfSpatchMe“ag"w 47 241:31.926 AM 1 IMM32.DLL SendMessageW [ OxD0OD0OD0ODDEDSe, WM _IME_SETCONTEXT, 1, 3221225487 0 ot
1spatcl essage’
c tT et g 18 8:41:31.926 AM 1 IMM32,DLL SendMessage\W [ 0x000000D0D00BDSFe, WIM_IME_SETCONTEXT, 0, 3221225487 0 od
etinputState
Cethessaged 49 B:41:31.926 AM 1 IMM32.DLL SendMessageW [ 0x000000D0D00F0434, WIM_IME_SETCONTEXT, 1, 3221225487 0 04
GetMessagebxtrainfo 50 B:41:31.926 AM 1 IMM32.DLL SendMessageW [ 0x000000D0D0OF0484, WM_IME_SETCONTEXT, 0, 3221225487 ) 0 od
=] GetessagePos 51 841:31.927TAM 6 IMM32.DLL SendMessage\W [ 0x000000D00009051 ¢, WM_IME_SETCONTEXT, 1, 3221225457 ) 0 o0d
3] GethMessageTime 52 B:41:33.498AM 6 mstscax.dil PostMessageW [ 0x000000000009051c, WM_KEYDOWN, 162, 1900545 ) TRUE i
2] GetMessageWw 53 B41:33.604AM 6 mstscax.dil PostMessageW [ 0x000000000009051c, WM_KEYDOWN, 164, 3670017 ) TRUE o0d
GetQueuestatus 54 8:41:33.679AM 6 mstscax.dil PostMessageW [ 0x000000000009051c, WM_KEYDOWN, 45, 22151169 TRUE ol
InSendMessage 55 B:41:33.814AM 6 mstscax.dil PastMessageW [ 0x000000000009051c, W_KEYUP, 45, -2125332479 ) TRUE od
InSendMessageEx 56 841:33.846AM 6 mstscax.dil PostMessageW [ 0x000000000009051c, WM_KEYUP, 164, -2143813631) TRUE od
PeekMessageh 57 B:41:33.873AM 6 mstscax.dil PostMessageW [ 0x000000000009051c, WM_KEYUP, 162, -2145583103 ) TRUE o0l
PeekMessageW 58 8:41:34.052AM 6 mstscax.dil PostMessageW ([ 0x000000000009051c, WM_KEYDOWN, 162, 1900545 ) TRUE od
PostMessageA 59 8:41:34.078AM 6 mstscax.dil PostMessageW [ 0x000000000009051c, WM_KEYDOWN, 164, 3670017 ) TRUE ol
PostMessageW 60 B:41:34218AM 6 mstscax.dll s 0.
PostQuitMessage _ mstscax.dil &
PastThreadMessagen 62 B42.07.623AM 6 IMM32.DLL APl PosthMessageW i
PostThreadMessageW 63 BAZOT.623AM 1 IMM32.DLL SendMessageW [ (x0000000000090398, WM_IME_SETCONTEXT, 1, 3221225487 Module User32.dll 0L
=] RegisterWindowMessageA 64 242.07.623AM 1 IMM32.DLL SendMessageW [ 0x0000000000090398, WM_IME_SETCONTEXT, 0, 3221225487 ) Category Messages and Message Queues o€
RegisterWindowM W
Reg:s: indowliiessage 65 84207.623AM 1 IMM32.DLL SendMessageW [ 0x0000000000080524, WM_IME_SETCONTEXT, 1, 3221225467 0
H 2 essage
< p:M g " B6 8:42:07.623 AM 1 mstscax.dll SendMessageW ( On00000000001601ee, WM_NOTIFY, 590744, 385610150128 ) PosthMessageW | o
=1 sendhlessage = ’ N - 0x000000000009051¢,
cendMessageCallbacka 67 B4207.624 AM 1 mstscax.dil SendMessageW [ 0x00000D0D0D0B0524, WM_USER=12, 3, D) T od
sendMessageCallback 68 B:42:07.624 AM 1 mstscax.dil SendMessageW [ 0x0D00000000080524, WM_USER=12, 4, 0) 36, od
3] sendMessageTimeauta &9 24207624 AM 1 mstscax.dil SendMessageW [ (wOOD000DDDODBOS24, WM_USER+94, 1, 16 . 21430273 0£
SendMessageTimeout 70 B:42:07.624 AM 1 COMCTL32.dII SendMessageW [ 0x0D00D0D0D0090398, WM_NOTIFY, 0, 385610146752 ) ’ od
SendMessagew 7 B42.07.624 AM 1 mstscax.dil SendMessageW [ 0x0D0000D0D00BDS24, WM_USER+04, 4294967295, 33 ) 1 od
SendNotifyMessageA 72 B4207.624 AM 1 COMCTL32.dIl SendMessageW [ (x0DODDOODDDDI0398, WM_NOTIFY, 0, 385610145584 ) 0 od
=] sendNotifyMessageW 73 B:42:07.624 AM 1 COMCTL32.dII SendMessageW [ 0x0D0D0DODOD0I053c, WM_USER+53, 0, 385610145440 ) 1 od
SetMessageExtralnfo 74 BAZ0T.624AM 1 COMCTL32.dlII SendMessageW [ (x0D0DODODOD0Z053c, WM_USER=17, 0, 385610145440 1 od
TranslateMessage 75 B:42:07.624 AM 1 COMCTL32.dII SendMessageW [ 0x0D0000000009053c, WM_USER+54, 0, 385610145440 0 od
W
3] WaitMessage . PP v e S e e+ e e e e e - =
£ >
[j---|:| m Multiple Document Interface
-] ] Timers
=] m Window Classes #  Module Address Offset Location
w0 [l] Window Pracedures 1 mstscaxdll OxD0OOTFIOF4eTOTE Oxb707F
-] [l] Window Properties 2 mstscandll 0x0000TFI9f4557b1 0x257h1
-0 [l windows 3 mstscaxdll 0x0D007FFE9A53Fd2 Dx23fd2
-0 [l] windows Data Types 4 mstscaxdll 0xDODOTF99Fe2fc2 Oxb2fc2
-] [] Windows Driver kit
[]---D m ‘Windows Environment Development
-] ] Wireless Networking
|l capture |3 Display | ] External DLL
[EI Hex Buffer l [EI Cutput l E Parameters: PostMessageW [User32.dll) l
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File Edit View Debug Window Help
| 2| (Bl =HE e (O EHEREEREEOBEE| =] A

Command B
ModLoad: UOUO/Lr3 debsUUU0 OUUO LY dodZu00 CW1lndows SYstends ~osSCcapl .ol Ll
HodLoad: 00007££9°=9380000 00007££9 =9421000 Swwindows SYSTEMIZ2wpolicymanager . dll
ModLoad: 00007££9° bfa60000 00007££9 bEbOSOOO Windowsssystend2~WINSPOOL . DEV
HodLoad: 00007££9° =a?b0000 00007££9 ea?ef000 “windows~Systeni2netprofm.dll
HodLoad: 00007££9°dd010000 00007££9 dd0z20000 ~windows Systemnd2 npnpro=y.dll
ModLoad: 00007f£f9° =40=0000 00007££9 =40£7000 swindows~SYSTEM 32 ~dhcposwot . DLL
ModLoad: 00007f£f£9 =6620000 00007£f9 =6634000 windows~SYSTEM3 2 dhcposve . DLL
HodLoad: 00007££9°a00£0000 00007££9 al4a5000 “windowsnSystend2nDriverStoresFileRepositoryspron=003 . inf_amded_ddecfcB8de?9be224~Amde4~FrintConfig.dll
ModLoad: 00007££9°f2=20000 00007££9° f2=4=000 “windows SVETEMI2~TSERENY . d11
ModLoad: 00007££9 chbe20000 00007££9 che52000 “windowsnSYSTEMI2Nprntwpt . dll
ModLoad: 00007££9°d7330000 00007££9°d7514000 “windows~S¥YSTEHIZ2“urlnon . dll
HodLoad: 00007££9°defc0000 00007££9°de97<000 “Windows Systemnd2~iertutil dll
HodLoad: 00007££9°a9c30000 00007££9 29406000 “Windows Systemd2~jscript .dll
HodLoad: 00007££f9 dase0000 00007££f9 das=sel000 wProgramData~Microsof t~Windows Defender~Flatform~4.18. 24070 5-0~MpOaw.dll
ModLoad: 00007££9°£2d30000 00007E££9° f2dd2000 windows~SY¥YSTEMIZ2~=sx=s.dll
ModLoad: 00007££9% 49040000 00007££9°d912b000 “Windowsssystend2~Bopd?Llangs . dll
HodLoad: 00007££9°d8a70000 00007££9 d8a9d000 “Windows systemnd2~bopd?mrm. dll
ModLoad: 00007££9°c7530000 00007££9° c755a000 “windowsssystend2 spool“DRIVERSx6d~3-FESUI DLL
ModLoad: 00007££9 bd200000 00007££9 bd229000 swindowshsvstend 2 spool»DRIVERSxe 4~ 3I~FESWZRED 41l
ModLoad: 00007££9°294f0000 00007££9° 2955L000 “windowshsystend 2 spool~DRIVERS-xe4~3I~FESTIFF .d11
ModLoad: 00007££9 bcbhba0000 00007££9 behbe2000 “windows SYSTEM3I2WTAPII2 dl1
HodLoad: 000001c6°d0410000 000001ce " d0ac3000 swindowstsystemnd 2 spool~DRIVERS-x64~3~FISRES . DLL
HodLoad: 00007££9° 29420000 00007££9°a%4ed000 swindowsssvstend2 v spool~DRIVERS-x64~3~FISAPI DLL
HodLoad: 00007££9 =acd0000 00007£f9° =acddOno wwindowsseysten3dZ2sspool“DRIVERS-x64~3-~FEISDRY . DLL
(1lch8.2264): Break instruction exception — code 80000003 {(first chance)
ntdll ! DbgEreakPoint :
00007££9°£58£0010 co int 3
0:025> bu bu 0=00007££99f4=707f
*%% Bp expression 'bu ' cantalns symbols not gqualified with module name.
Range error in 'bu bu 0=x00007££99f4=707f"

slsininininielisislialninislininlninininiela e Naly

0:025> bu 0=00007£f99f 427074

*%% [Inable to resolve ungqualified symbol in Bp expression 'bu
0:025: g

Breakpoint 1 hit

nzt=cax |PAL_System_ThreadSignalPul=se+0=x2b:

nooo7££9 9£4=2707f 0£1£440000 nop dword ptr [raz+trax]
0:002> kb

# Retiddr . Args to Child ; Call Site
00 00007££9°9f£4557b1 : 49470beb as?85134 0000e=dd”98a034a2 000053347 00=labeb 000001ce bd42debol @ mstscax!PAL System_ThreadSignalPulse+0x2b
01 00007££9°9£453£d2 : goooooooToo00o00o000 00000059 c84fefed 000000007 00000000 000000007 00000000 : mstscax!CTSThread: :SignalEventQueus+0x71

00007££9° 9fdelfc? : 000001c6°b188d540 000001c6 b4266740 000000007 00000000 000OOOS9 00000001 mstscax|CTSThread AddCallback+03392

00007££9°9£487635 : goooooooToo0o00o000 oooooOODOOD™ 00000000 00000000 00000024 00000000 00002000

4 00007££9°9£486285 : goooooooTo0000100 00000000 00000000 00000000 00000024 000001=6"b3sebi2E mstscax!CTSInput : IHPo=ztMessageToMainWindow+0xlch
05 00007££9°9f4861a8 ooooooootooo0no00l 000000007 01470001 000000007 01af054d 000000007 0009051 @ mestscax!CISInput: : IHInputCaptureWndFroc+0=95

#%% [fnable to resolve unquallfled =ynbol in Bp expression 'bu '.
06 00007££9°£3fbeBER : 0ooooooot00000001 00000059 c84££540 00000000 00000000 00000000 80000022 : mstscax!CTSInput::IHStaticInputCaptureWndProc+0=58
07 00007££9°£3fbe299 : 0oooooo0O0-00003dff 00O07££9°9£486150 000000007 0009051 000001c6° 00000100 : USER3Z21UserCallWinProcCheckWow+0=2f48

*x% [Tnable to resolve unquallfled symnbol in Bp expression 'bu '
08 00007f£f9 eachabiz : 00O07££9°9£486150 00000000 00000000 0OO0OO7E££9°9£430000 000000007 00000000 : USER3Z2!DispatchMessageWorker+0=249

09 00007£f9 eacSicdc : 000001c6 b56097e0 00007££9°£58747b1 000001ce" 0000008 0QO00QO0F££9°00000000 : apimonitor drv_=64+0xab32
Oz 000001c6 b3£1350f : 000001c6°b387daba 000000007 00000001 00000000 00000001 0O00OOOOO" 00000001 : apimonitor_drv_=64+40x3cdc
Ob 000001c6 b387daba : goooooooT00000001 00000000 00000001 00000000 00000001 000001ce b4271a90 @ O0x000001ce b3f1350f
Oc 0o0oo0o0o0" 00000001 : gooonooooToo0000001 000000007 00000001 000001ce "b4271290 00007££9°9£4375fc : 0x000001ck b387daka

0d oooooooo-oonononol : 0oooooooT00000001 000001ce b4271590 00007££9°9£4375fc 00000059 c84ff6f0 @ 0=l

0= 00000000 00000001 : 000001cE b4271590 00007££9°9£4375fc 00000059 c84££6£0 000000007 00000000 : O=l
0f 000001cE b4271a90 : 000O07££9°9£4375fc 00000059 c84££6£0 000000007 00000000 00000059 =84££318 © O=l
10 00007££9°9{4375{c : 00000059 c84f£6£0 00000000 00000000 00000059 c84££318 000000007 00000001 : O=000001ce b4271a90
11 00007E££9°9£437424 : 00000000" 00000000 49470b2b"a=785134 00000000°00001790 000053347 0019259f : mstscax!PAL System_CondWait+0=zlcc
12 00007££9°9f450£55 : 00ooooo00 00000400 00000000 00000000 00000059 c84f£fb30 000001ct bd2c3Bel : mstscax!CTSThreadInternal : :ThreadSignalWait+0=34
13 00007££9°9f451f6d : 00ooooo00T 00000000 0000OOOO0" 00000000 000001cé b42c38=0 000000007 00000400 : mstscax!CTSThread: :internalMsgPunp+0=6d
14 00007££9°9f4e6%91c ; ooooooooTo0000000 QO0O007££9°9f44e20d 000001ce " bd4266d90 00007££9° 9731900 : mstscax!CTSThread: :internalThreadMsgloop+0xlid

15 00007££9°9£888ad0 : 00007££9°9fbd5808 00000059 =84f£fb30 000000007 00000000 000001c6"b4272ab0 @ mstscax!CTSThread: : ThreadMsgloop+0xlc

16 00007££9°9£73£218% : 000001c6 bd42:38=0 000001c6 " b4272ab0 000001c6 " b42c38:0 000001c6 " b427a988 @ mstscax!CSND: :SND Main+0x148

17 00007££9°9£747932 : 000001c6 bd2c5ecl 000001c6 " b42c38=20 00000059 8272430 000000007 00000000 : mstscax!CTSThread: :TSS5taticThreadEntry+0x258

*%¥% [fnable to resolve unquallfled synbol in Bp expression 'bu .
18 00007££9° f4c47344 : goooooooToo0o00o00 ooooO0OO0™ 00000000 00000000 00000000 000000007 00000000 : mstscax!PAL System_Win3?2 ThreadProcWrapper+0=32
19 00007££9°£58a26bl : goooooooToo0o00o000 oooo0O0OO0" 00000000 00000000 00000000 000000007 00000000 : KERWEL3?|BaseThreadInitThunk+0=14
1= 00000000 00000000 : 00ooooooToo0000000 00000000 00000000 00000000 00000000 00000000°00000000 : ntdll!RtlUserThreadStart+0=x21 hd

[0 002> |

S
[EN] g
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W IDA - mstscax.dll C\Windows\System32\ mstscas.dll
e Edit Jump Search Debugger Options  Windows  Help

(=] " |

Library function [l Regulsr function Il Instruction | Data [] Unexplored = External symbol Bl Lumina function
Functions. DA View-A, Graph overview

” G i
Function name Segment IDA View-A raph overview

[F] cTsinput::HPGstiMessageTaMainWindow (uint unsigned _... .text

<
t ARG lessageToMain\Wind

Line 1 of 1, /7IHPostMessageToMainWindow @ CTsInput@ @AEAAHLK_I@Z

TGARAEF30 y Ty
16AAADF4G: - function is already typed
16A66749@: propagate_stkargs: function is already typed
16A7F9750: propagate_stkargs: function is already typed
16A7FA7EG: - function is already typed
16AAIEDIR: ¥ function is already typed
16AAADFFE: function is already typed
16A747430: ¥ function is already typed
16AABBCEE function is already typed
propagated
The initial autoanalysis has been finished.
WindowStateChange Graph overview
JumpEnterNew” failed




8 pid 7252 - WinDbg:10.0.22621,1778 AMDB4 — X
File Edit View Debug Window Help

| & | | =h | || B &G B O R E OB E] =5 A

Command n
00007££9° 9f48751e 415 paop rl4 "
Q000789 984837520 5F pop rdi

Q0007 ££9° 9£487521 3 ret

000Q7££9° 9£487522 co int 3

Q0007 ££9° 9£487523 81f=13010000 chp esi, 113h

Q0007££9° 9£487529 0£551£010000 jne mstscax | CTSInput: : IHPostMessageToMainWindow+0x 1lde (00007££f9° 9f458764e)
Q0007££9° 9£48752F bhO100000O O ehx, 1

Q0007££9° 9f487534 ehdl jmp mstscax ! CT3Input: : IHPostMessageToMainWindow+0x97 (00007££9° 9£4837507)
Q0007 f££9° 9f487536 Sha128030000 mo eax,dword ptr [roz+328h]

Q0007££9° 9£48753c be00800000 O es1, 80000

Q0007££9° 9£4837541 483hed chp rhp.rax

Q0007££9° 9£487544 0£8470010000 je mstscax | CTSInput: : IHPostMessageToMainWindow+0x24a (00007££9° 9f4876ha)
00007££9° 9f48754a ShLE744030000 O eax,dword ptr [rdi+344h]

Q0007 ££9° 984837550 4583hed chp rhp.rax

Q0007££9° 9£487553 0f84de010000 je mstscax | CTSInput: : IHPostMessageToMainWindow+0x2es (00007££9° 9F487735)
00007££9° 9£487559 SLAE748030000 O eax,dword ptr [rdi+348h]

Q0007 ££9° 9£483755f 483hed chp rhp.rax

Q0007££9° 9£487562 0£5440020000 je mstscax | CTSInput: : IHPostMessageToMainWindow+ 02338 (00007££9° 9£4877aB)
00007££9° 9f4875658 SLAE74c030000 O eax,dword ptr [rdi+34Ch]

00007££9° 9f48756e 483hed cmp rhp,rax

Q0007££9° 9£487571 0f84a4020000 je mstscax | CTSInput: : IHPostMessageToMainWindow+0x3ak (00007££9° 9£48781h)
00007££9° 9£487577 8LE750030000 O eax,dword ptr [rdi+350h]

Q0007 ££9° 9£48757d 483hed chp rhp.rax

e e e S DD DT 1=l ISInput: :IHPostMessageToMainWindow+0x4le (00007££9° 9£48788e)
00007f££9° 9f487586 4883fd24 CHIp rhp, 24k

o000 ITY 9rdosooa Orody 1030000 TE TCI3Input : : IHPostMessageToMainWindow+0x491 (00007££9° 9£f487901)
Q00O7££2° 9£437590 4883£d2d CHIp rhp, 20k

00007££9° 9£487594 OfSSedEfEEEf jne mstscax ! CT3Input : : IHPostMessageToMainWindow+0x97 (00007££9° 9£487507)
00007 ££9° 9£4875% Bd4des lea ecx, [rhp-1Bh]

00007££9° 9£48759d 48ff 15heecth00 call guard ptr [mstscax!_imp GetFeyState (00007f£9° 9fadb2b0)]

O0007££9° 9f4875a4 0f£1£440000 nop dword ptr [razt+raxz]

Q0007££9° 9f4875a9 BRG5cH test =1,ax

O0007££9° 9£4875ac OFB455fff11F je mstscax | CTSInput : : IHPostMessageToMainWindow+ 0297 (00007E££9° 9£487507)
00007££9° 9£48750b2 Sd4ded lea ecx, [rhp-1Ch]

00007££9° 9f4875h5S 48ff15a4ecshl0 call grard ptr [mstscax!_imp GetKey3tate (00007ff9 9fadbzed)]

00007££9° 9£4875be Of1£440000 nop dword ptr [raz+rax]

00007££9° 9f4875c1 6685ch test si,ax

00007££9° 9f4875c4 0f543dEffE0f je mstscax | CT3Input: : IHPostMessageToMainWindow+0x97 (00007E£9° 9£4837507)
00007££9° 9f4875ca eB8cS81feff call mstscax | CClientUtilsWin32: :UT_IsRunningInAppContainer (00007££9° 9£44£794)
00007££9° 9£4875c¢f 850 test eax,eax

00007££9° 9f4875d1 Of5430ffffff je mstscax | CT3Input: : IHPostMessageToMainWindow+0x97 (00007E£9° 9£4837507)
Q0007££9° 9£48375d47 488L0528e27400 mowv rax.gword ptr [mstscax|WPP_GLOBAL Control (00007f£9° 9fLd5808)]
00007££9 9£4875de 4c8d3d23e27400 lea rl5, [mstscax |WPP_GLOBAL Control (00007L££9° 9fbd5803)]

00007££9° 9£487523 493hc? chp raxz.rls

Q0007££9° 9£4875e3 7430 je mstscax | CTSInput: : IHPostMessageToMainWindow+0xlaa (00007££9° 9Ff48761a)
Q0007££9° 9£4875%=a {6401c0l test bvte ptr [raz+lCh].,1

O0007££9° 9f4875ea 742a je mstscax | CT3Input: : IHPostMessageToMainWindow+0x laa (00007££9° 9f48761a)
Q0007 ££9° 984837560 80731904 CHIp byte ptr [rax+19h],4

Q0007££9° 9£4875f84 7224 ik mstscax ! CT3Input: : IHPostMessageToMainWindow+Oxlaa (00007££9° 9£48761a)
00007££9° 9f4875f6 e82dep0000 call mstscax | RdpWppGetCurrentThreadictivityIdPrefix (00007£f9° 9£495¢23)
Q0007££9° 9£4875fh 488L0d06e27400 mowv rex . gword ptr [mstscax |WPP_GLOBAL Control (00007f£9° 9fLd5808)]
Q0007££9° 9£487602 4c8d056Ycadcil  lea T3, (mstscax ! WPP_{3f7 1bhvbacZ3oha7f26909120cc lel: Tracegulds (00007L£9 9fa34070)]
Q0007££9° 9£487609 448hci mo r9d,eax

Q0007 ££9° 9£48760c bafdOOooooo O edxz, 0FDh

Q0007££9° 9f487611 4588kL4910 mow rcE,.gqword ptr [rex+l0h] v

|*BT.TSY* |Dehuggee i= running. ..

Ln0, Col0 SysO:<Local> Proc000:1cb8 Thrd 002:1790 ASM  OVR  CAPS  NUM




Recap

We found the keyboard event handler.

We modified the if-else conditions to check a different key combination.
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Audio is lagging behind
IN mstsc.exe.

& Remote Desktop Connection

FIX IT PLEASE

28.09.2024

SEEING BEHIND THE SCENES - ADAM FURMANEK

| Remote Desktop
»¢) Connection

Computer: | Example: computer fabrikam .com

Username: Mone specified

The computer name field is blank. Enter a full remote computer
name.

\‘_' Show Options



Audio and Video

We don’t have access to the mstsc.exe source code.
We are on our own (nobody’s going to help us).
We can use only publicly available materials.

We know nothing about mstsc.exe:
o What programming language it’s written in
° How it downloads, stores, and plays audio and video
° Why it’s getting out of sync
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Audio and Video

We can reproduce the problem.

We notice that the sound gets delayed after our computer is overloaded.

We know RDP defines virtual data channels.

o https://www.cyberark.com/resources/threat-research-blog/explain-like-i-m-5-remote-desktop-
protocol-rdp

o https://learn.microsoft.com/en-us/openspecs/windows protocols/ms-rdsod/072543f9-4bd4-4dc6-
ab97-9a04bf9d2c6a

o https://github.com/MicrosoftDocs/SupportArticles-docs/blob/main/support/windows-
server/remote/understanding-remote-desktop-protocol.md

We may suspect that audio and video are sent via different channels with no timestamps or time
markers.
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https://www.cyberark.com/resources/threat-research-blog/explain-like-i-m-5-remote-desktop-protocol-rdp
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-rdsod/072543f9-4bd4-4dc6-ab97-9a04bf9d2c6a
https://github.com/MicrosoftDocs/SupportArticles-docs/blob/main/support/windows-server/remote/understanding-remote-desktop-protocol.md

Approach 1: Implement timestamping

Difficult, as we have no access to source code.

However, RDP implements virtual data channels, so we can implement plugins.

There are applications doing that, for instance Sound For Remote Desktop: https://www.sound-
over-rdp.com/
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https://www.sound-over-rdp.com/

Approach 2: Decrease the buffer length

The incoming audio must be buffered somewhere.

If we find the buffer, we can shorten it.

Hard to do because:
The buffer is probably initialized at the application startup

We don’t know how the buffer length is determined — it could be a constant integer, determined based
on allocation metadata, or determined automatically

o

o

o

We don’t know if there is one buffer or many
It’s hard to find the buffer without knowing its content

(o]
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Approach 3: Empty the buffer
periodically

Hard to do because:
o We don’t know where the pointer to the current position in the buffer is

o> We need to avoid race conditions
> And we still can’t find the buffer easily
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Approach 4: Find the call site and cut the
buffer in half

Let’s find where the audio is played.

Let’s patch the call site.

Let’s shorten the buffer by half based on some random sampling.




& Monitoring | ApiMonitorTrace_mstsc_exe_single_sound.apmx64 - AP| Monitor v2 64-bit -

File Edit View Filter Tools Window Help

E-Hla[clasBOcE G 328 0L

[
23l ¥ s | anModutes = -850 @m0 =] F R O3
O

Additional Resources B, Cawindows\system32\mstsc.exe - PID: 6512 £ Time of Day Thread Module \.k Return Valug Errar Duration &
Application Installation and Servicing 9771 71748519 AM 11 mstscax.dil emoveAllBuffers [ ) s 0K 0.0000035
- Audio and Video 9772 T:1748519AM 11 mstscax.dil L IMFMediaBuffer:Release [ ) 0 0.0000032
g ] Component Object Model (COM) 9773 TT48519AM 11 mstscax,dil i IMFSamplexSetsampleFlags (0) 5.0K 0.0000001
on Data Access and Storage 9774  T:1TR48519AM 11 mstscax.dil L-IMFSamplez:DeleteAllltems [ ) S 0K 0.0000006
Delta Ci i
on D° '@ Lompression 9775 TAT48519AM 11 mstscax.dil IMEMediaBuffer:Release | ) 1 0.0000001
evices
o j Diagnostics 9776 T:17:48.519 AM " mstscax.dil IMFSample:Release ( ) 0 0.0000012
N . 9777 TAT4BS19AM 11 mstscax.dl IMFSamples:RemoveAllButfers [ } SOK 0.0000005
- Documents and Printing
9778 TAT4B519AM 11 mstscax.dil tFMedioBuffer:Release ( ) 0 0.0000003
-1 }l] Graphics and Gaming
-0 Internet 9779 T:17:48.519 AM " mstscax.dil IMFSampl etSampleFlags (0) 5_0K 0.0000000
1 ] Microsoft et 5780  TAT4B519AM 11 mstscax.dl L IMFSamples:DeleteAllitems | ) 50K 0.0000001
1 [ T ative 9781 TAT4B519AM 11 mstscax.dil waveOutGetPasition [ 0x0000019ed6eT cabl, 0x000000466d2f e510, 12 MMSYSERR_NO... 0.0001340
I [l Metscape Portable Runtime 9782 TAT4B512AM 56 mstscaxdil IAudioClodk:GetPosition [ 0x0000004660212300, NULL) 50K 0.0000022
1 [ Metwork Security Services (NSS) 5783 TT4BS21AM 56 mstscax.dil IAudioClient:GetCurrentPadding ( 0x000000466¢EfT5d0) 50K 0.0000025
" Networkin 9784 71748521AM 56 mstscax.dil IAudioRenderClient:GetBuffer [ 363, 0x000000466ceff568 ) S.OK 0.0000014
9 B
- [l office Development 9785 TAT4B521AM 56 mstscax.dll L-lAudioClient:GetCurrentPadding [ x000000466¢eT1d0 ) S_OK 0.0000001
-] [l seripting Runtime Library 9766 7:1748521AM 56 mstscax,dil IAudioRenderClient::ReleaseBuffer (0, 0) 50K 0.0000019
-1 [l security and identity 9787 TTA4BS21AM 56 mstscax.dil IAudioClock:GetPosition [ 0xD00000466cef648, NULL) S.OK 0.0000009
[ [l system Administration 0788 T:748521AM 56 mstscaxdil IAudioClient:GetCurrentPadding ( 0x000000466ceiTE30 ) SOk 0.0000039
[ [l system Services 5783 TTA4B521AM 56 mstscax.dil IAudioRenderClient:GetBuffer ( 834, 0x000000466cff5c8 ) 50K 0.0000011
I [l undocumented (unDoc d) 9790  T:1748521AM 56 mstscax.dil i-|AudioClient:GetCurrentPadding [ 0x0D00D0466¢2ff230 ) s 0K 0.0000005
-O W Vf“““za“” _ 9791 7:17:48.521 AM 56 mstscax.dil lAudioRenderClient::ReleaseBuffer (0, 0] s oK 0.0000013
g ] Visual == Run-Time Library 5792 TITHBSZIAM 56 mstscax.dil |AudioClock:GetPosition [ 0x00D000466ceF6a3, NULL ) 50K 0.0000007
"D x‘bdDwe:p"“e"tt 0D . 7.17:48.528 AM mstscax.dil waveQutPrepareHeader | [x0000D19ed6e7 cabl, (x0000018eebebe310, 48) | MMSYSERR_NO...
- indews Application Ul Developmen
0 I wina Dpf p s 9794 TT4B52BAM 55 mstscax.dil waveQutWrite ( 0x0000019e d6e7abl, 0x0000019eebebe310, 48 MMSYSERR_NO... 0.0000667
- indows Data Types
01 [ windiows Driver kit 9795 TT4B520AM 56 mstscaxdil IAudioClient:GetCurrentPadding ( 0000000466 ¢ef630) 50K 0.0000074
£ ] windows enviranment Development 5796 TT4BSBAM 56 mstscax.dl IAudioRenderClient:GetBuffer ( 1275, Cx000000466ceff5c3 ) 50K 0.0000016
T[] wireless Networking 9797 TT4BS2ZAM 56 mstscax.dil *-IAudioClient:GetCurrentPadding [ 0x000000466ce(1230) SOK 0.0000001
9798 TT4B520AM 56 mstscaxdil IAudioRenderClient:ReleaseBuffer (1024, 0) 50K 0.0000032
5798 TT4BSBAM 56 mstscax.dll IAudioClock::GetPosition ( 0x000000466cef6a8, NULL) 50K 0.0000015
9800  TT4BS3AM 13 mstscax.dil waveQutUnprepareHeader ( 0x0000019ed6e7 cabO, 0x00000 910, 4. MMSYSERR_NO... 0.0002413
sl Capture |3 Display | external DLL 9501 7:17:48539 AM 56 mstscax.dll |AudioClient:GetCurrentPadding ( Cx0D0D0N4E6caffE30 ) S 0K 0.0000159
| 9802 TT4BSIBAM 56 mstscax,dil IAudioRenderClient:GetBuffer ( 692, 0x000000466ceff5ca ) 50K 0.0000051
& -5 . 9803 T:1T4B5IAM 56 mstscax.dil *-IAudioClient:GetCurrentPadding [ 0x000000466cef1230) S.OK 0.0000005
9304  T:T4B53BAM 56 mstscaxdil lAudioRenderClient::ReleaseBuffer (0, 0) S_OK 0.0000042

Process & PD ~

9805 T:1T48539AM 56 mstscax,dil IAudioClock:GetPosition { 0x000000466ceff6ag, NULL ) 5.0K 0.0000030
[ diinost.exe 10832 9806 T:17:48.549 AM 56 mstscax. dil lAudioClient:GetCurrentPadding [ 0x00D0D0466ceff630 ) 50K 0.0000063
T explorer.exe 8904 9807  T:17:48549AM 56 mstseax.dil IAudioRenderClient:GetBuffer ( 1133, Dx000000466ceff5c3 ) 50K 0.0000023
30 Gitbdtensions.exe 2660 9308 T:1T:48549AM 56 mstscax.dil t-laudioClient:GetCurrentPadding ( (xD00000466¢erf230) 5.0K 0.0000002
9808 T:17:48549AM 56 mstscax.dl IAudioRenderClient:ReleaseBuffer (0, 0) S_OK 0.0000021
@ moedge.exe 2680
9810 T:17:48549AM 56 mstseax.dil IsudioClodk:GetPosition [ 0x000000466ceff6ag, NULL ) S_0K 0.0000021
© medgecee 10644 911 T:1T:48560AM 56 mstscax,dil |AudioClient:GetCurrentPadding { 0x000000466¢ff630 ) 5.0K 0.00000458
@ msedgeexe 4834 9812 71748560 AM 56 mstscax.dl IAudioRenderClient:GetBuffer ( 1574, (x000000466¢eff5c ) S_OK 0.0000021
@ miedgeexe 4856 9813 T:1T:4B560AM 56 mstseax.dil *-lAudioClient:GetCurrentPadding [ 0x000000466¢eff230) S_OK 0.0000001
e 9314 117:48. 560 AM 56 mstsrax. dll l&ndinRend. lient:Rel, By rif ol K 0.0000011 i
msedge.exe 11236 ‘
B mstscexe 6512
£ Type Name Pre-Call Value ] Post-Call Value o G [#] Elz g
Bl PnoneExperienceHost.... 10764
1 HWAVEOUT @ hwo 0%0000019edEeTcab0 0xD000019ed6eTeab0
[3] rdpdip.exe 8032
2 LPWAVEHDR @ pwh 0xD00001Seebebe310 = {IpData = ..  0x0D00019eebebe310 = { IpData = ..
[ RtkAudUServicebd.exe 2224 s Tumr @ cowh " o
[E RuntimeBroker.exe 9644
[%=) RuntimeBroker.exe 10032 MMRESULT 4 Return MMSYSERR_NOERROR
[%E] RuntimeBroker.exe 11060
55 Searchapp.exe 9876
@ SecurityHealthSystray.... 10756
0 snostexe sz £ Module Address Offset Location - - Loading Files from C:\Users\afish\Desktop\Tools\API Monitor\API —-—--—-
- — Finished Loading 2119 Files - -
[ starthenuExperience... 3416 1 mstscax.dil OxDO007TTb364...  Ox52d29 Categories: 835
[85 svchost.exe 8204 2 mstscaxdl 0x50d74 Variables: 13678
DLLs: 222
[ svchost.exe 8228 3 mstseax.dll Ox67bf8 ApTe: Tenss
[ svchost.exe 8464 4 mstscaxdll 01670k DilUnregisterServer + Dxag0bf COM Tnterfaces: 122¢
COM Methods: 222¢€2
[ svchost.exe 3824
@ synTPEnh.exe 7443 v
757 Processes | -, Services [ API Loader J & Monitoring | E] output
Ready 3.37 MB Mode: Portable
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waveOutPrepareHeader function (mmeapi.h)

Article - 04/02/2021 ¢4 Feedback

In this article

Syntax
Parameters
Return value

Remarks

Show 2 more

The waveOutPrepareHeader function prepares a waveform-audio data block for playback.

Syntax

C++ D Copy

MMRESULT waveOQutPrepareHeader(
HWAVEOUT  hwo,
LPWAVEHDR pwh,
UINT cbwh

DE

Parameters

hwo

Handle to the waveform-audio output device.

pwh

Pointer to a WAVEHDR structure that identifies the data block to be prepared.
cbwh

Size, in bytes, of the WAVEHDR structure.

WAVEHDR structure

Article = 06/08/2016

In this article

Syntax
Members
Remarks
Requirements

See also

The WAVEHDR structure defines the header used to identify a waveform-audio buffer.

Syntax

c+t

typedef struct wavehdr tag {

LPSTR lpData;

DWORD dwBufferLength;
DWORD dwBytesRecorded;
DWORD_PTR dwlser;

DWORD dwFlags;

DWORD dwLoops;

struct wavehdr_tag *lpNext;
DWORD_PTR resarved;

} WAVEHDR, *LPWAVEHDR;
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. Monitoring - APl Monitor v2 64-bit - X
:[File | Edit View Fiter Tools Window Help

B8 W

= w* 0 X | Summary | 44,855 cal | 15.02 MB used mstsc.exe

D| 5~ % 3 [ AnModules Q = 3 =-'T§|Eo- | |E3 .ﬁ EURNi]

|

5_ m-[] . Additional Resources # Time of Day Thread Module APl Q Return Value Error Du ™

= -] [l] Application Installation and Servicing 36516 11:56:34.171AM 53 mstscax.dil IAudioClock::GetPosition ( 0x000000bbdTdfe760, NULL) 5 0K oL

S | & [l] Audio and video 36517 11:56:34173AM 53 mstscax.dll IAudioClient: GetCurrentPaddlng { 0x000D00bb d3bTFES0 ) 5_0K 0L

5 w-] [l Component Object Model (COM) 36518 11:56:34.173AM 53 mstscax. dil - ge Sp7ET0R MUY 5_0K 0L

b []"'E 1] Data ccess and storage 36519 11:5634.175AM 52 mstscax,dil MMSYSERR_NO... (i

Delta C i
_ | @ S = De 2 Lompression 36520  11:56:34175AM 52 mstscax.dil MIMSYSERR_NO... ol
evices

E‘ E D . Di i 36521 11:56:34.179 AM 53 mstscaw.dll lAudioClient: GetCurrentPadding ( Ox000000bb dB8b7TEF0 ) 5 0K 0.

1agnostics
_— 36522 11:56:34179 AM 53 mstscax.dil lAudioRenderClient: GetBuffer { 441, 0x000000bbd8bTT6E8 ) 5_0K [ X0
= []---|:| . Documents and Printing

= e . Graphics and Gaming 36523 11:56:34.179 AM 53 mstscaw.dil lAudioClient:: GetCurrentPadding { Cx000000bbdEb 7210 ) 5_0K LX)

E" []---D . Internet 36524 11:56:34.179 AM 53 mstscax.dil lAudioRenderClient: ReleaseBuffer (441, 0) 5_ 0K 0.0

2 -] . Microsoft .MET 36525 11:56:34.179 AM 53 mstscax.dil lAudioClock:: GetPosition ( (x000000bbd8b 7768, MULL) 5_0K 0.

g []___D . NT Native 36526 11:56:34.189 AM 53 mstscaw.dll lAudioClient: GetCurrentPadding ( Ox000000bb dB8b7TEF0 ) 5 0K 0.

s 5.0 [I] Metscape Portable Runtime 36527 11:56:34.183AM 53 mstscax.dll IAudioRenderClient: GetBuffer ( 441, DxD00000bb d8b 7588 ) 5 0K 0g

@

e []...D . Metwork Security Services [NSS) 36528 11:56:34.189 AM 53 mstscax.dll lAudioClient:GetCurrentPadding ( Cx000000bbd8b 720 ) 5 0K X}
m-] . Metworking 36529 11:56:34.189 AM 53 mstscax.dll lAudioRenderClient:ReleaseBuffer (441, 0) 5_0K oL
m- . Office Development 36530 11:56:34.189 AM 53 mstscaw.dil lAudioClocks: GetPosition ( (x000000bbd8b 7768, MULL) 5_0K 0.0
[]---D . Scripting Runtime Library 36531 11:56:34.189AM 9 mstscax.dil waveOutUnprepareHeader ([ 0x00000214d2eab2el, 0x00000214F28d3570, 48) MMSYSERR_NO... 0.0
-] [l] security and Identity 36532 11:56:34.199AM 53 mstscax.dil |AudioClient: GetCurrentPadding ( 0x000000bb d2bTF6f0 ) 5 0K 0.
-] ] System Administration 36533 11:56:34.199AM 53 mstscax.dil IAudioRenderClient: GetBuffer (441, 0x000000bbd8b7f688 ) S_OK [
-] [l system Services 36534 11:56:34.199AM 53 mstscax.dll i-lAudioClient:GetCurrentPaddina { 0x000000bbd8bTf20 ) 5 0K [(Td
m-] . Undocumented (UnDoc d} < >
w-[] . Virtualization Parameters: waveOutPrepareHeader (Winmm. dil} - 1 X
[]---D . Visual C=+= Run-Time Library
kS D . \Web Devel ¢ #  Type MName Pre-Call Value Post-Call Value

eb Developmen
000 [l] Windows Application Ul Develapment 1 HWAVEQUT @ hwo 0x00000214d2eab2e0 0x00000214d2eab2eD
w-] . Windows Data Types 2 LPWAVEHDR H @ pwh Ox00000214f28d3bb0 = {IpData = ...  (x00000214f28d8bb0 = { IpData = ...
[]---D . Windows Driver Kit 3 UINT @ tbwh 43 43
[]---|:| . Windows Environment Development
Wirel Metwaorki
- [l wiretess Networking MMRESULT < Return MMSYSERR_NOERROR
Call Stack: waveCutPrepareHeader (Winmm.dlIl} v o X
#  Module Address Offset Location
1 mstscax.dll Ox00007FFObTob 29 Ox52fF9
2 mstscaxdll Oe0000T7FTObTob 1044 051044
3 mstscax.dll Ox00007FFObT9cTecd n6Tecd
4 mstscax.dll 0000 7FFObTacy26f x16726f DllUnregisterServer = OuaSfof
|l Capture |3 Display | =] external piL
[EI Hex Buffer l [E Output l
Ready 15.02 MB Mode: Portable



T8 Pid 4344 - WinDbg:10.0.22621,1778 AMDB4 — X
File Edit View Debug Window Help
| & [ = B¢ | NRPRESEEREE OB [ A

Command n
Hodload: UUUUSLrd eabcUUll UUUU/LLY eabealul CAWINAOWSAEYSTERS L Spool Uil vERES X3\ i~p Aol LULL
HodLoad: 00007££9°e89=0000 00007££9 8209000 Swwindowsheystend2hepool~DRIVERS~x64~3~FISUZRD . dll
ModLoad: 00007££9 46550000 00007££9 d65bb0O00 windowshsystend2hspool“DRIVERSxe 4~ 3~FESTIFF .41l
ModLoad: 00007££9°d93c0000 00007££9°d9402000 wwindows SYSTEM3I2WTAPIIZ2 dl1
HodLoad: 00000292 04280000 000002%9a"0e133000 swindowstsystemnd 2 spool~DRIVERS-x64~3~FISRES . DLL
HodLoad: 000002%a"04a80000 00000292 0e133000 swindowssystemnd 2 spool~DRIVERS-x64~3~FISRES DLL
ModLoad: 00007££9°dS5060000 00007££9 d50ad000 swindows systen32 spool~DRIVERS-z64~3~FISAFPT . DLL
HodLoad: 00007££f9 =ac50000 00007£f9° eachdO00 “windows“systend2 spool~DRIVERSxz64~3~FXSDEV .DLL
HodLoad: 00007££9°200£0000 00007££9 al4a5000 “windows Systeni2~DriverStore~FileRepository~prons003 . inf_ amdéd_ddecfcB8de7?9b6224~Amd64~PrintConfig.dll
ModLoad: 00007££9 cbe20000 00007E££9 che52000 windows~SYSTEMIZ2~prantvpt.dll
ModLoad: 00007f££9° f2=20000 00007E££9° f2=4=000 windows~SYSTEMIZ2~TSERENY . d11
HodLoad: 00007££9°d9040000 00007££9°d912b000 “windowshsystemn32~Bopd?langs.dll
HodLoad: 00007££9°d8a70000 00007££9°d8a9d000 “windowsheystend2 bopd?nrm. dll
HodLoad: 00007f££9° ddea0000 00007££9°d4£02000 swrindows SYSTEHIZ2Print . PrintSupport  Source.dll
HodLoad: 00007££9° 8940000 00007££9 =89d44000 “windows“systendvimaadp3?. acn
HodLoad: 00007££9 ebeal000 00007££9  ebeablnon “windows“systendsn=sadp3? acm
HodLoad: 00007££9 ef6=10000 00007££9 26219000 “windows systend2sn=g?1l acm
HodLoad: 00007££9° =6c10000 00007££9 ebcle0NO wwindowshesystend2 nsgsmi 2 . acm
HodLoad: 00007££9 dcff0000 00007££9 dd00bO00 wWindows~Systeni2~licodeca. acn
ModLoad: 00007££9°d7330000 00007££9 47514000 windows SYSTEH3IZ2“urlnon . dll
HodLoad: 00007££9 de6c0000 00007££9 de97c000 S Windows Systend2~iertutil . dll
Breakpoint 0 hit
nstscax | CRdpVindudioWaveoutFlayback: : vowaveOutrite+0x6d:
00007££9°b79b2££9 0f1£440000 nop dword ptr [rax+rax]
0:030: kb
Retiddr : Args to Child L= o e =
00007££9°b79b1044 : 000002927 0427b448 000002927 0427b448 000000007 00001000 00000292 04270390 m=stscax! CRdpWindudioWaveoutPlayback : tvewaveOutUrite+lz6d I
: = = ==

OO0 OO000000000000000

t

ol

01 00007ff9°B79c7ech . 000000007 00000000 0000002l 2067479 00000292 04270390 0000029a" 26c£0090 e -

02 00007££9°B7ac7?26f . 000000007 00000001 00000000 00000003 00000021 2067906 00000021 00001000 : mstscax!CRApWinAudioVaveoutPlayback: : RenderThreadProc+Oz2ch
K]

04

s

00007££9  £4c47344 : 00000000 00000029 000002927 04270390 000000007 00000000 00000000 00000000 : mstscax!CRdpWinAudioWaveoutPlayback: :STATIC ThreadProc+0=df
00007££9°£58a26b1 : 0ooooooo0 00000000 0000OOOO0" 00000000 00000000 00000000 00000000 00000000 : KERWEL3Z?!|BaseThreadInitThunk+0x14
05 00000000 00000000 : 00ooooo00T00000000 0000O0OOO0 00000000 00000000 00000000 000000007 00000000 : ntdll!RtlUserThreadStart+0=x21
0:030: u mstscax!CRdpWinAudioWaveoutPlayback:  vowavelutWrite mstscaz!CRdpWindudioWaveoutFPlayback: (vowavelutWrite+0=z6d

nstscax | CRdplinAdudioWaveoutPlayback:  vowaveOutlirite:

00007££9°b79b2£8c 488952410 now gword ptr [rsp+l0h].rb=

00007££9 B79b2£91 push rbp

00007££9°b79B2£92 E6 push r=i

00007££9°b79b2£93 57 push rdi

00007££9 b79b2£94 4883ecdl =ub r=p, 40h

00007££9 b79b2£98 488bi2 nov rei, rd=

00007££9 b79b2£9b 488bd9 nov rh=, rcx

00007££9°b79b2f9%= 488b0OSE3287500 mow rax,gword ptr [mstscax!WPP_GLOBAL Control (00007££9 bB105808)]

00007££9°b79b2fat 488d2d5c287500 lea rbhp, [mstscax!| WPP_GLOBAL Control (00007f££9°b8105808)]

00007££9 b79b2fac 483bch | CIp rax, rbp

Q0007££9 b79b2faf 740a je netscax | CRdpVinAdudioWaveoutPlayback:  vowaveOutWrite+0=x2f (00007££9 b79b2{bb)

00007££9 °b79b2fb1 f6401c01 test byte ptr [ra=z+1Ch].1

O0007££9 b79b2Ebs 0£85=8000000 jne netzcax | CRdpVinAdudioWaveoutFlaybaclk: i vowvaveOutWrite+0x117 (00007££9 b79b30a3)
00007££9°b79b2fbb 83bbc000000000 cmp dwvord ptr [rbz+0C0Ok].0

O0007££9°b79b2fc2 7418 ie netzcax | CRdplinAudicWaveoutPlayback: wvowaveOutWrite+0=E0 (00007££9 b79b2fdc)
00007££9°b79b2fcd 488b8LLE0O0OO0OOO mow rox, gword ptr [rb=+0B8h]

00007££9 b79b2fch 4885c9 test rCHE, TCE

00007££9 b79b2fce 740c je netzcax | CRdpVinAudicWaveoutPlayback:  vowvaveOutWrite+0=E0 (00007££9 bL79b2{fdc)
00007££9°b79b2£d0 48££15b9295=00 call gword ptr [mstscax!_imp_EnterCriticalSection (00007f£9°b7£75990)]

00007££9 " b79b2£d4d7 0£1£440000 nop dword ptr [raz+trax]

00007££9 b79b2fds 488b4bL70 now rox, gword ptr [rbxa+70h]

00007££9 b79b2fel 4885c9 test T'CH, TCE

o
L]

bl et i A nnn7Eea-229b30dhb )

00007££9 b79b2fed 41b830000000 now rid, 30h
00007££9 b79b2fef 488bde nowy rd=, rsi
O0007££9°b79b2££f2 4B8££1507a97900 call gword ptr [metscax!_imp_wavelutPrepareHeader (00007££9° b8144900)]
O0007££9°bL79b2££9 0£1£440000 nop dword ptr [raztrax]

T
Breakpoint 0 hit
nztz=cax | CRdpWinAudioWaveoutFPlayback: : vowaveOutWrite+l=z6d:
O0007££9 " b79b2££9 0£1£440000 nop dword ptr [raz+trax]
0:030> bl

0 e Dizable Clear 00007££9°b79L2EE9 0001 (0001 0;%**xx pstscax!CRApWinAudioWawveoutPlayback:  vowaveOutWrite+l=ed

[0:0305 |

Ln0, Col0 Sys0O:<Local> Proc000:11c0  Thrd 030:107c  ASM  OVR  CAPS  NUM



T8 Pid 4344 - WinDbg:10.0.22621,1778 AMDB4 — X
File Edit View Debug Window Help

| & Bl 9D E S E 000 0E | A

Command n
HodLoad . 00007££3° 26940000 D0007E£9 =85dd000 . \windowshsystemd2nimaadpd2. acm ~
HodLoad: 00007£f9 ebeal000 00007££f9 e6=ablno Cowwindowsssystend2snsadplds . acm

HodLoad: 00007££9 efel0000 00007££9 26219000 Cowwindowsssystenld2wmnsg?1ll  acm

HodLoad: 00007££9 ebcl0000 00007££9 e6clellO Cowwindowsssystend2snsgsmis | acm

HodLoad: 00007££9° deff0000 00007££9 dd00bLO00O C:Windows Systeni2~l3codeca . acm

ModLoad: 00007££9°d47330000 00007££9 47514000 C:windows SYSTEM3IZ2surlnon . d11

HodLoad: 00007££9° defc0000 00007££9°de97<000 ConWindows Systeni2siertutil 411

Breakpoint 0 hit
netzcax | CRdpVinAudicoWaveoutPlaybaclk: :vovavelutWrite+0=z6d:

00007££9°b79b02££9 0£1f440000 nop dword ptr [raz+ra=]

0:030> kb

# Retiddr . Args to Child ; Call Site
00 00007££9°b79b1044 ;000002927 0427b448 000002927 04270448 000000007 00001000 000002%a° 04270390 : mstscax!CRdpWindudioWaveoutPlavback: :vowaveOutWrite+0x6d
01 00007££9 b79c7ecs © 00000000t o0000000 000000al"a06?E£d79 00000292 04270390 000002%a" 26c£0090 : mstscax!CRdpWinAudioWaveoutPlayback: :vowavelritePCH+0xec
02 00007f££9°b7ac?2ef : goooooooTo00000001 00000000" 00000003 000000al"a0679f06 000000a1°00001000 : mstscax!CRdpWinAudioWaveoutPlaybaclk: :REenderThreadProc+0x2c8
03 00007££9°£4c47344 : 0oooooooT000000a%9 0000029=2°04270B3590 000000007 00000000 00000000° 00000000 : mstscax!CRdpWinAudioWaveoutPlaybaclk: :STATIC ThreadProc+0=df
04 00007f£9°£58a26bl : goooooooToo0o0o00 oooooO0OO0" 00000000 00000000 00000000 000000007 00000000 : KERWEL3Z?|BaseThreadInitThunk+0=l4

05 oooooooo-oonooonon : goooooooToooooo00 oooooOOO0™ 00000000 00000000 00000000 000000007 00000000 : ntdll!RtlUserThreadStart+0=x21

0:030> u netzcax | CRdpVinAudioWaveoutPlaybaclk: : vowavelutlirite mstscax!CdeUinAudiDUaveDutPlayback::véwaveOutUrite+Dde
netzcax | CRdpVinAudioWaveoutPlayback:  vowvavelutlrite:

00007££9 " b79b2f8c 4889522410 nov gword ptr [rsp+l0h].rb=
00007££9°b79b2£91 55 push rbp
00007££9°b79b2£92 56 push r=i
00007££9°b79b2£93 57 push rdi
00007££9 bB79b2£94 4883ecdl =sub r=p, 40h
00007££9 b79b2£98 488bf2 now rsi, rdx
00007££9 b79b2£9b 488bd9 now rh=, rcx
00007££9°b79b2f%9= 488bL0563287500 mov rax,.gword ptr [mstscax!WFP_GLOBAL Control (00007f££9 b8105808)]
00007££9°b79b2fat 4884245287500 lea rbp. [nstscax | WPP_GLOBAL_Control (00007f£9°BB105808)]
00007££9 b79b2fac 483bch cmp rax, rbp
O0007££9 b79b2faf 740a je netzcax | CRdplinAudicWaveoutPlayback:  vowvavelutWrite+0=2f (00007££9 bL79b2fLb)
00007££9 b79b2fb1 f6401c01 test byte ptr [ra=z+1Ch].1
00007££9 b79b2Eb5 0f85=8000000 jne nstscax | CRdpVindudioWaveoutFlayback: i vowaveOutWrite+0x117 (00007££9 b79b30a3)
00007££9°b79b2fbb 83bbc000000000 cmp dwvord ptr [rbx+0C0Ok].0
O0007££9°b79b2fc2 7418 je nstscax | CRApVindudioWaveoutPlayback:  vowaveOutWrite+0x50 {(00007££9 b79b2{dc)
00007££9°b79b2fc4 488b8LLE00O0O0OO0 mov ro¥. gword ptr [rbx+0BSh]
00007££9 b79b2fch 4885c9 test rcx, roy
Q0007££9 b79b2fce 740c je netzcax | CRdplinAdudioWaveoutPlayback:  vowaveOutWrite+0x50 (00007££9 b79b2fdc)
O0007££9°b79b2£d0 48££15b9295c00 call gword ptr [metscax!_imp_EnterCriticalSection (00007f££9° b7£75990)]
O0007££9°b79b2£d47 0f1£440000 nop dword ptr [raz+trax]
00007££9 b79b2fde 488b4b70 nov rox, gword ptr [rb=+70h]
00007££9 b79b2fe0 4885c9 test oK. TCE
. nfs4f£2000000 je netzcax | CRdpVinAudicoWaveoutPlaybaclk: vovavelutWrite+0x14f (00007££9 b79b30dbL)
EWAHIJBBDDDDDDD nov rad. 30h
488bde nov rd=. r=i
- 8££1507297900 call gword ptr [mstscax!_imnp_wavelutPrepareHeader (00007f££9°b814d900)]
[UUDU?ff9‘b?9b2ff9 f1f440000 nop dword ptr [raztra=x]

Ereakpoint 0 hit
netzcax | CRdpVinAdudioWaveoutFlaybaclk: vowvaveOutrite+0x6d:

O0007££9°b79b2££9 0f1£440000 nop dword ptr [raz+rax]
0:030> bl
0 e Di=zable Clear 00007£f£f9°LY9b2££9 0001 (00013 [0 %exx mstscax!CRdEUinAudiDUaveDutPlaxhack::vcwaveOutUrite+Dde
valloc

4llocated 1000 bytes starting at 00000292 0200000

0:030> = 00007££9 b79b2fe3 0x48 0xBS 0x00 0x=00 0x20 0x0E 0x9% 0x02 0x00 0x00 0x50 0xC3 0x90 0x90 0x90 0x90
0:030> = 0x0000029202200000 0x41 0xBS 0x30 0=00 0x00 0x00 Ox48 0x39 0xF2 0x4% 0x9B Ox42 0=0% 0=48 0xD1 0xE8 0x4% 089 0x42 0x08 0x43 0xBS 0xF9 0x2F 0x9B 0xB7 0xF9 0x7F 0x00 0x00 0x50 0x53 0x4% 0xBE 0x00 0xD9 0xl4 0xBS 0xF9 0x=7F 0x=00 f0x
0:030: g

nstscax | CRdpVindudioWaveoutFlayback: : vowaveOutrite+0x6d:

00007££9°b79b2££9 0f1£440000 nop dword ptr [rax+rax]
0:030> bl
0 & Dizable Clear 00007££9°B79LZEf9 0001 (0001) 0:*xxx nstscax ! CRdpWinAudioWawveoutPlayback: : vowaveOutWrite+0xbd
0:030> bd 0
0:030: g
v
< >

|*BUSY*|Dehuggee i= running. ..

Ln0, Col0 SysO:<Local> Proc000:11c0 Thrd 030:107c  ASM  OVR  CAPS NUM




Recap

We found the call site of the audio WinAPI method.

We patched the call site to jump to our custom payload.
We sampled the audio packets based on the address of user data.

We modified the length of the packets before they were delivered to WinAPI.
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Summary

Debugging is neither harder nor easier than coding. It’s different.

It’s a completely different skill for which we need new tools.
Great minds think alike. We need to know how others do things.

Ultimately, it’s just a bunch of bytes.
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Q&A




References
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https://www.reddit.com/r/ProgrammerHumor/comments/fécsjp/so both these tools copied from the same wrong/
- single instance bug

https://devblogs.microsoft.com/oldnewthing/20140905-00/?p=63 — lock based on byte-ranges

https://blog.adamfurmanek.pl/2018/05/05/concurrency-part-2/ - file lock

https://blog.adamfurmanek.pl/2019/10/19/concurrency-part-8/ - memory mapped file lock
http://emulators.com/docs/abc_arm64ec explained.htm - WoW64 and AMR64EC
https://brooker.co.za/blog/2024/05/09/nagle.html| - TCP_NODELAY

https://stackoverflow.com/questions/11227809/why-is-processing-a-sorted-array-faster-than-processing-an-unsorted-
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https://stackoverflow.com/questions/78028901/does-async-await-use-windows-messages-to-return-control-to-the-ui-
thread - async and message loop
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Random IT Utensils

Thanks!

CONTACT@ADAMFURMANEK.PL
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