
Exception handling features help 
you deal with any unexpected or 
exceptional situations that occur 
when a program is running
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Agenda
Exception mechanisms overview

Implementation details:
◦ How to rethrow, catch everything, and what cannot be handled?

◦ When are exceptions thrown and how to stop it?

◦ How to handle corrupted state?

Even more implemenation details:
◦ SEH and its frame.

◦ .NET and double pass.

◦ Thread.Abort implementation.

◦ AccessViolation internals.

◦ VEH and machine code generation to catch StackOverflowException
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Exception mechanisms 
overview
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Popular mechanisms
C++

try {

...

} catch (std::exception& e) {

...

}

C#

try {

...

} catch (Exception e)

when (e.Message == "Custom") {

...

} finally {

...

}

05.05.2021 INTERNALS OF EXCEPTIONS - ADAM FURMANEK 6



IL handlers
try, finally — the same as in C#.

Catch:
◦ Inheritance order is not enforced by CLR, it is 

checked by the C# compiler only.

Fault:
◦ Executed always when there was an exception 

(similar to finally).

Filter:
◦ Indicates whether you want to handle the 

exception or not.

◦ This can be just a typecheck of some other logic 
(like content check).

.try { ... }

catch [mscorlib]System.Exception { ... }

finally { ... }

fault { ... }

filter { conditions } { code }
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Lower level mechanisms
WINAPI, VSC++, GCC

Structured Exception Handling (SEH).

Vectored Exception Handling (VEH), 
Vectored Continuation Handling (VCH).

DWARF:
◦ Similar to SEH.
◦ Table based.

SetJump LongJump:
◦ Restores registers.

SEH

__try {

...

} __except (filter) {

...

}

__try {

...

} __finally {

...

}
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SEH
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VEH
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VEH
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One might ask…
1. What value is returned if I return in both try 

and finally? What happens if I throw in those 
places?

2. Is finally executed if I have an unhandled 
exception?

3. Is finally executed if I exit the application by 
calling the exit or Environment.Exit?

4. If it is how can I disable it? And what if I want 
only some of the finally blocks to be 
executed?

5. Is finally executed if I have an 
OutOfMemoryException?

6. Can I catch an AccessViolation? ThreadAbort? 
StackOverflow? ExecutionEngine?

7. Can I throw a non-exception in C#? Can I 
catch a non-exception in C#?

8. What happens if I throw an exception in a 
catch block?

9. How do I catch an exceptions from the other 
threads? What about async? What about 
thread pools?

10. Can I catch an exception during P/Invoke?

11. Can I call an async method in catch or finally?
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Implementation details
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Stacktraces in .NET Framework
07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16. ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23.       ...

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30.   RethrowException();

31. }
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07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16. ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23.       throw e;

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30. MethodRethrowingException();

31. }

Unhandled Exception: System.InvalidOperationException: Invalid

at RethrowException () in Program.cs:line 23

at Main() in Program.cs:line 30

0:000> !clrstack

00f3ee4c 755bdae8 [HelperMethodFrame: 00f3ee4c]

00f3eefc 01580537 RethrowException() [Program.cs @ 25]

00f3eff0 0158049c Main() [Program.cs @ 30]
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07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16. ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23.       throw;

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30. MethodRethrowingException();

31. }

Unhandled Exception: System.InvalidOperationException: Invalid

at ThrowException () in Program.cs:line 9

at RethrowException () in Program.cs:line 23

at Main() in Program.cs:line 30

0:000> !clrstack

00f3ee4c 755bdae8 [HelperMethodFrame: 00f3ee4c]

00f3eefc 01580537 RethrowException() [Program.cs @ 25]

00f3eff0 0158049c Main() [Program.cs @ 30]
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07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16.     ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23.       throw new Exception(e.Message, e);

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30. MethodRethrowingException();

31. }

Unhandled Exception: System.Exception: Invalid

at ThrowException () in Program.cs:line 9

at RethrowException () in Program.cs:line 16

--- End of inner exception stack trace ---

at RethrowException () in Program.cs:line 23

at Main() in Program.cs:line 30

0:000> !clrstack

00f3ee4c 755bdae8 [HelperMethodFrame: 00f3ee4c]

00f3eefc 01580537 RethrowException() [Program.cs @ 25]

00f3eff0 0158049c Main() [Program.cs @ 30]
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07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16.     ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23. typeof(Exception).GetMethod("PrepForRemoting", BindingFlags.NonPublic | BindingFlags.Instance).Invoke(new object[0]);

24. throw e;

25.     }

26.   }

27. }

28.

29. void Main()

30. {

31. MethodRethrowingException();

32. }

Unhandled Exception: System.InvalidOperationException: Invalid

Server stack trace:

at ThrowException () in Program.cs:line 9

at RethrowException () in Program.cs:line 16

Exception rethrown at [0]:

at RethrowException () in Program.cs:line 24

at Main() in Program.cs:line 31

0:000> !clrstack

00f3ee4c 755bdae8 [HelperMethodFrame: 00f3ee4c]

00f3eefc 01580537 RethrowException() [Program.cs @ 26]

00f3eff0 0158049c Main() [Program.cs @ 31]
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07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16.     ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23. ExceptionDispatchInfo.Capture(e).Throw();

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30. MethodRethrowingException();

31. }

Unhandled Exception: System.InvalidOperationException: Invalid

Server stack trace:

at ThrowException () in Program.cs:line 9

at RethrowException () in Program.cs:line 16

--- End of stack trace from previous location where exception was thrown ---

at RethrowException () in Program.cs:line 23

at Main() in Program.cs:line 30

0:000> !clrstack

00f3ee4c 755bdae8 [HelperMethodFrame: 00f3ee4c]

00f3eefc 01580537 RethrowException() [Program.cs @ 23]

00f3eff0 0158049c Main() [Program.cs @ 30]



Stacktraces in .NET Core
07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16. ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23.       ...

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30.   RethrowException();

31. }
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07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16. ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23.       throw e;

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30. MethodRethrowingException();

31. }

Unhandled Exception: System.InvalidOperationException: Invalid

at RethrowException () in Program.cs:line 25

at Main() in Program.cs:line 30

0:000> !clrstack

00f3eefc 01580537 RehrowException() [Program.cs @ 25]

00f3ee4c 755bdae8 [HelperMethodFrame: 00f3ee4c]

00f3eefc 01580537 ThrowException() [Program.cs @ 8]

00f3eefc 01580537 RethrowException() [Program.cs @ 16]

00f3eff0 0158049c Main() [Program.cs @ 30]
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07. void ThrowException()

08. {

09.   throw new InvalidOperationException("Invalid");

10. }

11.

12. void RethrowException()

13. {

14. try

15.   {

16.     ThrowException();

17. ThrowException();

18. }

19. catch (InvalidOperationException e)

20. {

21. if (e.Message != "Message")

22. {

23.       throw;

24.     }

25.   }

26. }

27.

28. void Main()

29. {

30. MethodRethrowingException();

31. }

Unhandled Exception: System.InvalidOperationException: Invalid

at ThrowException () in Program.cs:line 9

at RethrowException () in Program.cs:line 16

at Main() in Program.cs:line 30

0:000> !clrstack

00f3eefc 01580537 RehrowException() [Program.cs @ 25]

00f3ee4c 755bdae8 [HelperMethodFrame: 00f3ee4c]

00f3eefc 01580537 ThrowException() [Program.cs @ 8]

00f3eefc 01580537 RethrowException() [Program.cs @ 16]

00f3eff0 0158049c Main() [Program.cs @ 30]



Catching everything
C++ — use ellipsis (...).

SEH, VEH — it just works.

.NET — catching Exception may not be enough:
◦ In .NET 2 things thrown in native code are wrapped with RuntimeWrappedException.

◦ In .NET 1 you had to catch them without specifying the type, so catch without the type and catch 
catching Exception were different.

◦ The code doesn’t compile anymore, use RuntimeCompatibilityAttribute. It will still be wrapped but then 
automatically unwrapped.

Java — catching Throwable works but is dangerous.

05.05.2021 INTERNALS OF EXCEPTIONS - ADAM FURMANEK 24



Uncatchable exceptions in .NET
StackOverflowException:

◦ Could be caught in .NET 1 if occured in managed 
code.

◦ Cannot be handled in .NET 2 by default.

◦ HandleProcessCorruptedStateExceptionsAttribute
has no effect.

◦ When loading CLR (i.e., via shim) you can specify 
if SOE unloads the app domain.

◦ Use TryEnsureSufficientExecutionStack method.

ThreadAbortException:
◦ Can be caught but not swallowed (it is reraised).

◦ Can be stopped using ResetAbort().

◦ Cannot happen in finally block.

AccessViolationException:
◦ Requires special care (more info later).

ExecutionEngineException:
◦ You have bigger challenges.

SEHException.

OutOfMemoryException:
◦ If thrown by the CLR.
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Using
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Try with resources
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Fixing Using
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Fixing Using with ThreadAbort
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Fixing Using with 
exception filters
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Finally during exit
1. C#

1. Finally is not executed after Environment.Exit() and is terminated if was executing.

2. Finally is not executed after Environment.FailFast() or rude termination (i.e., via WinAPI).

3. Finally is not executed on StackOverflowException, you cannot catch it, it kills the application.

2. SEH
1. Finally is not executed on exit().

3. Java
1. Finally is not executed if System.exit() succeeds.

2. If you have System.exit in catch/finally, next statements are not executed.

3. There is a method Runtime.runFinalizersOnExit() but is deprecated and dangerous.

4. Finally is executed on StackOverflowException, you can actually catch it!
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Finalizer during exit
It may be executed when exiting with Environment.Exit().

It is not executed with Environment.FailFast().

Finalizing thread cannot run indefinitely. It will be terminated if it 
takes too long.

It is not reliable. It works differently between .NET Framework and 
.NET Core for the same code.

Finalizer may be called when the variable is still being used.
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Exceptions in async
VOID METHOD

One cannot await void method (sure?).

Exception is propagated but it is not 
deterministic.

Use AsyncContext from AsyncEx library.

TASK METHOD

Exception is stored in the Task.

You can also await the method and have the 
exception propagated.

When chaining in parent-child hierarchy 
(TaskCreationOptions.AttachedToParent) we may 
miss exceptions, even in AggregatedException.

If there is an unobserved exception, it is raised by 
finalizer thread in UnobservedTaskException
event where it can be cleared. If not cleared, the 
process dies (.NET 4) or the exception is 
suppressed (.NET 4.5).
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Exceptions in async
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Exceptions in async
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Exceptions in async
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Exceptions in other threads
Unhandled exception kills the application in most cases.

If it happens on a thread pool it is held until awaiting and then propagated if possible (thrown 
out of band for async void).

Catching unhandled exception with AppDomain.CurrentDomain.UnhandledException doesn’t 
stop the application from terminating.

ThreadAbortException or AppDomainUnloadedException do not kill the application.

In .NET 1 it was different:
◦ Exception on a thread pool was printed to the console and the thread was returned to the pool.

◦ Exception in other thread was printed to the console and the thread was terminated.

◦ Exception on the finalizer was printed to the console and finalizer was still working.

◦ Exception on the main thread resulted in application termination.
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Hijacking thread creation
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Constrained Executed Region
Area of code in which the CLR is constrained from throwing out-of-band exceptions that would
prevent the code from executing in its entirety.

PrepareConstrainedRegions and try block must be used. Code must be marked with 
ReliabilityContractAttribute. Code is compiled, 48kB on the stack are prepared (the average size of a 
method).

Not allowed:
◦ Explicit allocation (including boxing). 
◦ Acquiring a lock.
◦ Calling unprepared methods virtually. Calling methods with weak or nonexistent reliability contract.
◦ Using multidimensional arrays, reflection, security checks, serialization, many more.

CriticalFinalizerObject can be used to guarantee execution of the finalizer even for rude aborts. It is 
used by SafeHandle instances.

RuntimeHelpers.ExecuteCodeWithGuaranteedCleanup guarantees execution of the cleanup method 
(by using SEH).
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Constrained Executed Region
CompilerServices.RuntimeServices.PrepareConstrainedRegions();

try {

} catch {

// CER is here

} finally {

// CER is here

}
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Even more 
implementation details
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Throw in C++
(17b8.4d0): C++ EH exception - code e06d7363 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=001df6d8 ebx=0031b000 ecx=00000003 edx=00000000 esi=000613c5 edi=001df868

eip=76ee3db2 esp=001df6d8 ebp=001df734 iopl=0         nv up ei pl nz ac pe nc

cs=0023  ss=002b  ds=002b  es=002b  fs=0053  gs=002b             efl=00000216

KERNELBASE!RaiseException+0x62:

76ee3db2 8b4c2454        mov ecx,dword ptr [esp+54h] ss:002b:001df72c=6a31729e
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Throw in C++
0:000> kb

# ChildEBP RetAddr Args to Child              

00 001df734 716b9e80 e06d7363 00000001 00000003 KERNELBASE!RaiseException+0x62

01 001df770 0006255d 001df794 0006b1ec cf84f650 
VCRUNTIME140D!_CxxThrowException+0xa0 
[d:\agent\_work\3\s\src\vctools\crt\vcruntime\src\eh\throw.cpp @ 75] 

02 001df878 00062e03 00000001 00744b18 00747250 ThrowInCpp!main+0x6d 
[C:\Users\afish\Desktop\msp_windowsinternals\ThrowInCpp\ThrowInCpp.cpp @ 9] 
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Throw in C++
0:000> u VCRUNTIME140D!_CxxThrowException+0xa0-6
VCRUNTIME140D!_CxxThrowException+0x9a [d:\agent\_work\3\s\src\vctools\crt\vcruntime\src\eh\throw.cpp @ 74]:
716b9e7a ff1558a06c71    call    dword ptr [VCRUNTIME140D!_imp__RaiseException (716ca058)]
716b9e80 8be5            mov esp,ebp
716b9e82 5d              pop     ebp
716b9e83 c20800          ret     8
0:000> u 716ca058
VCRUNTIME140D!_imp__RaiseException:
716ca058 40              inc eax
716ca059 7dcc            jge VCRUNTIME140D!_imp__IsProcessorFeaturePresent+0x3 (716ca027)
716ca05b 7400            je      VCRUNTIME140D!_imp__EnterCriticalSection+0x1 (716ca05d)
716ca05d 60              pushad
716ca05e 4f              dec edi
716ca05f 77b0            ja      VCRUNTIME140D!_imp__UnhandledExceptionFilter+0x1 (716ca011)
716ca061 98              cwde
716ca062 cc              int 3
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Exceptions as seen in WinDBG
Handling exception by code:

◦ sxe CODE

C++ Exception:
◦ Code 0xE06D7363.
◦ Parameter 1 — pointer to the thrown object.
◦ Parameter 2 — pointer to object description.

Delphi Exception:
◦ Code 0x0EEDFADE.
◦ Parameter 1 — pointer to the thrown object.
◦ Parameter 2 — pointer to object description.

CLR Exception:
◦ Code 0xE0434F4D.
◦ Use SOS !StopOnException to specify exception 

type to break on.
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SEH
X86

Chain of handlers stored in fs:[0] register.

Handlers stored on the stack.

Overhead because of storing the handler on 
the stack with every method call.

Dangerous because of buffer overflow attacks.

Use !exchain in WinDBG to see the handlers.

You can use SAFESEH to emit the handler 
tables.

X64

Table-based.

Source code is compiled and the table with 
handlers is created.

Processing exception is a little harder but 
there is smaller overhead when calling the 
function.

Tables are stored in PE, no data on the stack.

_IMAGE_RUNTIME_FUNCTION_ENTRY 
structure in .pdata section with begin/end 
addresses and pointer to an exception handler.
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SEH
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VEH, VCH
Internals very undocumented.

To find all registered handlers in x86 just iterate over all possible addresses and try to remove 
them.

For x64 go through kernel debugging.

VCH is called when VEH or SEH returns EXCEPTION_CONTINUE_EXECUTION.

It is also also called if SEH validation fails.
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IL Metadata
Exception tables are located right
after the method IL.

Filter just returns zero or one 
indicating whether the following
handler is involed in exception
handling.

Guarded block (try) with finally or 
fault cannot have other handler 
(catch).

IL doesn’t enforce catch subtype
ordering, this is done by the C# 
compiler.

Can you always add „redundant
nop” instruction?
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Try Performance

05.05.2021 INTERNALS OF EXCEPTIONS - ADAM FURMANEK 56



Try Performance
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Try Performance
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lock(locker) { ... }
01. public static void Lock() {

02. Monitor.Enter(locker); 

03. nop

04. try {

05. ...

06.   } finally {

07. Monitor.Exit(locker);

08.   }

09. } 

01. public static void Lock() {

02. try {

03. Monitor.Enter(locker, ref l)

04. ...

05.   } finally {

06. if (l) {

07. Monitor.Exit(locker);

08.       }

09. } 

10. } 
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Returning in finally
C#, IL — not allowed. 

C++ — no finally at all.

Java, SEH, Python, JS… — value returned in finally wins.

But… never return in finally!
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Returning in finally
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Never return in finally
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.NET two-pass exception system
FIRST PASS

Exception is delivered from the top frame to 
the bottom.

It is stopped as soon as some catch handler 
(frame) wants to handle the exception.

SECOND PASS

State of each frame is unwind.

Finally and fault are called.

Catch clause in handling frame is executed.
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Catching rules
01. void Foo() {

02. try {

03. throw new Exception("Nope");

04.   } catch (Exception e) {

05. if (e.Message == "Custom") {

06. ...

07. } else {

08. throw;

09. }

10.   }

11. }

12.

13. void Main() {

14. Foo();

15. }

01. void Foo() {

02. try {

03. throw new Exception("Nope");

04.   } catch (Exception e)

05. when (e.Message == "Custom") {

06. ...

07.      ...

08.      ...

09.      ...

10.   }

11. }

12.

13. void Main() {

14. Foo();

15. }
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C# Exception filters in .NET Framework
CHECKING EXCEPTION TYPE IN THE CODE

0:000> !clrstack

00f3eefc 01580537 Handler() [Program.cs @ 11]

00f3eff0 0158049c Main() [Program.cs @ 14]

USING EXCEPTION FILTER

0:000> !clrstack

008ff47c 00ab0607 Method() [Program.cs @ 04]

00f3eff0 0158049c Main() [Program.cs @ 14]
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C# Exception filters in .NET Core
CHECKING EXCEPTION TYPE IN THE CODE

0:000> !clrstack

00f3eefc 01580537 Handler() [Program.cs @ 11]

00f3f170 70131376 [HelperMethodFrame: 00f3f170]

00f3eefc 01580537 Handler() [Program.cs @ 3]

00f3eff0 0158049c Main() [Program.cs @ 14]

USING EXCEPTION FILTER

0:000> !clrstack

008ff47c 00ab0607 Method() [Program.cs @ 03]

00f3eff0 0158049c Main() [Program.cs @ 14]
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Thread.Abort() behavior
.NET FRAMEWORK

Causes ThreadAbortException.

Does not interrupt catch and finally blocks.

Exception can be suppressed by calling 
Thread.ResetAbort().

Effectively it guarantees nothing — the thread 
can catch the exception and carry on.

In .NET 1 exception could be thrown in finally 
block.

Can accidentally break static constructors.

.NET CORE

Thread.Abort() is not availabe —
PlatformNotSpportedException.
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Thread.Abort() internals
1. Suspend OS thread.

2. Set metadata bit indicating that abort was requested.

3. Add Asynchronous Procedure Call (APC) to the queue. Resume the thread.

4. Thread works again, when it gets to alertable state, it executes the APC. It checks the flag 
and throws the exception.

How to get to alertable state?
◦ IO function, sleep.

What if we never get to the alertable state?
◦ .NET hijacks the thread — it modifies IP register directly.
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SEHException mapping
STATUS_NO_MEMORY:

◦ Mapped to OutOfMemoryException.

STATUS_ACCESS_VIOLATION:
◦ Read/write outside of JIT-compiled code —> AccessViolationException.

◦ Read/write inside JIT-compiled code but the address is outside of the null-pointers partition —>  
AccessViolationException.

◦ If legacyNullReferencePolicy is applied —> NullReferenceException.

◦ If the policy is not applied and the read/write is inside JIT-compiled code and the address is inside null-
pointers partition —>  NullReferenceException.

Otherwise:
◦ Mapped to SEHException.
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AccessViolation trickery

Under the hood WriteByte tries to write bytes through the 
pointer.

We write in the null pointer partition, so the 
NullReferenceException is thrown.

It is later handled and converted to throw new 
AccessViolationException().

It would not be handled if the address was outside of null 
pointer partition.

try {
Marshal.Copy(new byte[] {42},0, (IntPtr)

1000, bytes.length);
}
catch (AccessViolationException) {

// Never happens!
}

This uses native code which throws 
AccessViolationException.

It cannot be handled by default.
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try {

Marshal.WriteByte((IntPtr) 1000, 42);

}

catch (AccessViolationException) {

// Yep, this works!

}



AccessViolation origin
Code / Address Null pointer partition (< 64 KB) Other partitions (>= 64 KB)

Managed NullReferenceException AccessViolationException

Native AccessViolationException AccessViolationException
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How does null-check work?
◦ .NET does not check whether the reference is null or not.

◦ It just tries to write the memory.

◦ If the reference is null, Memory Management Unit (MMU) notifies the CPU.

◦ Exception is then handled by .NET and the check is performed — if this was null pointer partition, NRE 
is thrown.

◦ This results in much faster positive path.



AccessViolation history
.NET 1:

◦ No AccessViolationException. Reference either correct or null.

.NET 2:
◦ AccessViolationException available and can be handled.

.NET 4:
◦ Handling requires HandledProcessCorruptedStateException.

.NET Core:
◦ HandleProcessCorruptedStateException is ignored. Some exceptions can be restored with configuration switches.

Configuration switches:
◦ legacyNullReferenceExceptionPolicy

◦ Brings back .NET 1 behavior — all AV exceptions become NRE.

◦ legacyCorruptedStateExceptionPolicy
◦ Brings back .NET 2 behavior — all AV can be handled.

◦ COMPlus_legacyCorruptedStateExceptionsPolicy
◦ Some AV exceptions are delivered to the application

Behavior is based on the TargetFramework specified during compilation, not on the executing platform.
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Handling corrupted state in .NET
Before .NET 4 you could just catch access violations exceptions.

Starting .NET 4 they are marked as CSE — Corrupted State Exceptions.

To catch them you need to specify HandleProcessCorruptedStateExceptionsAttribute (doesn’t 
work in .NET Core).

Only catch blocks with HPCSE are considered.

Only finally blocks in HPCSE methods are executed (and implicit finally for using construct).

This means that tons of stack might not be unwound properly.

CER also requires HPCSE.
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StackOverflowException in .NET
You cannot catch it.

RuntimeHelpersEnsureSufficientExecutionStack() checks for the available stack:
◦ 512KB on x86, AnyCPU

◦ 2MB on x64

◦ 64/128KB on .NET Core

If not enough space is available, InsufficientExecutionStackException is thrown.

By default SOE kills the application. This can be configured in shim loading CLR to unload app 
domain in case of SOE.
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How to catch SOE?
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Catching with shim
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Catching with shim

05.05.2021 INTERNALS OF EXCEPTIONS - ADAM FURMANEK 77



Catching StackOverflowException in C#
1. Generate machine code on the fly.

2. Register VEH handler with P/Invoke.

3. Use „SetJump LongJump” like approach:
1. Store registers.

2. Call method generating SOE.

3. Restore registers in VEH handler.

4. Rely on VEH mechanism to perform the jump.

4. Continue.
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Catching StackOverflowException in C#
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Summary
Think about exceptions in async context in C#.

Understand what is your „last instruction” in case of CONTINUE_EXECUTION.

Be careful with returns in finally in SEH (and other technologies).

Don’t lose the details while rethrowing exceptions.

Automatically capture dumps on unhandled exceptions.

Know what you can’t handle.

Think about edge cases. What happens if your application crashes badly? How to survive if the 
state is corrupted? Can you revert it? Can yout at least make sure you don’t make it worse?

Have handlers for all unobserved exceptions. Consider notification for first chance exception.

05.05.2021 INTERNALS OF EXCEPTIONS - ADAM FURMANEK 80



Q&A
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