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You always show how to use
machine code and other hacks
to (…) but you could just show 
how all these hacks work.
K E V I N  G O S S E
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Agenda
Avoiding dynamic dispatch.

Awaiting async void methods.

Running machine code from a byte array.
◦ Hijacking methods.

◦ Running things on other desktops.

◦ Catching unhandled exceptions.

◦ Catching SOE.

Abusing type system.
◦ Serializing non-serializable type.

◦ Implementing multiple inheritance.
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Avoiding dynamic 
dispatch
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Dynamic Dispatch
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IL
CALL

The call instruction calls the method indicated 
by the method descriptor passed with the 
instruction. The method descriptor is a 
metadata token that indicates the method to 
call and the number, type, and order of the 
arguments that have been placed on the stack 
to be passed to that method as well as the 
calling convention to be used.

CALLVIRT

The callvirt instruction calls a late-bound 
method on an object. That is, the method is 
chosen based on the runtime type of obj 
rather than the compile-time class visible in 
the method pointer.

Callvirt can be used to call both virtual and 
instance methods.
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Dispatch
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Awaiting async void 
methods
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Awaiting async void
We cannot do it directly as method returns nothing.

We need to implement custom synchronization context.

To handle exceptions we need to write custom task scheduler.
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await async void
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Catch exceptions in async void
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Running machine code 
from a byte array
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Function
Typically is JIT-compiled but can be pregenerated (ngen or ready-to-run).

Must have a machine code (or multiple of them).

Has specific calling convention (parameters via registers + via stack).

Has metadata represented via Method Descriptor (or handle).
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Machine code
Is NOT an assembly code — one assembly mnemonic represents many machine instructions.

Cannot be easily read backwards in x86 — instructions have different lengths.

Needs to adhere to the endianess.

Is not different from data — it’s always a bunch of bytes.

Must adhere to memory page permissions (page must be executable).
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Machine code
https://defuse.ca/online-x86-assembler.htm

Useful page for disassembling the code.
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Marshal.GetDelegateForFunctionPointer
Converts an unmanaged function pointer to a delegate.

ptr is converted to a delegate that invokes the unmanaged method using the __stdcall calling 
convention on Windows, or the __cdecl calling convention on Linux and macOS.
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Jump
We can take existing machine code and modify in place.

Then we can jump anywhere.

Jumps are relative — they jump „by” offset. Jump 123 means jump 123 bytes forward.

To do an absolute jump we can use push + ret trick.
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ByteToFunc
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Method hijacking
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Desktop hack
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Exceptions in other threads
Unhandled exception kills the application in most cases.

If it happens on a thread pool it is held until awaiting and then propagated if possible (thrown 
out of band for async void).

Catching unhandled exception with AppDomain.CurrentDomain.UnhandledException doesn’t 
stop the application from terminating.

ThreadAbortException or AppDomainUnloadedException do not kill the application.

In .NET 1 it was different:
◦ Exception on a thread pool was printed to the console and the thread was returned to the pool.

◦ Exception in other thread was printed to the console and the thread was terminated.

◦ Exception on the finalizer was printed to the console and finalizer was still working.

◦ Exception on the main thread resulted in application termination.
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Hijacking thread creation

05.05.2021 HACKING C# - ADAM FURMANEK 23



Catching with shim
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Catching with shim
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Catching StackOverflowException in C#
1. Generate machine code on the fly.

2. Register VEH handler with P/Invoke.

3. Use „SetJump LongJump” like approach:
1. Store registers.

2. Call method generating SOE.

3. Restore registers in VEH handler.

4. Rely on VEH mechanism to perform the jump.

4. Continue.
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Catching StackOverflowException in C#
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Abusing type system
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Abusing type system
Methods assume parameters have correct types.

Types are checked by the C# compiler and when loading the module.

call/callvirt instructions do not check types.

Methods do not check types.

Instance is just a bunch of bytes. It has no methods associated.
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Abusing type system
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Serialization
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Multiple Inheritance
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Summary
You need to remember about all platform components.

You need to understand Operating System and .NET interoperability.

You need to know your CPU architecture.

And you need to be careful.

Ultimately — it’s just a bunch of bytes.
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Q&A
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