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Agenda

Avoiding dynamic dispatch.

Awaiting async void methods.

Running machine code from a byte array.
° Hijacking methods.
° Running things on other desktops.
o Catching unhandled exceptions.
o Catching SOE.

Abusing type system.
o Serializing non-serializable type.

> Implementing multiple inheritance.
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Avoiding dynamic
dispatch




Dynamic Dispatch

public class Basef{ public class Program
public virtual void Foo(int dummyParameter){ {
Console.WritelLine("Base: " + dummyParameter); public static void Main()
}
} {
Base b = new Derived2();
public class Derived : Base{ b.Foo(123);
public override void Foo(int dummyParameter){ }
Console.Writeline("Derived: " + dummyParameter); }
}

public class Derived2 : Derived{
public override void Foo(int dummyParameter){
Console.Writeline("Derived2 " + dummyParameter);
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L

CALL

The call instruction calls the method indicated
by the method descriptor passed with the
instruction. The method descriptor is a
metadata token that indicates the method to
call and the number, type, and order of the
arguments that have been placed on the stack
to be passed to that method as well as the
calling convention to be used.
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CALLVIRT

The callvirt instruction calls a late-bound
method on an object. That is, the method is
chosen based on the runtime type of obj
rather than the compile-time class visible in
the method pointer.

Callvirt can be used to call both virtual and
instance methods.



LIiCITICInG

public static void InvokeMethod<T>(Expression<Action> caller) where T : class

i
if (caller.Body.NodeType != ExpressionType.Call)
{
throw new ArgumentException("Parameter must call a method", “"caller");
¥

® var castedExpression = (MethodCallExpression)caller.Body;
D I S a tC h ar evaluatedArguments = castedExpression.Arguments.Select(a =» GetlLambda(a).Invoke()).Tokrray();
var methodToCall = typeof(T).GetMethod{castedExpression.Method.Name, evaluatedArguments.Select(a => a.GetType()).TolArray(});
var methodInvoker = GetCaller<T>{castedExpression, methodToCall);
methodInvoker.Invoke((T)GetLambda(castedExpression.Object).Invoke(), evaluatedArguments);

=

1 reference
public static Action<T, object[]> GetCaller<T»({MethodCallExpression expression, MethodInfo methodToCall)
{
var helperMethod = new DynamicMethod(string.Empty,
typeof(void),
new[] { typeof(T), typeof(object[]) 1,
typeof(T).Module,
true);
var ilGenerator = helperMethod.GetILGenerator();
ilGenerator.Emit({0OpCodes.Ldarg_8);
for (int 1 = @; 1 < expression.Arguments.Count(); ++1i)
{
var argumentType = expression.Arguments[i].Type;
ilGenerator.Emit(0OpCodes.Ldarg_1);
ilGenerator.Emit({0OpCodes.Ldc_I4, i);
ilGenerator.Emit(0OpCodes.Ldelem, typeof(object));
if (argumentType.IsValueType)
{
ilGenerator.Emit({0OpCodes _Unbox Any, argumentType);
}

H
ilGenerator.Emit(OpCodes.Call, methodToCall);

ilGenerator.Emit(OpCodes.Ret);
var methodInvoker = (Action<T, object[]»)helperMethod.CreateDelegate(typeof(Action<T, object[]>));
return methodInvoker;
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Awaiting async voiad
methods




Awaiting async void

We cannot do it directly as method returns nothing.

We need to implement custom synchronization context.

To handle exceptions we need to write custom task scheduler.
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await async void

Program.cs # X

[£#] AwaitVoid - AwaitVoid MyContext ~ @ Checkpoint() -
31 +
31 } =
32 } .

= public override woid OperationStarted() Bl C:\WINDOWShsystem32\cmd. exe _
1
_taskCount++;
}
= public override woid OperationCompleted() any To tinue
i
41 _taskCount--;
42 SignalIfDone();
43 }

)

AB = public static class Dele

45 = public static Task AwaitAsynchronousHandlers({this De
49 {

Se var context = text();

51 = var thread = () =» {

52 synchronizationC ext.5setSynchronizationContext({context);
53 {@delegate.DynamicInvoke();

S4 context.Checkpoint();

55 ¥l

56 thread.start();

57 return context.Waiter;

58 }

50 1

51 delegate woid Worker();

= public class Pro

o

54 1

5 static event Worker Workers;

7 = public static woid Main()

58 i

59 Workers += async () => await Task.Delay(1@8).ContinueWith(t => Co le.Writeline(1@8));
70 Workers += async () => await Task.Delay(1568).ContinueWith(t => Co e.WriteLine(1586));
7 wWorkers += () =» Conscle.WriteLine("Mo delay™);
72 Workers.AwaitAsynchronocusHandlers() . Wait();
73 by

4 ¥

¥




Program.cs = x—
[2#] CatchAsyncVoid - CatchAsyncVoid.MyContext =1 @ Run(Action action] -

public static Task Run(Acticon action)

{

Catch exceptions in async void

Bl CAWINDOWS\system32icmd.exe

return Task.Run( () =>

i
var oldContext = .Current;
var newContext = new M B
try
i
.SetSynchronizationContext (newContext);

var spanningTask = newContext.factory.StartNew(action);

foreach (var task in newContext.scheduler.tasks.GetConsumingEnumerable())

{

newContext.scheduler.TryExecuteTask(task);
task.GetAwaiter().GetResult();

by

spanningTask.GetAwaiter().GetResult();
finally
{

.SetSynchronizationContext (oldContext);
¥
B
¥
ntime
ntin
static wvoid Main(string[] args) p ntin

le.WriteLine("Preparing job to run™);

var task = MyContext.Run(() => Throw());

C le.WriteLine( b is scheduled, will run any second. Sleeping main thread™);
Sleep(5e08) ;

JMriteLine("Catching exception”);

" Using Wait() here (or in lines 95, 97) instead would return AggregateException instead of

task.GetAwaiter().GetResult();

by
catch (Excepticn e)
i
C JriteLline("Swallowing exception " + e.GetType() + "\n" + e);
}

Sleep(leea);
e.WriteLine("Done™);

original one

main

th

msp_wine

Zadania




Running machine code
from a byte array




Function

Typically is JIT-compiled but can be pregenerated (ngen or ready-to-run).

Must have a machine code (or multiple of them).

Has specific calling convention (parameters via registers + via stack).

Has metadata represented via Method Descriptor (or handle).

05.05.2021
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Machine code

Is NOT an assembly code — one assembly mnemonic represents many machine instructions.

Cannot be easily read backwards in x86 — instructions have different lengths.
Needs to adhere to the endianess.
Is not different from data — it’s always a bunch of bytes.

Must adhere to memory page permissions (page must be executable).
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Assemble

Enter your assembly code using Intel syntax below.

mov eax, 123

Machine code

https://defuse.ca/online-x86-assembler.htm

Useful page for disassembling the code.

Architecture: ® x86 O x64
Assembly

Raw Hex (zero bytes in bold):
B87B000000

String Literal:
"\xB8\x7B\x@0\xee\xee"

Array Literal:

{ exB8, ©x7B, 0x00, ©xee, oxee }

Disassembly:

@: b8 7b 00 60 o6 mov eax,ex7b

05.05.2021
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Marshal.GetDelegateForFunctionPointer

Converts an unmanaged function pointer to a delegate.

ptr is converted to a delegate that invokes the unmanaged method using the __ stdcall calling
convention on Windows, or the __ cdecl calling convention on Linux and macOS.
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Jump

We can take existing machine code and modify in place.

Then we can jump anywhere.
Jumps are relative — they jump ,,by” offset. Jump 123 means jump 123 bytes forward.

To do an absolute jump we can use push + ret trick.
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ByteloFunc

Inamespace ByteToFunc_Marshal

{

05.05.2021

// Flags for VirtualProtect method

1 reference

public enum Protecticn

1
PAGE_NOACCESS = @wel,
PAGE_READONLY = @xe2,
PAGE_READWRITE = @x@4,
PAGE_WRITECOPY = @w@s,
PAGE_EXECUTE = @xlée,
PAGE_EXECUTE_READ = @x2@,
PAGE_EXECUTE_READWRITE = @x48,
PAGE_EXECUTE_WRITECOPY = @xd@,
PAGE_GUARD = éxlea,
PAGE_NOCACHE = @w2ea,
PAGE_WRITECOMBINE = @x488

}

2 references

public class FuncGenerator

1
// Method to unlock page for executing
[D11Import("kernel32.d11l", SetlastError = true)]
1reference

static extern bool VirtualProtect(IntPtr lpAddress, uint dwSize, uint flNewProtect, out uint 1pfl0ldProtect);

// Unlocks page for executing
1 reference
private static veid UnlockPage(int address)
1
uint old;
VirtualProtect((IntPtr)address, 6, (uint)Protecticn.PAGE_EXECUTE_READWRITE, out cld);

}

// Some internal storage for pinning
private static IList<object> memory = new List<object>();
private static IList<GCHandle* handles = new List<GCHandlex();

// Pins array with code and returns address to the beginning of the array
1 reference

private static IntPtr Pin(object data)

1
memory . Add (data);
var handle = GCHandle.Alloc(data);
handles.Add(handle);
return Marshal.ReadIntPtr(GCHandle.ToIntPtr(handle});
}

// Returns delegate of type T using class U for stubbing
2 references

public static T Generate<T>(byte[] data)

/{ Address of machine code in array
// We omit first 8 bytes (array type and size)
var arrayCodefddress = ((int)Pin{data}) + 8:



Method h

Inamespace MethodHijacker2

ijacking

{

// This doesn't work with ngened methods - they don't have address stored in method descriptor
3 references

public static class MethodHijacker

1
3 references
public static wvoid HijackMethod(MethocdBase source, MethodBase target)
1
RuntimeHelpers.PrepareMethod(source.MethodHandle);
RuntimeHelpers.PrepareMethod(target.MethodHandle);
var sourcefddress = scurce.MethodHandle.value;
var targetAddress = (long)target.MethodHandle.GetFunctionPointer();
Marshal.WriteInt32(sourcefddress, 8, (int)targetAddress);
¥
h

18 references
class TestClass

1
3 references
public static string ReturnString()

1
¥

return "Original string";

2 references
public static string ReturnStringHijacked()

1
¥

return "Modified string";
4 references
public static string StringProperty { get; set; }
1reference
public string NonStaticReturnStringHijacked()

1
¥

return "Nonstatic modified string";

4 references

public string NonStaticStringProperty { get; set; }



namespace DesktopApiExtender

1 reference
class Program

1
Oreferences

static void Main(string[] args)

{

// Don't forget to run Sysinternals Desktop application and switch to second desktop
RunProcess(“notepad.exe™, "™, "");
Console.ReadLine();
RunProcess("notepad.exe™, "™, "Sysinternals Desktop 1");
h

[Threadstatic]
private static GCHandle? currentDesktopNameHandle;

2 references
private static Process RunProcess(string fileName, string arguments, string desktopName)
1
var process = new Process();
var startInfo = new ProcessstartInfo
1
Windowstyle = ProcessWindowStyle.Hidden,
FileName = fileName,
Arguments = arguments,
RedirectStandardOutput = true,
UseShellExecute = false,
StandardOutputEncoding = Encoding.UTF8
i
process.StartInfo = startInfo;

HijackDesktoplLogic(startInfo, desktopName);

process.Start();
return process;

i

1reference

public static void HijackDesktoplogic(ProcessStartInfe startInfo, string desktopiame)

1

if (!string.IsNullOrEmpty(desktophame)})

1
byte[] tempDesktopName = Encoding.UTF8.GetBytes(desktopName);
byte[] desktopNameArray = tempDesktopName.SelectMany(b => new byte[] { b, @ }).Concat(new byte[] { @, @ }).Tolrray();
currentDesktopNameHandle = GCHandle.Alloc(desktopNameArray, GCHandleType.Pinned);

}

var matchingType = AppDomain.CurrentDomain.GetAssemblies().SelectMany(a =» a.GetTypes()).First(t => t.Name.Contains("STARTUPINFO")});

var constructor = matchingType.GetConstructor(new Type[@8]);

var newConstructer = typeof(Program).GetMethod (nameof(NewConstructor), BindingFlags.Static | BindingFlags.Public);

05.05.2021 MethodHijacker.MethodHijacker.HijackMethod(constructor, newConstructor);




Exceptions in other threads

Unhandled exception kills the application in most cases.

If it happens on a thread pool it is held until awaiting and then propagated if possible (thrown
out of band for async void).

Catching unhandled exception with AppDomain.CurrentDomain.UnhandledException doesn’t
stop the application from terminating.

ThreadAbortException or AppDomainUnloadedException do not kill the application.

In .NET 1 it was different:
> Exception on a thread pool was printed to the console and the thread was returned to the pool.

o Exception in other thread was printed to the console and the thread was terminated.
o Exception on the finalizer was printed to the console and finalizer was still working.
° Exception on the main thread resulted in application termination.
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Hijacking thread creation

[ ThreadExcepticnHandler - w T hreadExceptionHandler.Program ~ | D, Main(string[] args
i 3
h
= public static Thres E _» Threadstart threadStart) ‘ -
1 E
= return () =>» BN COAWINDOWShsystem32hcmd.exe _ O Xk
i E
= try n
1 .
threadstart(); 3
} L
113 catch (Exception e)
o 1 - Writeline( "Handling!™) wmsp_windowsinternals\Threa
5 C e.WritelLine andling!™); -
___ . c e.WriteLine(e); afurn De .
¥i
h 1
¥ E
= class Progra ;
i 3
= static woid Main(string[] args) =
{ =
ThreadHandler.EnableHandling(); E
MakeUnhandled(); E
Thread.Sleep(TimeSpan.FromSeconds(3)); 0
Console.WriteLine("All done™);
¥
= private static woid MakeUnhandled() -
i E
= Thr art lambda = ()} =>
i
Conscle.Writeline{"Running in new thread”};
throw new Exception("This is unhandled!™)};
¥i
var thread = new Thread({lambda);
thread.Start();
h
}




Catching with shim

Program.cs & X g s=coverouCatchenishim.cop = < [

[#] StackOverflowGenerator - “:.StackO‘.'ErﬂchenEratcr‘Prcgram ~1® Main(string[] args) -l %] StackOverflowCatcherViaShim - (Global Scope) = @ VehExceptionHandler_EXCEPTION_POINTERS * pEx ~
1 using System; + 18 ~lusing namespace mscorlib; =
2 =l 11 using namespace std; -
3 —Inamespace StackOverflowGenerator 12
4 { 13 - LONG WINAPI VehExceptionHandler(_EXCEPTION_POINTERS®¥ pExceptionInfo) {

5 = class Program 14 printf("%x\n", pExceptionInfo->ExceptionRecord->ExceptionCode);
[ { 15 = //OxE@53534F - Soft SOE
7 = public static void Main(string[] args) 16 //8xEB434352 - CLR Exception =
8 { 17 //0xE@6DT7363 - C++ Exception
9 1 18 - if(pExceptionInfo->ExceptionRecord->ExceptionCode == @xE@53534F) {
10 19 puts("SOE!");
11 = public static int Start(string args) 20 ¥
12 { 21
13 Console.Writeline("Looping: " + args); 22 return EXCEPTION_CONTINUE_SEARCH;
14 Start(args); 23 ¥
15 return @; 24
16 1 25 —int main()
17 3 26 {
18 } - -~ 27 HRESULT hr;
19 B ' Microsoft Visual Studio Debug Console E‘M 28 ICLRMetaHost *pMetaHost = MULL;
Looping: Argument A 29 ICLRRuntimeInfo *pRuntimelnfo = NULL;
2::3{:2:35 30 ICLRRuntimeHost *pClrRuntimeHost = NULL;
Argument 31
Argument
:::gam::g 32 // build runtime
Argument 33 hr = CLRCreateInstance(CLSID_CLRMetaHost, IID_PPV_ARGS(&pMetaHost));
2::3:::2:: 34 hr = pMetaHost->GetRuntime(L"v4.6.30319", IID_PPV_ARGS(&pRuntimeInfo));
::gt:m::g 35 hr = pRuntimeInfo->GetInterface(CLSID CLRRuntimeHost, IID PPV _ARGS(&pClrRuntimeHost));
Argument 36
2:33:2:: 37 /{ configure SOE handling
::gt:ﬂz:z 38 ICLRControl *pCLRContrel = NULL;
g:gt::z:: 39 pClrRuntimeHost->GetCLRControl(&pCLRControl);
Argument | | 48
}‘?,?,"(ilgﬂ; fArgument E 41 ICLRPolicyManager* pCLRPolicyManager = NULL;
2 42 hr = pCLRContrel->»GetCLRManager(IID_ICLRPolicyManager, (PVOID*)&pCLRPolicyManager);
L 43 hr = pCLRPolicyManager->SetActionOnFailure(FAIL_StackOverflow, eRudeUnloadAppDomain);
44
he 45 /{ start runtime 52
121% - 121% - 4 »
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Catching with shim

Program.cs & 3

~  StackOverflowCatcherViaShim.cpp ®

[c7] StackOverflowGenerator - "'xStackOvarﬂowGanerator‘Program | @ Start(string args) ~ W B StackOverflowCatcherViaShim - (Global Scope) ~| @ VehExceptionHandler{ EXCEPTION_POINTERS * pEx ~
1 System; = 10 ~lusing namespace mscorlib; *
2 - 11 using namespace std; -
3 —namespace StackOverflowGenerator 12
4 { 13 =/LONG WINAPI VehExceptionHandler(_ EXCEPTION_POINTERS*® pExceptionInfo) {

5 = class Program 14 = /lprintf("%x\n", pExceptionInfo->ExceptionRecord->ExceptionCode);
6 1 15 //@xE®B53534F - Soft SOE

7 = public static void Main(string[] args) 16 //8xE@434352 - CLR Exception ul
8 { 17 //8xEBED7363 - C++ Exception

9 3 18 = if(pExceptionInfo->ExceptionRecord->ExceptionCode == @xE@53534F) {
18 19 //puts("SOEI");

11 = public static int Start(string args) 28 ¥

12 { L1 21

13 //Console.Writeline("Looping: " + args); 22 return EXCEPTION_CONTINUE_SEARCH;

14 Start(args); 23 T

15 return @; 24

16 1 25 Fint main()

17 } 26 {

8 } 27 | HRESULT hr;

9 [l.ig StackOverflowCatcherViaShim.exe _l o] s | fiictatiost *plletatost = NULL;

L RRuntimeInfo *pRuntimeInfo = NULL;
L RRuntimeHost *pClrRuntimeHost = NULL;

B | CAUsers\afish\Desktop\msp_windowsinternals\Debug\StackOverflowCatcherViaShim.exe

@ StackOverflowCatcherViaShim.exe has stopped working

[Process is terminated due to StackOverflouwException.

Windows can check online for a solution to the problem. build runtime
= CLRCreateInstance(CLSID_CLRMetaHost, IID_PPV_ARGS(&pMetaHost));
% Check online for a solution and close the program = pMetaHost->GetRuntime(L"v4.8.38319", IID_PPV_ARGS(&pRuntimeInfo));

= pRuntimeInfo->GetInterface(CLSID_CLRRuntimeHost, IID_PPV_ARGS(&pClrRuntimeHost));
% Close the program
configure SOE handling

LRControl *pCLRControl = NULL;
rRuntimeHost->GetCLRControl{&pCLRControl);

% Debug the program

:/ Wiew problem details

RPolicyManager* pCLRPolicyManager = NULL;
= pCLRControl->GetCLRManager(IID_ICLRPolicyManager, (PVOID*)&pCLRPolicyManager);
= pCLRPolicyManager->SetActionOnFailure(FAIL_StackOverflow, eRudelUnloadAppDomain);

start runtime

121
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Catching StackOverflowException in C

1. Generate machine code on the fly.

2. Register VEH handler with P/Invoke.

3. Use,Setlump LongJump” like approach:
1. Store registers.
2. Call method generating SOE.
3. Restore registers in VEH handler.
4.  Rely on VEH mechanism to perform the jump.

4. Continue.
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/{ Exception info is passed in esp+8 which is fourth parameter according to fastcall calling convention

/f Having signature correctly like (int, int, int, IntPtr) spils stack because of calling convention - .MET will remove 2 integers from it
/I We need to fix ret 8 to ret 4 at the end
public static int CatchingVeh(int a, int b, int ¢, IntPtr pExceptionInfo)

“
|

//#define EXCEPTION_EXECUTE_HANDLER 1 B8 C\WINDOWS\system32\cmd.exe - O X
//#define EXCEPTION CONTINUE_SEARCH 8
//#define EXCEPTION CONTINUE_EXECUTION (-1)

Console.WriteLine("Catching VEH!");

uint exceptionCode = (uint)Marshal.ReadInt32(Marshal.ReadIntPtr(pExceptionInfo));
Console.WriteLine("Exception code: " + exceptionCode.ToString("X"));
if(exceptionCode != @xCA082RFD)
{

[/ Not Stack Overflow Exception

/I Return CONTINUE_SEARCH

return @;
! D hraou i

throu

/! We restore registers here using ExceptionInfo structure

Console.WriteLine("Info: " + pExceptionInfo.ToString("X"));
IntPir plontextRecord = Marshal,ReadIntPtr(pExceptionInfo + 4);
Console.WriteLine("Context: " + pContextRecord.ToString("X"));

shal.WriteIntPtr(plontextRecord + @xB8, (IntPt

VL

Marshal.WriteIntPtr(pContextRecord + @xC4, (IntPt

VL

Marshal.WriteIntPtr(pContextRecord + @xB4, (IntPt

EipEspEbpEsiEdiEbxHolder[@]);
EipEspEbpEsiEdiEbxHolder[1]);
EipEspEbpEsiEdiEbxHolder[2
EipEspEbpEsiEdiEbxHolder[3
EipEspEbpEsiEdiEbxHolder[4
EipEspEbpEsiEdiEbxHolder[S

)

)
(I )i
arshal.liriteIntPtr(pContextRecord + @xAR, (IntPt b
Marshal.WriteIntPtr(pContextRecord 4 @x3C, (IntPt )
)

W

Marshal.WriteIntPtr(pContextRecord + @xA4, (IntPt

VL

¥

) ]
) ]
) ]
) ]
) ]

¥

Console.Writeline("Going back to Eip: " + EipEspEbpEsiEdiEbxHolder[@].ToString("X"));

Press any key to continue . . .

/! Return CONTINUE EXECUTION
return -1;

/I Method for registering VEH handler
[011Import!"Kern=132.d11", SetlastError = true)]
static extern int AddvectoredExceptionHandler(uint first, IntPir addres);




Abusing type system




Abusing type system

Methods assume parameters have correct types.

Types are checked by the C# compiler and when loading the module.
call/callvirt instructions do not check types.
Methods do not check types.

Instance is just a bunch of bytes. It has no methods associated.

05.05.2021
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Abusing type system

Inamespace AbusingTypeSystem

05.05.2021
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1
] public class A
1
] public wvirtual void Print()
1
Console.Writeline("A.Print"™});
Conscle.Writeline(this.GetType());
¥
¥
] public class E
1
] public wvirtual void Print()
1
Console.Writeline("B.Print™};
Conscle.Writeline(this.GetType());
¥
!/ Make this method non-virtual to see that it doesn't crash
—references
] public virtual veoid Print2()
1
Conscle.WriteLline("B.Print2"};
Conscle.WriteLine(this.GetType()};
¥
¥




Inamespace SerializeMNonSerializable

1
[Serializable]
public class Root
{
public int RootField { get; set; }
S ri | i Z ti public MeonSerializableChild Child { get; set; }
public woid Print()
1
Conscle.WriteLine($"Root.Print {RootField}");
Magic(Child);
b
public woid Magic(MonSerializableChild child)
{
Conscle.WriteLine($"Delegating to child {child.GetType()}");
child.Print(};
1
¥
public class MNonSerializableChild
{
public int ChildField { get; set; }
public woid Print()
1
Conscle.WriteLine($"NonSerializableChild.Print {ChildField}™);
1
¥
[Serializable]

public class SerializableChild

{

2 references

public int ChildField { get; set; }
O references
public woid Print()

1
¥

Conscle.WriteLine($"SerializableChild.Print {ChildField}");
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static void Main(string[] args)

1
MultipleBase child = new FakeChildl
{
currentState = new CurrentState(new Basel(), new Base2(), new Base3(), new Based())
¥

Console.Writeline("Basel"};

® L}
r I Basel basel = child.Morph<FakeChild1l, Basel>()};
u I p e e rl a I l C( basel.field = 123;

basel.PrintInt();
Console.WritelLine();

Console.WriteLine("Base2"};

Base? base2 = child.Morph<FakeChild2, Base2>();
base2.field = 456.8°T;

base2.PrintFloat();

Console.WriteLine();

Console.WriteLine("Base3"};

Base3 base3 = child.Morph<FakeChild3, Base3>();
base3.fieldl = 780;

base3.field2 = 2387;

base3.PrintFields();

Console.WriteLine();

Console.Writeline("Based"};

Based based = child.Morph<FakeChild4, Based>();
based.field = "Abrakadabra™;
based.PrintString();

Console.WriteLine();

Console.Writeline("Base3 again");

base3 = child.Morph<FakeChild3, Base3>();
base3.PrintFields();

Console.WriteLine();

Console.Writeline("Base2 again");

base? = child.Morph<FakeChild2, Base2>();
base2.PrintFloat();

Console.WriteLine();

Console.Writeline("Basel again");
basel = child.Morph<FakeChildl, Basel>();

05.05.2021 MY (NI BVALY  basel.PrintInt();




Summary

You need to remember about all platform components.

You need to understand Operating System and .NET interoperability.
You need to know your CPU architecture.
And you need to be careful.

Ultimately — it’s just a bunch of bytes.
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