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What and why
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What we are going to do

1 —inject DLL

Our process 2 — execute code

Our DLL
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What we are going to do

We want to execute our code in different (target) process. This means:
> Our code should be able to access target process’ descriptors (memory, security tokens etc.)

o Our code should be able to create, modify, and remove handlers, pointers, and resources in target
process

> In other words, our code should pretend to be normal part of target process

We want to do it by injecting DLL

We are not modifying the target process’ source code (especially, we are not recompiling the
target)

We control the machine (however, we might not be administrators)

We want the whole process to be clean, safe, and reliable
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Demos

REAL LIFE USAGES




Preliminaries
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Virtual Address Space

Every proces has its own address space.

Partition x86 32-Bit x86 32-Bit x64 64-Bit Windows |IA-64 64-Bit Windows
Windows Windows with 3
GB User-Mode
NULL-Pointer 0Ox00000000 0x00000000 0Ox00000000'00000000 0x00000000'00000000
Assignment
OxO000FFFF Ox0000FFFF 0Ox00000000'0000FFFF 0Ox00000000'0000FFFF
User-Mode 0Ox00010000 0x00010000 0Ox00000000'00010000 0x00000000'00010000
Ox7FFEFFFF OxBFFEFFFF Ox000007FF'FFFEFFFF 0Ox000006FB'FFFEFFFF
| 64-KB Ox7FFF0000 OxBFFF0O000 0Ox000007FF'FFFFOO0O0 0Ox000006FB'FFFF0000
| Off-Limits
Ox7FFFFFFF OxBFFFFFFF 0Ox000007FF'FFFFFFFF 0x000006FB'FFFFFFFF
| Kernel-Mode 0x80000000 0xC0000000 0x00000800'00000000 0x000006FC'00000000
OxFFFFFFFF OxFFFFFFFF OxFFFFFFFF'FFFFFFFF
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Memory Page Table

Every memory address is translated by CPU.

Every proces has its own memory page table.

& 0(LsB) 31 1211 0
Faga. directory Pa?a table Byte — »
index index offset 0000.0000.0 .0000.0000 0000.0000.000
10 bits 10 bits 17 bite Physical page number Byte offset

Virtual page number
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Translation

KPROCESS
Virtual address
1 I 1
Page directory Page table fsat
index index Byte
Physical address
J ! :
Index Index ITI Desired page
I—b PFN

PDE —J — PFMN Desired byte

PTE ——] in
Page directory Page tables Physical address
(one per process, 1,024 entries) {up to 512 per process space

plus up to 512 systemwide,
1,024 entries per table)
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How many threads does a notepad have?

>

CPUUsage: 4041% Commit Charge: 67.99% Processes: 257 Physical Usage: 52.25%

Q¥ Process Explorer - Sysinternals: www.sysinternals.com [ANT\adafurma] - O X | @ untitled - Notepad
File Options View Process Find DLL Users Help File Edit Format View Help
diglispOsiexae[[ R A1 S 1 & open x
Process CPU  Private Bytes | WorkingSet  PID Description ~ .
i — 4 [E > ThisPC > Documents v @ | SearchDocuments p
ai‘i 7 notepad.exe:18940 Properties - [u] X
& Organize Newfolder - O @
=~ JMET Assemblies .MET Performance Strings Py -~ 7
n Image Performance Performance Graph GPU Graph Threads TeRP Security B [ Desktop 4 Name Daten
wil count: 22 & Downloads  # Custom Office Templates 1714/
Bﬂ CPU  Cycles Deta Stat Address Documents # FeedbackHub 272720,
= & Pictures # Fiddler2 318/2,
% [e88 <000 525,289 nell dilTo Aloc Work +0x 120 WorkDocs  # My Data Sources 8102
i |02 rtdl dl Tp AlocWork +DxTall My Music 10724/
[} |2123 il dil Tp Alloe Work +0x 120 Ja compiiance wih Amazon p ssh “ ’/”
Wi | 1804 combase diWindowsDelete Sring Buffer+{bx1950 2019.04_23_PVB! (v My Pictures 10724/ Select a file to preview.
nl {428 mavor dllendtireadexs 03D F N ) My Shapes 1172
?11 6656 sheore dllSHRelease ThreadRef+0x400 am F My Videos 10724/1
al |1 combase di WindowsDelete StringBuffer={ix1950 Logs NppScipts 0724/
o [ PROPSYS dIPSFomatForDisplayAloc +(c2c0 Onehlote Notebooks 1024
ol o il dl ToAlocWork +DxTall & OneDrive neNote Noteboo 24/
a 10428 ritdl di Tp AllocWork +Bx 120 Outlook Files 5/22/2
18652 il i TpAllocWork 012l = This PC Programy 5/4/20 %
E 15724 rtdl dl Tp AlocWork +DxTall P v < >
18908 clrdliSet Rurtime nfo+0x4540
o] 9684 cirdilinstallCustom Module +0¢ 1240 File name: h | ‘Text Documents (*:bd) & ‘
16404 il i TpAllocWork 012l ercodis [0S o ° Concel
] 10780 rtdll.dil Tp Alloc Work +0x 120 neoding: ‘ pen ‘ | neel ‘
Wil  [we0 il i TpAllocWork 012l
O |21 el dilinstalCustomModule +0x1240
mil s clr ditinstalCustomModule 1240
Al |17s20 el dilinstalCustomModule +0x1240
% 7728 chdllinstalCustomModule (1240 P
i
B threadm: 7784
% Start Time: 1:00:39PM  5/22/2019
State: Wait:UserRequest  Base Priority: 8
E Kernel Time: 0:00:00.853 Dynamic Priority: 10
User Time: 0:00:00.250 1/0 Priority: Normal
B contextSuitches: 12,553 Memory Priority: 5
% Cydes: 3,030,229,851 Ideal Processor: 2
v
>
Name Descaption Uompary Name Path ~
DocsDriveWinClertC: di WinClentC: Amazon Web Services, Inc C:\Program DocsDiveClient D
AWSSDK Core i AWSSDK Core Amazon com, Inc €:\Program Fles'\Amazon\AW/SWork Docs DiiveClient \AWSSDK.Core di
AW SWorkDocs DriveCommon di Amazon WorkDocs Drive Common  Amazon Web Senvices, e C:\Program Flles'Amazon\ AWSWork Docs DiveClient\AW/SWork DocsT.
AWSWorkDocsDriveShel di AWSWorkDriveShel Amazon Web Senvices, Inc C:\Program Fles'\Amazon\ AWSWork Docs DiveClient\AWSWork DocsT.
Newtonsoft Json dil Json NET Newtonsoft C:\Program DocsDiiveCi Json.
ShampShel.di SharpShel Dave Ker C:\Program Docs DiiveCl di
iptst di Touch Keyboard and Handuriing ... Microsoft Corporation C:\Program Files'Common Fies\microscft shared'ink iptsf dl
OFFICE ODF Microsot Office cuture datadl  Microsoft Corporation C:\Progrem Files'Common Fies\microscht shared OFFICET6\Cutures\O
DpOFeedb dl DigtalPersona OTS Feedback DigitalPersona, Inc C:\Program Files'Hewieti-Packard\HP Protect Tools Securty Manager\f o
<
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DLLsS

Cornerstone of Microsoft Windows

All functions in the API are contained in DLLs

Three most important:
o Kernel32.dll — managing memory, processes, and threads

o User32.dll — user-interface tasks (window creation, message sending etc.)
o GDI32.dll = drawing graphical images and displaying text

How many DLLs does notepad have?
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DLLs and a Process” Address Space

Before application can call functions in a DLL, the DLL’s file image must be mapped into the
calling process’ address space

Two methods:
o Implicit load-time linking
o Explicit run-time linking

Once an image is mapped into the address space, it is in fact no longer library
° During call to a DLL function it looks at the thread’s stack

> Object created by code in the DLLs functions are owned by the calling thread
> DLLs global and static variables are created in a process’ address space

14

05.05.2021 DLL INJECTION - ADAM FURMANEK




LiInKINg
Implicit loading Explicit loading

When application’s source code reference Application can load library in runtime
symbols contained in the DLL

Loader implicitly loads and links the required Requires call to LoadLibrary or LoadLibraryEx
library during startup

Flexible — allows to load library as a datafile or
change search path
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Search order

The directory containing the executable image file

The Windows system directory returned by GetWindowsDirectory function
The 16-bit system directory (System subfolder under the Windows directory)
The Windows directory returned by GetSystemDirectory

The process’ current directory < /
The directories listed in the PATH environment variable

Can be changed!

o kA W N oE
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Rebasing Modules pmemmmememmas

Eupyrlght (C) Microsoeft Enrpnratlnn a1l rlghts “reserved.

Dump of file c:“Program Files (x86)%Microsoft Visual Studio 12.0%Cormon?Toolsh\spyxx.exe

Every executable and DLL module has a
preferred base address

PE signature found
File Type: EXECUTABLE IMAGE
FILE HEADER UALUES

This address identifies the ideal 14€ machine (x86)
memory address where the module ““”“3§ HTE ,‘}:}E;'ﬁ“'ﬁﬁIE;,E..,EEHEEIE“"‘”‘“ 2013
should get mapped into a process’ 0 :ﬁ:s;ﬂe:g:&g:l header
address Space' EE:E:E:E:ﬁE canhlyandle large (>2GB) addresses
1t word machine
Executable has address 0x00400000
OF TIOHAL HEH"EEB“:EHEE # (PE22)
DLL haS addreSS 0X10000000 12.00 ligker YEFS10N

6A800 size of code
JEGODD size of initialized data
. . . 0 size of uninitialized data
Why is this so important? 66CDD entry point CO0466COD)
1000 base of code
AENNN _hase of data
400000 image base (00400000 to DOHACFFF)
T000 section alignment
200 file alignment
6.00 operating system version
10.00 image version
6.00 subsystem wersion
0 Win3? wversion
ADDDD size of image

< (]| >
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Rebasing Modules

DLL can have a relocation section
° |t contains a list of byte offsets
o Each byte offset identifies a memory address used by a machine code instruction

When a DLL cannot be loaded at its preferred address loader can modify relocation section and
adjust offsets

We can do it using Rebase + Bind utilities
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Address Space Layout Randomization

Security technique involved in protection from buffer overflow attacks

ASLR randomly arranges the address space positions of key data areas of a process:
o Position of stack

> Position of heap
o Positions of libraries
o Base of the executable
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Entry-Point function

DLL can have a single entry-point function

The system calls this function at various Times

These calls are informational — DLL is notified when it’s attached to process or thread

BOOL WINAPI DIIMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID IpvReserved) {
switch (fdwReason) {
case DLL THREAD_ DETACH:
EnterCriticalSection(&g_csGlobal);

}
}
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Loader Lock

Windows holds a loader loack during DLL initialization

This is required to block other threads from calling DLLs functions before the library is initialized

This often causes deadlock

BOOL WINAPI DIIMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID IpvReserved) {

switch (fdwReason) {
case DLL_THREAD_DETACH:

EnterCriticalSection(&g_csGlobal); -
}

}
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Demos

REGISTRY, HOOKS, REMOTE THREADS




Loading DLL on demand




Using the Registry




Using the Registry

1 — process starts
2 — process loads user32.dll
3 —user32.dll loads our dll

User32.dll

Our DLL
(on disk)
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Using Windows Hooks




Using Windows Hooks

1 — process starts

2 — we press some key

3 — windows loads our dll and executes hook function

Our DLL
(on disk)
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Using Remote Threads




1 —target starts

2 — our process starts

USIHg RemOte Th reads 3 — our process allocates

memory in target

05.05.2021

4 — our process writes
memory in target

5 — our process creates
thread in target

Our process

6 —thread loads our dll

Our DLL
(on disk)
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Injecting Managed DLL




1 —target starts

2 — our process starts

Injecting Managed DLL :-ousroces st

memory in target
4 — our process writes
memory in target ur process

5 — our process creates
thread in target

6 — thread loads our dll

7 — our process create
another thread to run
function inside native

dll
8 — our function loads

and starts .NET

Managed
DLL

Native DLL
(on disk)
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Other methods

° Trojan library o LD_PRELOAD

o Just replace the library on the drive with > Linux equivalent of registry injection on
custom one having the same methods Windows

° Injecting using debugger o DOTNET_STARTUP_HOOKS environment variable
o Attach debugger and explicitly load the library o For .NET Core

° |njecting into child > ptrace
> When starting a process inject the library > Can be used to implement

° Injecting using Asynchronous Procedure Call CreateRemoteThread equivalent in Linux
(APC)

> Replacing classes in jars

> Send some code to load the library > To inject code into java process

05.05.2021 DLL INJECTION - ADAM FURMANEK 32




Q&A
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Bonus
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